1087
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.27, NO.5, Oct. 2017 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2017.27.5.1087

Naive Bayes 7]}
Ql=Ro|= XTI E BN 7l A+

ol ef &
S AMchatm

Android Malware Analysis Technology Research
Based on Naive Bayes*

Jun-ho Hwang,+ Tae-jin Lee'
Hoseo University

2vtE EO| Hggo] F7I we} AvtE & g o R s I =Ee] st olrk 360 Security?]
nlE E A FE EA upzw 2015 4%7] B8] 20169 1 %

3] olefgt ~ntE EF dHIE FExO T8 Fral A oJFYAAES AR AR =, dolE] I, F
F 5% FH2R sledl 2 AV 2w Aozt AlFEs 75 Al ¢ A dlFE e~
PI¢l ] o7 =53 o]EAleld W APIS] HH
= gy 7|HeR wale] dhgpsle] AAF oZelAlol AT oA oZE|Alold Wl API HRY falke] wel
oA AZHYAAE FREle AAUSEE A AE dle|gd sl e HAUSE A8l &3 label
W 2243 8BRS NS Y3 S Belth B8] AlkE wAYZEe A$ AlE oA ojZelAle]4de] API A
do] 7|2l 5H AR dA FF AR A SR} ThsEb 35 o) EY Aol ol features ATt
o] £ wAYZ] AL anti-malware AAS] AF A oJFe|Alold &Rl AHE 5 s Aol A

et

I

At

il

>

<3
ol
2
offt
3
ol
rie
o,
o
N
N
=
-z
M
o,
&
e
i
Hd
=
2
rie
o,
N
s
12

o O L _\‘_‘, [
N [

ABSTRACT

As the penetration rate of smartphones increases, the number of malicious codes targeting smartphones is increasing. I
360 Security ’s smartphone malware statistics show that malicious code increased 437 percent in the first quarter of 2016
compared to the fourth quarter of 2015. In particular, malicious applications, which are the main means of distributing
malicious code on smartphones, are aimed at leakage of user information, data destruction, and money withdrawal. Often, it
is operated by an API, which is an interface that allows you to control the functions provided by the operating system or
programming language. In this paper, we propose a mechanism to detect malicious application based on the similarity of
API pattern in normal application and malicious application by learning pattern of API in application derived from static
analysis. In addition, we show a technique for improving the detection rate and detection rate for each label derived by
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using the corresponding mechanism for the sample data. In particular, in the case of the proposed mechanism, it is possible

to detect when the API pattern of the new malicious application is similar to the previously learned patterns at a certain

level. Future researches of various features of the application and applying them to this mechanism are expected to be able

to detect new malicious applications of anti-malware system.

Keywords: Malware, Classification, Naive bayes
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Fig. 1. General Performance Comparison of
SVM, Naive Bayes, Decision Tree, kNN, Neural
Network
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glAlo]de] AldYE=d] dag F=Eo| Eol9de
dex T trRol= AA BA AHE FE3=
o A4l raw dataolel. & =i i% b4 o]
FoAol o] HA LR F= okeHQl 7% 43}
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2.2 Naive Bayes
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Table 1.3} #Fo] 4789 training sete] &zis}
3 label& Normal, Malicious ¥ 7R7} &A)3kc}
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Table 1. Training Document

Application API List Label
SetString, i
1 GetString, Draw Normal
2 GetString, Show Normal
GetDevicelD, ..
3 SetString, Show Malicious
4 GetDevicelD, Malicious

Show, Draw

- APIs : API List
P(Normal|APIs)

_ P(APIs|Normal) * P(Normal )
P(APIs)

(2)

2 0

Malicious¥ &2
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P(APIs|Malicious )* P(Malicious)

- P(API5) 3
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# data set % training set< °& Zd& 74
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Raw data Training set Licsle:
(Android DEX file) Madel
AP| Parsing &
Tabular data ML algorithm Output

Database

When a Predict Model exists

Pretreatment process

Machine Learning process

Fig. 3. Proposed Model

3.1 Pre-treatment

wAl g &4 sl =l raw dlolHE &
Hajefol sl el dlsiA data munging,
pre-treatment 52 dHolg 7l A o] g3}
ot 7kt dlolee wAlEd daegel 485
18] t}A] data conversions E3A4 tabular
data ¥R FAstelol =l dHe IAAES
pre-treatment IHOZ & 4 9la Fig.4.9} 3
o] el 4= 9lct

AEelA raw datas R3] Slei4 F=e]
= dex T FxEF Isly S 7HEeR

=5 Ji

Useful Data Data
Datain Data Conversion Tabular Data

Database Munging

Fig. 4. Pre-treatment Process
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string_IDs d9ellxE EAA S 3t 92 3ho)
quto] EX A Ele] gledl API= #4Hd HH=
Hoxle] 9lenR 3 e HHE o]g3lo] A
o 7hs st

string IDs9] dlolelE t}S Fig.5.9} #f. ulb
ol dex FtdelAe API ¥xldut Wx g e|s)
= 99 ¢A% APIE method?] €S =z
NeE=E method_IDs <dYelx] FZF 7hs3ict
method IDs %49& =E 5 & 4749
methodell g ARE 8ulo] EA ddfsie] 7[x| 1
et g 9129 string IDs 99S FH=xsi
=9 methodd &5 4 9lvl. method IDs <
o] =718 methodEg FE3H =HW a3
dex¥td U] EE methodE FF 7lesith
Method &#Fd2 APIst= ®e] 7]2dog A9
wo] iAot o E=|AolAl vtk 1 ey} SAe]
A t27] el featureZ e A 3sich wiet
A AA method EAMEell 41esle o1ZA A
9] 7154 54L& vehll= APIRE &3 ==l
B ERiAE glegolE #HuglAe] API BAE
= 7|52 3}o] parsingdtt}h. AR 2E API

feature vector® AHEshe AL dAib=rs 424
3l PPEA7I = Ha) A% w2 SJulv) gl
overflows2] #AZ oA ¢ glemg ® =

TolAE $4 training setol H#iA] label ¥&
25 AHgse API 300708 Qt=2ol #ujz g
API B|2~EE ©]83}] parsingdta 53 & 1
A& 715222 t}A training set®] API parsing
of AME3lA o] FAE sAsdh m, o] FEA o]
Al mpe} FEEY] AMgsle API 94 w2
BF vectorZ AFEE Al AZE ALEE = o] ZE]A)
olAd Z7|dl| Wl olF R FAH <l IS v
T glenz ofFeAeld W 74 API 4»& o 3o

w2t Rt vectorg 738l Table 2. 2 label™
APIel| gt Rlxe] ojx]o]c)
classes, dox x|
0040R: 17 01 00 00 F4 11 3.1 00 53 01 00 00 50 16 00 00 | +vs18:s 500 rPo
0050hz| 46 01 00 00 34 26 00 00 36 04 00 00 €4 30 00 00 | F...4&..6...d0.
0060h:| 70 00 00 00 14 52 00 00 80 56 01 00 14 60 00 00 | P....R..EV..."

0070h: KE 4F 01 00 B1 4F 01 00 BS 4F 01 00 | HEMfeo..20..po..
0080hz| BB 4F 01 00 CO 4F 01 00 DO 4F 01 00 E8 4F 01 00 | »0..A0..B0..£0..
0030hz| FO 4F 01 00 FE 4F 01 00 0D 50 01 00 1B 50 01 00 | 80,.pO0...P.. ...

2

P

5

B

00AOR:| 29 50 01 00 37 50 01 00 4A 50 01 00 59 50 01 00 | )P..7P..JP..YP..
0080h: €7 S0 01 00 7A 50 01 00 22 50 01 00 AD 50 01 00 | gP..zP..'P..-F..
00COR: B9 50 01 00 CF 50 01 00 D3 50 01 00 DT 50 01 00 | *P..IP..OP..xP..

Fig. 5. Example of String_IDs Extraction
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Table 2. APl Frequency

Frequency

API Description (Normrel
/NHliows)

gotCellLocation £ the Cell location of 46 /17
getScanResults  get wifi AP infomation 22/ 103
setParameter setting parameter 94 / 157
sendEvent event sending 109 / 65
onSuccess success thread 137/ 63
addListener adding Listener 177/ 52

Data mungings S3l4 FAE feature
vectore tho R m4al Y dae]Fe A83]
9lste] tabular data®l Hel= x|} ﬂt}
tabular datas= €7} ols&
glo] dlole & fulsl= Ao BnE 7h 32 7hhe]
dlo]e] AZ2 vectorell W3ty 24 o & oy
o] 92 label& ovlshAl Hrh 1 dlelel&
X, dlole] el Eﬂﬂ label% y2 E‘d']——‘:—tﬂ
=i Y] A label?] 7l 22
A9 i3t 319 °§°—3,£i label= ?‘—‘r?ﬂ'ﬁl z+ 4
= 727 API AHE: %2 xd3le] naive
bayes® ¥ Ftel 3t tabular dataZ T4
3}t Fig.6.-> naive bayes®] Alktel A1 =
= feature vectorgdl w8t tabular data, X
s yoll wigE X E ZZEe] delE] AE9

y array
PredictModel ([[1, 1, 1, 0, 1]}—10O,
array [0,1,0 0 0O O,
1,0, 1,1, 1
[0, O, O, 1, 1]
Input (X) ([[1, O, 1, 1, OID
array

The en-cl result of this,
Probability of Label 0
OR Label 1

Fig. 6. Example of Conversion to Tabular Data

Format

feature vectore} X 7% A4l feature vector

71Eo® AREEW 1, AREA

e,

ot olZelAlelA labels 12 vhepiich

3.2 Split data set

ow (o2 e
vel 7% AHAF o]Z=lAlelA labels 022

AE Fpo R FAR HMAYUEY A5E HHE

] data set

A

o e
1o

3}

| Ases

7vse] Aol

Table 3. Machine learning algorithm hyper-parameter

3 2R oA
Over-fiiting

gole] & ¢

Aeg FA3] =94
Fig. 7.3} o] over-fittings =de] ZHxst
A& 7)=
over-fittinge]g 7|

EFE training seto® A3l
el gGrle] ARE-SIA =W

[2al

A<
T 9l

A

29] training setell ™gk v

712 9" A 29 data setol

Model

Parameter to optimize

Good range of values

» fit_intercept

Linear Regression :
g * normalize

True / False
True / False

* alpha
Ridge *  fit_Intercept
* normalize

0.01, 0.1, 1.0, 10, 100
True / False
True / False

s * N_neighbors 2,4 8, 16 ...
k-neighbors s D = 2,3

» C = 0.001, 0.01 ... 1000
SVM * Gamma = ‘Auto’, RS*

* class_weight » ‘Balanced, None
Logistic Regression : genalty : %)Jloé)lr 16201 100
Naive Bayes * alpha = (.0001, 0.001 ... 1.0

* alpha 0.1, 1.0, 10

Lasso * Normalize

True / False

Max_depth
Random Forest

N_estimators

Min_samples_split
Min_samples_leaf
Max features

120, 300, 500, 800, 1200
5,8, 15, 25, 30, None
1. 2, 5, 10, 15, 100

1, 2,5 10

Log?, sqrt, None
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Under-fitted Generalized-fitted Over-fitted
Training set [ g
(Old Data) oo oS
e e
®e $
° e o0
Accuracy : 65% @
Test Set 4
(New Data) oo O
°®
Y L
00, o
olie g

Accuracy : 60% (<) Accuracy : 85% (A2 Ac:uracyzss%@
(=12/20) @ (=17/20) O (=13/20)

Fig. 7. Model Normalization

gt A5e] training set>Z 753 AsRt} ¥
AsHA Al e d4Fo R o]2fd data setel
ek dukste viAYS Aol 2 9%FE PR

3.3 Hyperparameter select

wAl 2d B2F 2o 7]E mdldy Ea)s)
+ parameters} E3E7] SI3te] 3ol
parametergl=  #S  AREE) sto] 9
parameter+ WAl 2d¢ RdS A4 S
gt parameters} bayes A9} & E F4 &
= tEA Bd ERnv Srel 2 S oS
s Zo® BE §lo]y parameters Z
o} o2 ghow AMAste] o mde] 7R} Aol
F2Ad sl AA s A ow A=A g
2hx WAl e dAYES] A Hrke WAl gy
ofre|&e] so]s] parameter®] A== AAA
o2 qdyse] 9k 4 md W gy
parameter+ Table 3.3} 2t}

naive bayest alphazta #+= 3]
parameters ARESh=tl o] o] v Aopx|w
5 Ftol ZAFEE AT §S ARE AobA
SF vAEZ | 2 overflow® HAAH7
ol dubdo® AAet k2 0.000104 1.09]
Ate] & oAAZIE, 4% A A s £ HAYUE
22 =5 AE M ¥ E/o8E A9E rEsta
22 EE =0]7] ¢J8le] data split ZEAAZ
over*fitting:% 95t 433t training setS 2+
= A g wdllefx] sle]s] parameter 49
AR 1 Bde nx= A A5 el sl
71&3tt

R r[

v. &

ook

L

B =gollA] Akt 2dle 2. 30GHz 74 Fo,
8Gb Ram¥ Windows 102 274 F33k4
th 414 A= AE Vi H 2 AAYUSY A
2po) 5 Ho| BA|&3} over-fitting?] AEE 2
H3le] H3et A JNeE Addsic) 4.28 CA=
Al A AeE 2ds sl el
parameter 3ol g mEl A WS Helh
A& o] Al-LgF oA Az 1 £
sto] A WEEF AR 2715 Hole
S35 A AEL Virus total® #4
A=A & APKpured &S AH-3Ioch 53
7(6]/\()} AﬂE,] 1]0 71— oiw—a]yﬂ ]A‘jg] —%—E‘ﬂé API

oz =9l AHAmlalel data-setd TAIE ¥
Ztzbell WA trainingel AFEE dlolE|<}
validationel] AH&-& dloJe]2 FE31¢ic). Table
4.9} Table 5.2 over-fitting =% =A3}7] 9
341, trainingel AFH¥ data-setd =7]E W3}
AA 71A ole mpE AT Tl g
accuracys =43kich

WA Table 4.9142} #o] training set>Z A
Z 200715 AF83tdS Wl Normal labeld]
training datadl W&A] A= 97%, training
set2 @ AE 240705 AHslslS W Malicious
label®] training datacl sy A% 85%=
H2E ZAFelr] 7 52 HIEE B
Normal label®] %<+ training set® ﬂ7]7}
7-]x1 i ;GELE7} x—];d \A—o};q__ Mxlg E_oﬂ

Malicious label®d] 7$-el= 2407) o3& Agw

Table 4. Accuracy Analysis of Training Data

Normal data Malicious data

training set

accuracy accuracy
200 0.9700 0.8300
240 0.9583 0.8500
280 0.9642 0.7857
320 0.9625 0.7750
360 0.9555 0.7666

400 0.9450 0.7550
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= AE 20002 A% validation seto®
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ZAL2 training seto® AZE 200713 AHg-skalS
] Normal label®] training datacl w3+ A
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sledS = Malicious label®| training datacl
dad AFE T4%2 HaE Aol 71
A8Eg ¥3v} £ Normal label®] 735 240
7} ®r} training sete Z7)7F ARYE A=
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qb 4007004 Agt=rt viosiAl Akt
training setell gk B|A~E Az}e} U}zh}z] 3
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20070 ~ 240702k Feket 4= gl over—ﬁttingﬂl
AT training, validation set®] A= o]
E vlasbd &4 7t dukd o2 training?
A7}l validation®] HE=rr} =26 Table
6.9 = A3} vfehdel

Table 6. Normal labelel gt training
set®] A&xe} validation setd] A E vjepd
b 2% 90%7F W+ AEFE9) training set¥

Table 5. Accuracy Analysis of Validation Data

Normal data Malicious data

training set

accuracy accuracy
200 0.9375 0.7200
240 0.9062 0.7400
280 0.9062 0.7100
320 0.9062 0.6900
360 0.9062 0.6900
400 0.9062 0.7000

Table 6. Over-fitting Analysis of Normal Files

.. Training data  Validation data
training set

accuracy accuracy
200 0.9700 0.9375
240 0.9583 0.9062
280 0.9642 0.9062
320 0.9625 0.9062
360 0.9555 0.9062

400 0.9450 0.9062

validation set®] Afol7} i 5% Wejehe e
Zreksi mede] AH3psiA A FREgvky Fhs
9l

Table 7. Malicious labelel ?3+ training
set9 A&zl validation setd HF=Z el
t}. training setel] g A=+ 75/~85/°ﬂ/ﬂ
x5 9 validation setel dg A=+
69%~T75%°4 #E3stx it 53] training set
24002 BeS FAEE 7% validation set
o] Aoz} 11% 2 38 "t xfo| & Hir}

Fig. 8.9} #o] €|l~E A3} training setd
validation set ZAZFolM 7P =& A2 xHal
240709 AER 2dS S dgog2e oY
A A" mde] o]y parameter A#E &3
A% Y] AEE Xl

Table 7. Over-fitting Analysis of Malware

.. Training data  Validation data
training set

accuracy accuracy
200 0.8300 0.7200
240 0.8500 0.7400
280 0.7857 0.7100
320 0.7750 0.6900
360 0.7666 0.6900
400 0.7550 0.7000

— Tramlng average
Validation average

0.90
z
B
5 o085
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Fig. 8. Split Data Set Result
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Table 8. Hyper-parameter Changes for Training
Set

Alpha ccouraey | aceurats
1.0 0.9700 0.8500
0.1 0.9667 0.8250
0.01 0.9667 0.7916
0.001 0.9667 0.7916
0.0001 0.9667 0.7916
Table 9. Hyper-parameter Changes for
Validation Set
Alpha ccouracy  aceurats
1.0 0.9700 0.7400
0.1 0.9667 0.7400
0.01 0.9667 0.7400
0.001 0.9667 0.7400
0.0001 0.9667 0.7400
05 ] Uniidation
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Fig. 9. Hyper-parameter Test Result
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