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ABSTRACT

The most commonly used PKZIP format is a ZIP file, as well as a file format used in MS Office files and application
files for Android smartphones. PKZIP format files, which are widely used in various areas, require structural analysis from
the viewpoint of digital forensics and should be able to recover when files are damaged. However, previous studies have
focused only on recovering data or extracting meaningful data using the Deflate compression algorithm used in ZIP files.
Although most of the data resides in compressed data in the ZIP file, there is also forensically meaningful data in the rest
of the ZIP file, so you need to restore it to a normal ZIP file format. Therefore, this paper presents a technique to recover
a damaged ZIP file to a normal ZIP file when given.
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Fig. 1. ZIP File Format
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