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ABSTRACT

Demand for information security consulting is increasing as the number of major information infrastructure facilities in the
country is increasing and the subject of ISMS mandatory certification is expanded. The demand for manpower also increases, but
the manpower to meet the needs of industry is scarce. In order to cultivate the manpower that meets the demand, the demand
of the industry should be grasped first. Therefore, this study collected and analyzed job advertisements in Korea and the United
States in order to grasp the needs of industry. This will contribute to the development of policy to cultivate human resources
of consultants in accordance with the future demand of the enterprise, and ultimately it will be able to solve the quality disparity
of security consulting personnel.
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Table 1. Literature on qualification requirements Lo 7 vepydr}
of information security job Nelson et al.[14)& &2 571 DBAAS &
Author(s) Contents 3 dF Al vt Ad, S ES A sk
Comparing qualifications of US HAwA3 A8 ( 15]—0— dHH T AF7lolA 2o
Park et and Korea information security R AR Py "ol i1n
7 =35l o‘:l 2 Al B 212 '._r
al.(11) consultants through analysis of 14 1% =3 AT _}2} 25k
classifieds o] AizAlsl a2 Aolg HAEIE. ol& F3l
Through the literature survey AR RS HAexfe} A|Ad Azl thEk 24 & 7]
Jun ot andf the expe;t int.erfview,t.55 %8 TZ3slg),
professions or  information 54 ¢ L omaoa oW Ao do] .
al.(12] security  expertise and job oL 1016)= Fduid = ‘i_v:ﬂ— #e, A
performance ZAE B8l Bek AR Addr, Adiaba s A
Obtain 71 kinds of information 7} AGF, Bk #eap ATl gk wa-E-g-
Yoo et protection expertise through ATaledet. Al AT BE ¥IEE= A IS
1.(13 literature review and expert
aLUSL | Hherat P Sreze guns e Awws g 42, o
y Investigate the knowledge and A" xAA, ARES Fe|AA, 7T vlela
alo?léelg skills of information security HEYF ¥l 11358 =&3hgic).
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Sl
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security developer job group, o372 DAl eilo] ma o = qm
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specialist  job  group, and g AT-5 233t 2RSSt Table 2).
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meetings HE FAste] e TAFtelA] Q1Y Fa0] wiste}

A48 Helshnh b B4R AL o

ol diF Aols At ARRs AUMES EA oA Al A2 el
el 2 el EFesla B8F Ao e U Hong(19) 96471°] GIS F13aLE 4 3te]
T QA sHs e, SR Y, oAkk GISEA7}, =2 aen]//aa/dAue] AErt 4
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Table 2. Literature on eligibility requirements
through job posting

Author(s) Contents

Choi and Analyze job postings posted on
Rasmussen | college and research library
(19) news from 1999 to 2007

Analyze 964 GIS job ads to
identify technical requirements
for geographic information
Hong(20] systems, including GIS
analysts, programmers /
developers / engineers, experts
and technicians

Analyze job postings posted on
Fortune 500 companies’ Web
Lee(21) sites to determine the latest
requirements for system
analysts

Analyzes of job advertisements
for programmers, system
analysts, and managers posted
in four major newspapers over
20 years

Todd et
al.(22)

Confirm that Singapore job
Debrah seekers require qualifications
and such as diplomas and
Reid (23] qualifications (96%) and career
(92%)

By analyzing job
advertisements for librarians’
related jobs from 2006 to 2010,
we will identify trends in
information technology in US
libraries.

Kim(24)

Text mining in job ads to list
the skills that are often
mentioned in computer work

Aken et
al.(25)

Investigate the skills needed
by various industries through
newspaper ads

Bee and
Hiel26)

From 1988 to 2003, employers
Gallivan et | advertised that their employers

al.(27) were asking for more and more
technology from new employees

From April 2002 to April 2005,
Prabhakar | we investigated the changes in
et al.(28) | demand for IT technology and
its technologies.

In 2006, we surveyed the
Kennan et | competencies required of IS
al.(29] specialists with job postings in
Australia.
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Table 3. Description of collected data

(Unit: # of postings)

Jan. | Feb. | Mar. | Apr.

May | Jun. | Jul. | Aug. | Sep. Oct. Nov.

jobkorea 138 124 133 121 143 117 126 111 137 141 135
saramin 311 325 317 293 308
Korea
security
consultant job ad 14 12 5 16 7 53 41 49 56 50
monster.com 1,120 | 1,131
USA i
security 51 95

consultant job ad

Aken et al(29)+= 2007 7TY3E 20084 4
AR 8] AHFeHst AR RA~E T3 Fd
244.460719] FlFE FAs] EAFAT}. o]
2 E& Hal C/C++, SQLE ARIANA o]
[ e 7S Fodsli

AQQA A 2FEe AALAL mlelalr] 94
U|o] FQ FolBT Alo|Eol| AAEE HekAAE
Eo| gt FelFuE A5t Algsleict

T3] A A A ofo] wol AaEeE )
ahle] SAlslgleh. 382+ Python v.3.4°0%
Aptslglow] At Azdle2E Ubuntu v.15.04

T I3 Afe]E AR SIAle|E 95 B
3= @75t (www.rankey.com)®] 20169 1
o4 7% 19 AlolEal @B ol(www.jobkorea.c
o.kr) ¢} ‘Al&Hel(www.saramin.co.kr)’ & A% s}
Rqomf ma Ale] ELS] A9 3]17)s]e] §lo] Aol
7hsstal bsst FAle] A = Al|E F 3o
golgt E2ERAl (www.monster.com) & AA
skl

=t Alo|EollA THoHAAMES F]9l=g g
TFelFnE FAslL, vlF Ale]Ee] A =)
gFlge] wl=g Agel dis]l F3E] el
‘security consultant’® 743 FelFas —’F’S
5}“‘4 xapas] ?°]‘J’J—°ﬂ’ﬂ XﬂE 3]Ab,

gE

RAol B AH2
ol
dolele] 41 FAFIA AN 712bo] 25 of

el A57F wob 25l 3 sAlskdlal, A= o

Fo3| FUBLE DAY e AFo R
AAsGT ExEEA) A9 @ FARTE I
Aol el A7} wel @ el TRIRDE o
Ao £ 5 wolel AAsalr.

FZtzEol= 20164 19 18¥%E 20169 114
233 bl e Ssisla, AYelel 49

=

2016 79 8] 201649 119 243 79 1

A2wE SAsded EaHEe 20169 109

1498 2016% 119 25974719 dlolHE 44

3tgirkTable 3). <% 5o 2016 119 #=2
b
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AR e v ad 109-119 598 1% 5
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Table 4. Careers in job ads

USA ratio Korea | ratio
newcomer 0 0% 12 11%
career 52 68% 55 52%
N/A 24 32% 39 37%
TOTAL 76 106

Table 5. Qualifications in job ads

Top 4
certific USA Korea
ations
1 CISSP CISSP
ISMS Certification
2 CISA Auditor
Engineer
3 CISM Information
Processing
4 CISCO CISA

¥ CISSP(Certified Information Systems
Security Professional) & 5% F#x 47}
297102 71 wokel CISSP thglo= B &
T 32 e AAHFLS CISA(Certified
Systems  Auditor), CISM
(Certified Information Security Manager)-2-
2 Z4zF 204, 1974e]9ict. 1 g CISCO9|
Efa AAFE 273k olsdedl CONAS
CCNPE #AHA F 97e] velyir}. k=9 -l
SLellA] we] a3kl sl A N AASE A
wwl CISSP7} 437 vl2s} wlzziA s 748
wol 7= gt o Lo gE [SMSYEA
A AEARIANE A 417, 347 S-ska 9
Atk CISAE 873ty sle Tdd3as 2770
vrebsgtet,

Information

TFAFael vehd AX/7e/A4H/AEE 2
AARE & deld A& ddd F W At
A Q75 Faste] 8319 EoE Fd 153} 3§
ot} Table 6). 2 & ¥l Zolko] 7hole} oI 7

Ho| gli= M9 A7t HAEE 319

TelgaA s AL F AA/5EHE
AR Ade o Z2oh e FlsEa A
ITAA /5, Bt A2 /58, AQrizesy o=
wol e ska glew Zp7b 3371(13%), 287
(11%), 227(8%) o2 Jepdor ml=2 4l
oA A7) x5, IT X1“/55, Het A4l S5

9 gow ol aTal 9low A7t 6374(23%),
497 (17%) 317(11%) 2.2 vepton A7)z
59L g wol R7shs Aol el FalPmsl
o & Aolg o vehyiet,

A2 ARe A% wat AH/A9, 1T A8/49.
ggE 4=/47 wow dehdn gles 77
1487(57%), 177(6%), 127 (5%)2.2 Jepyte
o, wlFe] Felgalie welAE/ AR, T4/
AR, delBE AE/A woz 27} 887(32%).
AT7(17%) 070 (0%) 27 ehton  ghe] el
Froh aTahe w9E 2AT B2 TR
A% nek B AW/ARE aTeE A9} 51%
= of2 A e 959 e Aew v
w3 gRe FlBmAd] AA/sES o
7§'?‘7]' 8371(32%) ¢l AH/H4ES S35t

£ 1T74(68%) 2, A/ 5H ke 49/7
%sm olict. b e A% A4/
Bk T3 %’JJ} 1434 (51%) & el e
%] d% 878 FFrt 13571(49%) = 7ﬂ‘£1‘/7:‘
fﬁi% A4/ 549 v a7 e Aew e

I~

kv

ch, gt visre] el ael A shg wel 8.3}
AALZL o] s AHRIALE AH /7
(3 Pl oAtaE 5 (34
) m"a}l 9l Aoz vehyr),

Table 6. Knowledge and experience in job ads

Main Middle o UsS Korea
Categ 1 Subdivision - .
ory | 888 freque | ranki | freque | ranki
ncy ng ncy ng
Operating
13 6 4 10
system
Network 19 2 4 10
Programming 9 9 13 5
IT Database 3 12 4 10
Web 5 11 6 8
IT
Fundamental 0 15 2 11
Knowl s
eggl? / Subtotal 49 33
ability .
Security
Solutions 19 2 4 10
Privacy 0 15 4 10
Law 0 15 2 11
securit
v System 2 13| 2 | 1
security
penetr'atlon 0 15 6 8
testing
Consulting 0 15 6 8
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Main . us Korea Main . Us Korea
Categ Middle Subdivision Categ Middle Subdivision
ory class freque | ranki |freque | ranki ory class freque | ranki |freque | ranki
ncy ng ncy ng ncy ng ncy ng
Jobs Subtotal 88 148
Basic Awards 0 15 10 7
k‘now.ledg'e of 10 8 4 10 Activiti ch?r tban
information es information 0 15 2 11
security security
experience
Subtotal 31 28
Cc?mputel' 10 8 10 7 Subtotal 0 12
literacy
Communicati 34 1 4 10 Total 135 177
sl on Major 6 [ 4 [ 18] 4
asic human
Skills | relationship 13 6 2 1
leadership | 6 10| o 12 4.2 §1=23} 0|=9| XA H|w
anguage | 0 | 1] 6 | 8
s} vl e elgaeld AFshe A48
e = = Aolg Azalr] Sld wlws AL XY
ota - -
S o, @) vie] AAed 274 9 (Table
9 9 2 11
system 615 ‘_’H/ﬂ'-o—i SPSS V.21~g] Kendallgl
Network 10 8 2 11 o = - -
_ 2 x]835led HAE
Programming] 9 5 YRR tau-b(K)¢} Spearman® rhos A}&3le] £Ai3}
T M Database | 3 | 12 | 2 | 11 et Kendall®] AdAlss 58] 183k= BE
Web | 1 | 14| 5 | o9 Mk 9 Wl ogk RS und o)
Other IT 15 5 2 11 v Spearman A= Pearson AFEASS
Subtotal 7 o Wlug wHom A glol ofd dlele] ARHES
Information 71%% 3t}30). Kendall¥} Spearman?] ArsHA|
security
consulting | 5 | 11 | 38 | 1 T H1FE - 17k W81 g 2o, Adigle]
st F5 7R AL eH30). & AAST) 1
Privacy °ﬂ 7]’77]‘%5\1“% '/E“?‘]ﬂ’ 7F}5’— _1°ﬂ 7]’77]’%4‘% {F“ﬂ
Consulting 1 14 36 2 =
(PIMS, PIA) 7]— ]'_..‘:]'[31]
Vulnerability | 2 | o X #4743 Kendall® A3HA¢+ -0.1722 sk
Carce . o5} §I5HES 0.160°1°, Spearmane] 4
/ . 5 11 18 4 =
Experi testing S 02530 gk, fol3ES 0.121% e
Infrastructur 5
ences e protection 1 14 12 6 ME]-[Table 7].
Security 9 9 4 10 A AR, vi=t o] ArnsAddES] 2}
securit a0 AL ok &0 ARBATL QoA BT} W
v consulting 12 ! 0 12 o] AR RIALEEL 24 Q] A7} oAt F
Other - .
st | 3 |12 | 10| AR felah e AR bt BE
Consulting 9/A9S aFshe PRI O B P
forensic 9 9 4 10
Risk 12 7 0 12
management . . .
Security Policy Table 7. Nonparametric correlation analysis
10 8 0 12
Management
Kendall tau-b | Spearman rho
Information Correlation -0.172 -0.953
security 18 3 2 11 coefficient
experience Significance
gniticar 0.160 0.121
probability
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