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ABSTRACT

The purpose of this study is to investigate the factors affecting cyber threat information provision in order to activate
cyber threat information sharing in Korea. In particular, we looked at the intention to provide simple information and
important information according to the importance of information. The research method was conducted on the information
security practitioners’ online survey in terms of users of information sharing system. And empirical analysis was conducted.
As a result of the study, only the CEO’s attitude influenced the intention to provide simple information. On the other hand,
important information was influenced not only by the CEO’s attitude but also by the information evaluation system,
privatization, and mitigating legal penalties.

The results of this study can identify the problems of the cyber threat information sharing system in Korea. And we can
confirm the priority of improvement and the change of information providing intention before and after improvement of
information sharing system.
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Table 1. Operational definitions, metrics and related literature of variables

Anonymity® |of enterprise
providing

. . are needed.
information

e Anonymity of corporate information should be guaranteed.

Variable Ope.ra.tl.onal Metrics .Related
definitions literature
gig;;}guiiigiegf e [t is necessary to reduce the liability for legal violations
Mitigating N to companies providing cyber threat information.
liability for . . . DHS(56),
legal legal violation e [t is necessary for companies providing cyber threat NIST(54)
penalties® toginformation information to reduce their responsibility for future legal
provider violations related to the information they provide.
Degree of need
for change from %% (57)
. .. s|government-led |e It should be operated by a private enterprise. v )
Privatization . . ) Ransbotham
to private e [t should be independent from government. ot al (58)
enterprise '
operating system
Degree of need . . .
for improve e [t is necessary to evaluate the timeliness. Zhao
Information evalual?uion level e [t is necessary to evaluate the accuracy. White[5;9]
evaluation e [t is necessary to evaluate the importance of ’
. of cyber threat A NIST(55],
system . . vulnerabilities.
information . ° ENISA(60]
provided e [t is necessary to evaluate the completeness.
Degree of need e [t is necessary for the non-identification of corporate
for anonymity mformatmp. . .
e Company information should not be disclosed at all. MNE7(61],

e Standards for non-identification of corporate information| #H-f%(35)

Degree of support| important.
of the CEO

information.

¢ Top management’s interest in information security is high.
e Top management thinks that the information security is

CEO's attitude|for the security |® Top management’s support for information security is
higher than other companies. Lin(26]
e Top management is positive about sharing cyber-threat

Li,
Lin(62),

e | have intention to provide simple information about the
cyber threats that companies have experienced.

the cyber threats that companies have experienced.
(Company’s security vulnerability in attack / Damage
due to cyber attack / Scale of cyber attack)

Intent to Intent to provide| (Source of attack(IP) / Time of attack occurrence / Ajzen(63],
ovide cyber threat Technique of attack / Malicious program) Ajzen(64),
img)rmation information e | have intention to provide critical information about Bock,

Kim[22)

*: Reverse scoring

Au FHEe BdeEA FHE B4R 96
4 Ao g WA FAck55). Aeld A
wE AR, o) Heisje] WA Sluklare] 3
AsrietE A9e A Qobe B Aol &, 4
BE AP Al Bale] A AHE Sshstel
AYe FAFE Qe wae] dFoz gl
oleig WA Aol Hhate] H/AE Adle] o] %
chel A Alge] #4319 5 gle Aoleh. mhey

2 el A4 e bt el
Hla: Alolwslq Aus Alge Aol 84 A4
o) gka}slH, R Aol 9IY An AT E} %
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Hib: Ael#sld 4us A3 Aol 44 A4
o) s, FLI Aol Y Au AT} =
o}l Zoleh(+),
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Mitigating
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Information
evaluation H3(+)
system
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Intent to
provide
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information
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Fig. 1. Research Model
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Table 2. Characteristics of the sample

Category Classification Respondent
Men 42
Gender Women 1
Total 43
20's 5
30's 24
Age 40's 10
50s 4
Total 43
Governments and Public 4
Institutions
IT
Industry Finance
Etc. 27
Total 43
Penetration testing
Security control
CPO(Chief Privacy Officer)
Duty
Infrastructure
Other security 19
Total 43
0-Syears 7
6-10years 22
11-15years 8
Career
16-20years 4
More than 21 years 2
Total 43
Larcker(73), Chin(69 FAsE 7|EH o] A HFt S vepdich, & HEE 34
0.5 o]z Yepgy, Al1Z| == Barclay et at7] $17 sl 5ol A FAENEAE
al.(74)e] F343}= 7154 T oo w vl BolFs A welth(76). AHFEhdAdS dubA
t}. 28l Cronbach's Alphat Bernstein, o2 FAdel digt Q™ Ag Y 1o A5
Nunnally(75)e] F743 10.6 ooz o} Sel-Ag-E SPSSE Bl #Astlon th
it mEba B R T WHdBAdE PLS® Bootstrap ¥H]& o435ttt Fornell,
Bofgle}, Larcker(73)2 FAwae] Q<-4 7IEA=
golA ol AN e 2elAAlgte] 0.7 o1 t3e 7IE& 1.96 o4& ARsE
o2 AN el g B} Aokghs et o, £ A7l 2e #3e a”lAxgle] 0.7 ¢
Wk & 34 35 o2 AR v 2b tgke] 1.96 oAtz EAHEE oz Hol A
2 AAA Sdotel et FlA QRS FEHHS FeFAe] sle o eyl
AR Al =] 7k F23 AR ue FhdeldAd2 gt Eo AEE AVE AlFE
el EAskdnh = 3 o] £ o] 7P AL gho] vhd AN 7He ATHAS F
878 FE3 7V & kR 2] N2 e S A5
AsehdAd-S 2 IS W Aol th(73). ¥4 A¥, 2rdst ARQl 49 AVE AF
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2o g A gkl 0.8647 FANIRS AA Asknh 3 AU 14%9} 16%%, 2y %

S V2 90 074905 2 9% vehisich
weh 2wy e waegel 9lee]
Az

WA R, Fo8 4R A% AVE AFed
71 ’%L% %l°] 0.7727} AN dze] ARAG F
0.5775c} & e vehislcl we
A B mde] AL FHeld o] 9lSo] A
< PLSoIAM ARl
£ FAdHE (Explained Variance)dl R#re

xHEG T AA ST FAdEE G4

$ AR AFYE'e] R square #> 0.142
Falk, Miller(78)7} AAg AA AAH 10%=
2bslsldel, wmetk T8 AR Afolm AHH A

Zo|x'9] R square @ 0.1622 A 10%=

3
MeSo] F4M5E S35 49T 4 es vt
o}

BEATE el ATt A=
Aol el g e® 0.01, 0.05, 0.1
ZIREeR AT, ol o d7E Fd Al

G oolehe8, T9). & ©A JFeAlel felatel
1%, 5%. 10% 1Sl 7bd& Adeks Zo]o]
SJghge] Y& Mol U s ¥ 4
oho# QA E2e) 47 A4S AR A
LAY AFE E FASE 0.1 ol5al AHE
Nzoz Adsdnt HH Fol9Ee J2AS 13
& Ea BT 4 AUk & APlAE w2 )
300142) 4302 AFREE whEch webd A
zgel o) A=A tgke] Adgel 42 1.65,
1.96, 2.58 oo™ felF 10%, 5%, 1% °l
ol BAACE fel3e BT & gk,
AzAE R4S AFH) o AAEEE

Table 3. Analysis of path coefficient significance (for simple information)

H Path
yp,o Variable é . t-value Result
thesis coefficient
Hla Mitigating 1egal genalties.H 0,065 0.536 Rejected
Intent to provide information
Privatizati Rejected
Hoa 1lvatlz.at10.n d . -0.066 0.979 ]
Intent to provide information
- i i Rejected
H3a Information evalluatl.on syste.m - 0141 1.475 3|
Intent to provide information
A i Rejected
Hda nonymity = ~0.070 0.485 !
Intent to provide information
CEQ’s attitud Adopted
H5a s attitude = 0.208 3.476
Intent to provide information
Table 4. Analysis of path coefficient significance (for critical information)
H Path
yp.o Variable a} . t-value Result
thesis coefficient
itigati ies — Adopted
Hib Mitigating legal p.enaltleg 0157 1,688 p
Intent to provide information
ivatization — Adopted
H2b Privatization A 0.164 1.799 P
Intent to provide information
Hsb Information eval.uati.on syste.rn — 0.920 5 385 Adopted
Intent to provide information
A ity — Rejected
Hb fonyimity . 0.110 1.078 !
Intent to provide information
CEO’s attitude — Adopted
H5b s arude 7 0.242 3.444 P
Intent to provide information
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Table 5. Change in intention to provide information before and after improvement (average response)

Before/After Intent to provide Intent to provide Difference in offer of
improvement | simple information | critical information | (simple information - critical information)

Bef
| e 3.28 2.56 0.72
improvement

Aft
. o 3.97 3.75 0.22
improvement
Difference in
Intention to + 0.69 + 1.19 0.5

Provide




AH B 533 (2017. 10)

1179

Table 6. Priority of valid variables

Intent to provide simple information Intent to provide critical information

Ranking Path coefficient Variable Path coefficient Variable

(absolute value) (absolute value)
1 0.208 CEO’s attitude 0.242 CEQ’s attitude
9 ~ ~ 0.920 Info1."mation
evaluation system
3 - - 0.164 Privatization
4 ~ ~ 0.157 Mitigating legal
penalties
Table 7. Significance probability of valid variables
Hypothesis Path t-value
Hib Mitigating legal penalties — Intent to provide information (critical) 1.688*
H2b Privatization — Intent to provide information (critical) 1.799*
H3b Information evaluation system — Intent to provide information (critical) 2.385™
Hb5a CEO's attitude — Intent to provide information (simple) 3.476™**
H5b CEOQO’s attitude — Intent to provide information (critical) 3.444***
* pC0.1, ** p<0.05, *** p<0.01.
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WA NS 918 =4S sk & Zlo|t}

g A e A Fa3 AHHe A3 Ao, #43](80), +A2, #AFA(81), A+
R 717 AR Kol Ale]W 9y AH Ff A %, W718H(82]), Javadi et al.(83), Lin(26)>
dox RS AlFste vl slolA =2 4?401 A4 g AR FH7 N e 2230 e A
= AeE B 4 9l Al Qdake vtk #4433 olct. =3 Gordon

2 AFdd= folaE 715S 012 st A9 et al.(2), Gar-Or, Ghose(4)= Alol¥ Hel A
H M5 frelEEel Aelzb ek frelEEel Bel Ff7b AAAeR o EAAYS Axsta
1%l 7ol tgke]l 2.58 olitelw, f-2oj&hEo] saeh. olFA AXE Fiske AL oheksh SellA
5% 73-5ol= AEAST tgte]l 1.96013]ct. 18 olefo] & & QIS5 o 4 ol
3 o) EE 10%9] Atells Az2AS t7kel 1.65 2 AdTelre A9y ARSIkl Slal,

o]rolofof g},

Ael$1al Awe] Fowe] we} FhAse] Ju



1180 S Al 918 AR Ffell dFE vIAE 29l

5 Algshs 89S AgEgith o A s X o] EAE o Favk odek ¥ el g A
o] Alg Fa3 AR AT 2T Az de g3t ARt AlFEofol S Alawle] At o
o] ks 7Pg FA vk} a8ja F83 AR 3 3 Hot o] AEst A7) AdE 5 olE Zelth
73] e okl ® ARAMAA, RI7kE), HA

A giste] o kS Wiohrh =3 291Ee] N References

A AT AR AFeEe] WskE AvyE o, AR

o AlzEle] A MAESE 7l AR F8 (1) G.B. White and D.J. DiCenso,
Sk AR Ao xe] o] e 7|l Al ‘Information sharing needs for national

Ke Al o) bl & s A2 ddsiad

Xﬂ,.&i ;‘41 Xﬂ* ] =

A 5o BYE 291 zla-}aau}. gK

Folahs ARE Aok s Fgehis qgpo

v ol AR

Fouch ARE AlFsts Aol SR =

wpolet, i /129 AFE

o, WZEE T ARAY oeE

S Byl BE A= AH F5o Z7|AodA

Aol fsle] FSolsilAlnt, e A

%M w-ge] FH7h AVEE SYsle] AsHo
o] Fofx{oFgt Zolrt.

“"Zti% AR, S Aol el AR F-F A
/\Eu,] EAAE goldl 4= g) on] s okat 4149
AR, 2ol ol ok A S o
g Aolrk, EAZ, Wed] Au Al Seluwhe vjot
g 7lo] oz} AlA| 7]delA AR % ]v_Eﬁjlg] A
Ak Fof] Au Algelwe] WE sjotd 314

B oo g x| dHAAe] gt WA,

7l BEFe] AW TGA A FEWg Au xﬂ

]

ok

3 8908 A slesi Felich Al Az
M 543 Adse ke e we) fslo] e
19

T vk 22| fFHE AR Aozt 2

242
Q& stebsi]
s

A 7149 el wet 44 84l

of =l A8 & o 9lE Aolck. wiehd FF B
& o Ak 54 et fale A 4
27 9l

B A e R
und Besh glek vF} odwe) A, F
TS By FrIHoR AHH LG AxEHL] £ 33}
sk gieh, FulelAde C-TASS] 4%
R T A} R e o] A
e AHE AlFshs Bavt desie)
o FuE Fa Aoy Au T4 A

_ﬁi}ﬂm&mloo
“Mm

1> }‘ﬂ _ﬁir—{n:ru_,_o,
)

4
)

security,” Proceedings of Hawaii
International Conference on System
Sciences, IEEE, 2005.

L.A. Gordon, M.P. Loeb and W.
Lucyshyn, “Sharing information on com-
puter systems security: An economic
analysis,” Journal of Accounting and
Public Policy, 22(6), 461-485, 2003.
E. Gal-Or and A. Ghose, "The economic
consequences of sharing security in-
formation,” In Economics of Information
Security, 95-104, Springer US, 2004.
E. Gal-Or and A. Ghose, "The economic
incentives for sharing security in-
formation,” Information Systems
Research, 16(2), 186-208, 2005.
Chul-soo Lee, “National security system
for countering information incidents.”
Review of Korea Institute of Information
Security and Cryptology, 15(1), 33-40,
2005.

Dongjin Kim and Sung-je Cho, “An anal-
ysis of domestic and foreign security vul-
nerability management systems based on
a national vulnerability databases.”
Internet and Information Security, 1(2),
130-147, 2010.

Oh-jun Yoon, Kwang-yong Bae, Jae-hong
Kim, Hyung-jun Seo and Yong-tae Shin,
“A study on measures for strengthening
cybersecurity through analysis of cyber-
attack response,” Convergence Security
Journal, 15(4), 71-78, 2015.

D.F. Vazquez, O.P. Acosta, C. Spirito, S.
Brown, and E. Reid, “Conceptual frame-
work for cyber defense information shar-



AH B 533 (2017. 10)

1181

(11]

(15]

(17]

ing within trust relationships.” Proceed-
ings of International Conference on Cyber
Conflict, IEEE, 2012.

Boannews, “Just talk about a lot of in-
formation, why it is not working prop-
erly”, 20 June 2016.

Duke-hoon Jeong and Hyoung-seop
Shim, “A study on information sharing
system for information application on the
public institutions,” Journal of Finance
& Knowledge Studies, 3(1), 223-235,
2005.

Gu Kim, “A study on weights of intentions
to share information among officials by
AHP.” Korean Society of Public
Administration, 15(3), 207-228, 2004.
Sang-yun Han and Hyun-min Kang,
‘Enhancing information sharing activ-
ities in local government,” The Korea
Local Administration Review, 21(1),
97-122, 2007.

Dong-wook Kim and Kun Yoon, ‘A study
on information sharing: focusing on crea-
tive commons license,” Journal of Koran
Association for Regional information
Society, 13(4), 53-74, 2010.

L. Caffrey, Information Sharing between
& within Governments, The Internatio-
nal Council for Technology in Governm-
ent Administration, London, 1998.
S.S. and L. Prefontaine,
“Understanding new models of collabo-

Dawes

ration for delivering government serv-
ices,” Communications of the ACM, 46(1),
40-42, 2003.

J.R. Gil-Garcia, C. Schneider, T.A. Pardo
and A M. Cresswell, ‘Interorganizational
information integration in the criminal
justice enterprise: preliminary lessons
from state and county initiatives,’
Proceedings of Hawaii
Conference on System Sciences, IEEE,
2005.

R.M. Grant, Toward a knowledge-based

International

theory of the firm,” Strategic Manage-
ment Review, 17(52), 109-122, 1996.
Cheol-u Lee, Proposal for Cyber Threat
Information Sharing Act, 2015.
Jae—eun Lee and Gyum-hun Kim, "An
analysis of the information sharing deter-
minants in the NDMS,” Modern Society
and Administration, 17(1), 155-185,
2007.

Tong-hee Park and Young-ran Hyun,
“Sharing and utilization of knowledge and
information among nonprofit organ-
izations through public web portal: case
study of culture portal of national knowl-
edge information system.,” Modern
Society and Administration, 21(3), 1-33,
2011.

D. Liu, Y. Ji and V. Mookerjee,
“Knowledge sharing and investment deci-
sions in information security,” Decision
Support Systems, 52(1), 95-107, 2011.
G.W. Bock and Y.G. Kim, ‘Breaking the
myths of rewards: An exploratory study
of attitudes about knowledge sharing.”
Proceedings of Pacific Asia Conference on
Information Systems, 2001.

G.W. Bock, R.W. Zmud, Y.G. Kim and
J.N. Lee, ‘Behavioral intention formation
in knowledge sharing: examining the
roles of extrinsic motivators, social-psy-
chological forces, and organizational cli-
mate,” MIS Quarterly, 29(1), 87-111,
2005.

H.F. Lin, "Effects of extrinsic and in-
trinsic motivation on employee knowl-
edge sharing intentions,” Journal of
Information Science, 33(2), 135-149,
2007.

S.S. Chen, Y.W. Chuang and P.Y. Chen,
“Behavioral
knowledge sharing: examining the roles
of KMS quality, KMS self-efficacy, and
organizational climate,” Knowledge-
Based Systems, 31(1), 106-118, 2012.

intention formation in



1182

S Aelulgla Ax Fhel 9% vIAE 99

(26]

H.F. Lin, "Knowledge sharing and firm
capability: an empirical
study,” International Journal of
Manpower, 28(3/4), 315-332, 2007.

K.M. Bartol and A. Srivastava,
“Encouraging knowledge sharing: The

innovation

role of organizational reward systems,”
Journal of Leadership & Organizational
Studies, 9(1), 64-76, 2002.

Jae-sun Wang and Jung-wook Moon, "The
attitude on information sharing between
public agencies: Focusing on the percep-
tion of civil servants in central govern-
ment,” Journal of Korean Association for
Regional Information Society, 16(1),
1-34, 2013.

A. Aviram and A. Tor, "Overcoming im-
pediments to information sharing.’
Alabama Law Review, 55, 231, 2004.
Boannews, ‘Truth and falsity of in-
formation sharing for malicious code and
security vulnerability,” 25 Apr. 2015.
Oh-jun  Yoon, Chang-seob  Cho,
Jeong-keun Park, Hyung-jun Seo and
Yong-tae Shin, “A study on the improve-
ment model for invigorating cyber threat
information  sharing,” Convergence
Security Journal, 16(4), 25-34, 2016.
Ae-chan Kim and Dong-hoon Lee, “A
study on the priority of requirements for
establishing effective cyber-threat in-
formation sharing system,” Review of
Korea Institute of Information Security
and Cryptology, 26(1), 61-67. 2016.
Hong-jong Jang, In-jae Park and
Jung-hyun Lee, “A study on im-
plementation of information sharing and
analysis center for e-government,’
Proceeding of The 2001 Fall Conference
of the Korea Information Processing
Society, 2001.

Seong-hun Go, “A study on factors moti-
vating cyber security information shar-
ing for responding preemptively to cyber

(36)

(46)

terror threat of national organizations,”
Doctoral Dissertation, Soongsil Univer-
sity, 2015.

You-joong Kwon, “Study on North Korea’s
cyber warfare capability and response

strategy of South Korea,” Master
Dissertation, Korea University, 2014.
L. Dandurand and O.S. Serrano,

“Towards improved cyber security in-
Proceedings of
on Cyber

formation sharing,”
International Conference
Conflict, IEEE, 2013.

D. Tosh, S. Sengupta, C. Kamhoua, K.
Kwiat and A. Martin, "An evolutionary
game-theoretic cy-
ber-threat information sharing,” Pro-
ceedings of IEEE International Confe-

rence on Communications, 2015.

framework for

Boannews, “Sharing Security Threat
Information ISAC, What is the most ur-
gent reason for the medical field?”, 11 Sep.
2016.

Information Sharing Analysis Center,
http://www.isac.or.kr/.
KISA(Korea Internet &
Agency), ‘Conference on
sharing of cyber incidents,” 2014.
KISA(Korea Internet &
Agency), ‘Conference on
sharing of cyber incidents,” 2015.
HelloT Advanced News, "Pay attention to
the fourth industrial revolution platform,
"security”, 30 Sep. 2016.

ISMS / PIMS / G-ISMS certification,
http://isms. kisa.or.kr/.

Ministry of Science, ICT and Future
Planning, Key Policies for Information
Protection, 2016.

Ministry of Government Administration

Security
information

Security
information

and Home Affairs, Understanding the
Personal Information Protection Act:
Focusing on What is Different from the
Present, 2011.

National Council of ISACs, http://www.n



AH B 533 (2017. 10)

1183

(47]

(48]

(49]

(50]

(51]

(52]

(53]

ationalisacs.org/.

US-CERT(AIS), http://www.us-cert.go
v/ais/.

R-CISC, https://r-cisc.org/.
Telecom-ISAC Japan, https://www.tele-
com-isac.jp/.

IPA, Cyber Information Sharing Initia-
tive (J-CSIP) FY 2012 Activity Report,
2013.

IPA, Cyber Information Sharing Initia-
tive (J-CSIP) Operational Status
(July-September 2016), 2016.
Jung-wook Moon, “Factors of success and
failure of information sharing in the pub-
lic sector: Focused on cognition survey
of public officials,” Korea Information
Society Development Institute, 19(6),
1-17, 2007.

Eun-jeong Kim, “Analyzing the determin-
ing factors of electronic information shar-
ing in korean government using the struc-
tural equation model,” Korean Public

Administration Review, 38(4), 125-145,
2004.
R.E. Walton, Up and Running:

Integrating Information Technology and
the Organization, Boston, MA: Harvard
Business School Press, 1989.

NIST, Guide to Cyber Threat Information
Sharing, 2014.

HSAC, Info-sharing Final Report, 2005.
Min-ho Kim, “A study on entrusting pub-
lic service to private sector and privatiza-
tion of public corporations,” Korean
Public Land Law Association, 25(1),
267-285, 2005.

S. Ransbotham, S. Mitra and J. Ramsey,
“Are markets for vulnerabilities effec-
tive?,” MIS Quarterly, 36(1), 43-64, 2012.
W. Zhao and G. White, “Designing a for-
mal model facilitating collaborative in-
formation sharing for community cyber
Hawaii
Conference on System

security,” Proceedings of

International

(60)

(66]

(67)

(71

Sciences. IEEE, 2014.
ENISA(European Network and Informa-
tion Security Agency), Cyber Security
Information Sharing: An Overview of
Regulatory and Non-regulatory
Approaches,” 2015.
MNET7(Multi-national Experiment 7).
“Information sharing framework outcome
3" Cyber Domain Objective, 2013.

S. Li and B. Lin, "Accessing information
sharing and information quality in supply
chain management,” Decision Support
Systems, 42(3), 1641-1656, 2006.

I. Ajzen, "The theory of planned behavior,”
Organizational Behavior and Human
Decision Processes, 50(2), 179-211, 1991.
I. Ajzen, From Intentions to Actions: A
theory of Planned Behavior,
Heidelberg: Springer, 1985.
Byeong-seon Choi, “Government-led eco-
nomic and social administration and ad-

Berlin

ministrative ethics,” Korean Journal of
Public Administration, 39(4), 81-111,
2001.

Etnews, “Cyber threat information 'Need
to secure reliability”,” 30 Nov. 2015.
ITWorld Korea, “CSO wants to share cy-
ber threat information, but does not want
law,” 24 Sep. 2015.

Pal-sul
Byoung-chan Lee, "Antecedents and rela-
tionship effectiveness of information
sharing within supply chains,” Journal of
Business Research, 19(4), 273-307, 2004.
W.W. Chin, "The partial least squares ap-
proach to structural equation modeling,”

Kim, Kwan-soo Hong and

Modern Methods for Business Research,
295(2), 295-336, 1998.

Jin-chun Lee, “Structural equation mod-
elling for small samples: compo-
nent-based SEM vs. covariance-based
SEM." Journal of Decision Science, 16(1),
77-95, 2008.

D. Gefen, D.W. Straub and M.C.



1184 Ul Aol S AR el S A= 84l
Boudreau, “Structural equation modeling (80) Sang-oh Kim and Sun-hee Youn, “A study
and regression : Guidelines for research on the effects of preceding factor of in-
practice,” Communications of the AIS, formation sharing, information sharing
4(7), 1-79, 2000. and risk information sharing on supply
(72) C. Fornell and F.L. Bookstein, “Two chain performance,” Journal of The
structural equation models: LISREL and Korean Production and Operations
PLS applied to consumer exit-voice theo- Management Society, 18(4), 117-146,
ry,” Journal of Marketing Research, 2007.
19(4), 440-452, 1982. (81) Jang-gwen Song and Gwang-suk Kim,
(73) C. Fornell and D.F. Larcker, ‘Evaluating “The performance formation model
structural equation models with un- through information sharing: The effect
observable variables and measurement of asset specificity and information shar-
error,” Journal of Marketing Research, ing on SCM(Supply Chain Management)
18(1), 39-50, 1981. performance,” Journal of The Korean
(74) D. Barclay, C. Higgins and R. Thompson, Production and Operations Management
“The Partial Least Squares (PLS) ap- Society, 21(1), 101-121, 2010.
proach to causal modeling: Personal com- (82) Moon-jung Kim and Gee-Hwan Kwon,
puter adoption and use as an illus- “The effect of transactive memory system,
tration,” Technology Studies, 2(2), knowledge sharing and knowledge appli-
285-309, 1995. cation on performance,” Korean
(75) I.H. Bernstein and J.C. Nunnally, Corporation Management Review, 63(1),
Psychometric Theory, New York: 249-267, 2015.
McGraw-Hill, 1994. (83) M.H.M. Javadi, N.D. Zadeh, M. Zandi
(76) Seo-il Chae, Social Science Research and J. Yavarian, ‘Effect of motivation and
Methodology, B&M Books, 2005. trust on knowledge sharing and effect of
(77) W.W. Chin and A. Gopal, "Adoption in- knowledge sharing on employee’s per-
tention in GSS: Relative importance of formance,” International Journal of
beliefs,” ACM SigMIS Database, 26(2-3), Human Resource Studies, 2(1), 210-221.
42-64, 1995. 2012.
(78) R.F. Falk and N.B. Miller, A Primer for
Soft Modeling, University of Akron Press,
1992.
(79) Dong-man Lee and Hyun-sun Park, “The

effects of individual psychological and so-
cial motivation factors on information
sharing intention through social media,”
The Journal of Internet Electronic
Commerce Research, 11(2), 1-21, 2011.



AH B 533 (2017. 10) 1185

H
BE

Table A1. Internal consistency analysis

Depe.ndent Variable AVE Composite Reliability Cronbach’s Alpha
variable

Mitigating legal penalties 0.914 0.955 0.906
Anonymity 0.725 0911 0.943
Simple Privatization 0.752 0.858 0.687
Information CEQ'’s attitude 0.855 0.959 0.944
Information evaluation system 0.843 0.955 0.937
Intent to provide 0.759 0.926 0.895
Mitigating legal penalties 0.809 0.893 0.906
Anonymity 0.851 0.958 0.943
Critical Privatization 0.596 0.720 0.687
Information CEQ'’s attitude 0.835 0.953 0.944
Information evaluation system 0.832 0.952 0.937
Intent to provide 0.863 0.950 0.920

Table A2. Confirmatory factor analysis

Metrics Factor loading value

1 2 3 4 5 6 7
(Simple_Info)Intent_1 -0.054 | -0.076 0.208 0.887 0.133 0.038 0.302
(Simple_Info)Intent_2 0.118 -0.235 0.089 0.740 0.314 0.212 0.211
(Simple_Info)Intent_3 -0.053 -0.048 0.004 0.868 0.148 -0.041 0.162
(Simple_Info)Intent_4 -0.192 -0.113 0.123 0.823 0.142 0.162 0.137
(Ciritical_Info)Intent_1 0.072 0.108 0.158 0.121 0.854 0.184 0.127
(Ciritical_Info)Intent_2 0.135 -0.111 0.034 0.322 0.869 0.037 0.204
(Ciritical_Info)Intent_3 0.057 -0.163 0.068 0.334 0.881 0.096 0.062
CEQ’s attitude_1 -0.020 -0.131 0.935 0.129 -0.008 -0.033 -0.056
CEQ'’s attitude_2 -0.023 -0.139 0.913 0.103 -0.077 -0.009 -0.089
CEQ’s attitude_3 -0.222 -0.197 0.876 0.108 0.153 -0.074 -0.377
CEQ’s attitude_4 -0.022 0.004 0.896 0.059 0.212 0.044 -0.006
Mitigating legal penalties_1 0.793 0.211 -0.140 | -0.217 0.199 0.323 0.203
Mitigating legal penalties_2 0.864 0.206 -0.106 | -0.147 | -0.025 -0.134 -0.016
Privatization_1 0.199 0.833 -0.082 -0.269 0.349 0.295 0.307
Privatization_2 0.296 0.702 -0.013 -0.057 0.049 0.198 0.013
Anonymity_1 0.023 0.153 0.040 0.032 0.104 0.893 0.059
Anonymity_2 0.031 0.052 -0.085 0.200 -0.058 0.894 0.082
Anonymity_3 0.028 0.054 -0.009 | -0.129 0.108 0.884 0.067
Anonymity_4 0.025 0.234 -0.028 | -0.014 0.067 0.879 0.124
Information evaluation system_1 0.173 0.072 -0.068 -0.075 -0.044 0.056 0.920
Information evaluation system_2 0.144 0.094 -0.088 -0.140 -0.050 0.016 0.911
Information evaluation system_3 -0.010 -0.058 -0.164 -0.092 -0.090 -0.128 0.780
Information evaluation system_4 0.207 -0.048 -0.121 -0.034 -0.049 -0.039 0.901
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Table A3. Intensive feasibility analysis

Variable Metrics Factor loading value t-value (Simple/Critical)
Simple_Info_1 0.887 59.84
Intent to provide Simple_Info_2 0.740 17.21
(Simple_Info) Simple_Info_3 0.868 21.90
Simple_Info_4 0.823 25.10
Critical_Info_1 0.854 28.10
Intent t id
tent 1o provide Critical_Info_2 0.869 5345
(Critical_Info)
Critical_Info_3 0.881 79.07
CEQ's attitude_1 0.935 59.75 / 7.088
CEOQ's attitude_2 0.913 36.96 / 6.506
CEQ'’s attitude
CEQ's attitude_3 0.879 7559 / 8693
CEOQ's attitude_4 0.89 4421 / 9.632
Mitigating legal Mitigating legal penalties_1 0.793 17.34 / 3.987
penalties Mitigating legal penalties_2 0.864 22.83 / 3.352
Privatization_1 0.833 748 / 3.895
Privatization
Privatization_2 0.702 5.04 / 2.596
Anonymity_1 0.893 444 / 8288
Anonymity_2 0.894 2.98 / 8833
Anonymity
Anonymity_3 0.884 452 /9135
Anonymity_4 0.879 477 / 10.119
Information evaluation system_1 0.920 29.72 / 5582
Information Information evaluation system_2 0.911 4330 / 5.768
evaluation system | osormation evaluation system._3 0.780 14.14 / 5575
Information evaluation system_4 0.901 2843 / 5753
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Table A4. Discriminant validity analysis (simple information)
. Intent to provide Mitigating . L CEQ’s Information
Variabl Anq t Privatizat
anabe (Simple_Info) legal penalties vty Hvatization attitude evaluation system
Intent to provide
0.871 0 0 0 0 0
(Simple_Info)
Mitigating legal
igaune 18 0221 0.956 0 0 0 0
penalties
Anonymity -0.187 0.572 0.851 0 0 0
Privatization -0.215 0.358 0.320 0.867 0 0
CEQ's attitude 0.277 -0.217 -0.093 -0.165 0.925 0
Informati
rrommanon 0270 0340 0.282 0.492 0267 0918
evaluation system
Table Ab. Discriminant validity analysis (critical information)
. Intent to provide Mitigating . . CEQ’s Information
Variabl An t Privatizat
anable (Critical_Info) legal penalties onvmity rvatization attitude evaluation system
Intent to provide
0.929 0 0 0 0 0
(Critical Info)
Mitigating legal
igating lega 0.164 0.899 0 0 0 0
penalties
Anonymity 0.159 0.577 0.923 0 0 0
Privatization 0.139 0.360 0.238 0.772 0 0
CEOQ'’s attitude 0.233 -0.201 -0.102 -0.120 0.914 0
Information _
-0.144 0.303 0.255 0.358 -0.243 0.912

evaluation system
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