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ABSTRACT

Cyber risk is rapidly increasing due to the hyperconnectivity of the IoT in the intelligent information society. Therefore
cyber insurance has been attracting attention as a new risk management countermeasure by transferring cyber risk. However,
cyber insurance is still a new concept in South Korea. The purpose of this study is to propose the concept of cyber
insurance suitable for domestic demand by deriving the priority of cyber insurance coverage. Research results suggest that
the most requisite cyber insurance types are business interruption and liability.
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Table 1. Definition of Cyber Insurance

Classification Ref.
Insurance that provides tangible
KIRI and intangible financial loss (14)

resulting from IS threat events
Insurance to ensure the risks
ENISA associated with cybersecurity (15)
and third-party risks

Insurance to insure loss of
ABI information or damage to IT (16)
systems and networks

Insurance that provides

MARSH financial protection for (17]
information and technical risks
Age AUs, 9952, AL Q93 5
O

22 vE & e, AlelHEge] A At
(risk transfer)el =gt} Table 2.].

AAR vl dYEg Al Target= 20134
AAHE7 ol slAAIe o8] 24 19 1A A o]

AAR7L =] 20159 198 71$22 F¢
291 52007 =ele] dan)go] whAstg o), o]
Z 4 1/3 59 9,000% Z=E Alolyngog
Azt (20, 21].

A Aol RS 7t B Al Y AgxpE R Afo]
A9l B3 (Cyber liability insurance), A}
oM EeH 2 ) R¥ (Cyber security insurance),
Aozl ==& (Cyber risk insurance), TIA¥
g ~3 83 (Digital risk insurance), Atelw] %
Zo]M A R3] (Cyber and privacy msurance)v
ofz] $o]2 Ee|v oz BEI|EA| 92 Zlo= At
)| FHZollE Al RE (Cyber insurance)ol2he

Table 2. Types of Risk Management

Classification Definition
Risk Accepting risk and bearing
acceptance potential loss cost
. Controling risk through
Risk . - .
e technical and/or administrative
mitigation .
security countermeasure
. Preparing the funds as
Risk .
contract with other company
transfer .
to cover potential loss cost
Risk Giving up risky process or
avoidance business

Reconstruction by referring to (18) and (19)
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Table 3. Domestic Cyber Security Related Acts

At 13 | Act 20 [ Act 3%
Exemplary Damage claim suit is available
damages below three times of actual loss
Statutory Damage claim suit is available
damages below 3 million won
Penalt less than less than less than
Y| 3% of sales | 5 billions | 50 billions
Fi less than less than less than
M€ 1 30 million | 50million | 20 million
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Table 4. Classification of Cyber Insurance Coverage
et [43) OECD (44) ABA [45) CRS- [46)Deloitte (47) RIMS [48)Advisen&Part | 1.
Classification @o17) (2016) RMS(2016) 015) (2017 nerRe(2016) | €9
Assistance coverage - _ _ _ _ _ _ _
psychological support
Death and %ygelrfre]ated
R _ _ eath an _ _ odily injury
Bodily injury and death bodily injury and/or property 2
damage
abjiy
- . . iability,
: Breach of Privacy Breach/ ran by
Breach of privacy 9 " ol Breach of ) Breach notifi~
; privacy Privacy liability - Breach - Data breach 6
[compensation] (compensation) privacy event Notification Caug?oé?tsm/
monitoring
: Business
Business S fa B Network —
Business interruption(BI)/ interruption/ gg;moorslé Business 1nt0110rélspt10n interruption/ Cy}k;ﬁl;i;ccl;md 6
Interruption of operations | Interruption of interruption interruption Business . Business interruption
operations interruption interruption
Communication and media | Communication - Mutimedia | Media liability | Media liability | 'Gmet media | 5
Contingent business Contingent ngggrﬁefrf d
interruption (CBI) for - - business - - busi n%ss 2
nonphysical damage interruption interruption
; Cyber ransom . . . Cyber ]
Cyber ransom and extortion a@;d extortion Cyber Extortion | Cyber extortion Extortion extortion& Cyber extortion| 6
ransom
Data and Data Asset Data and Damage to Data loss and Data
Data and software loss software loss Protection software loss Data restoration restoration 6
D&O _ _ Lla]%ltlg%y - _ _ _ 1
Environmental damage - - En\gg(;nmaﬁgltd - - - 1
Funcfis trgnsfer
- . Tau
Financial theft and/ Fmanacrl{’él theft _ Financial theft _ Theft &fraud Cyber-related 4
or fraud or fraud & fraud bodily injury
and/or property
damage
Crisis
) Regulatory and Regulatory
Fines and penalties Fgé;f;ltaigg I?gggg%?%ﬁszl defence - Rogﬁuéségory fines& 5
response coverage penalties
Reputation&
q Crisis N q crisis /
. Incident management & Incident _ management, _
Incident response costs response costs | Identity theft | response costs Forensic 4
response investigation
costs
Intellectual property theft - - pﬁgfycﬁaelft - - - 1
Legal protection - Lawyer _ _ _ _ _ _ _
fees
: Network e
. . Network Network Network service h Transmission of
Ng&zg&g;gﬁg_g / security/ security failure se\cflilf&?/ viruses or - 5
Security failure liability liabilities transmission malicious code
Physical asset damage - - Phys;criilgesset - - - 1
Liability -
Products - - product and - - - 1
operations
Liability - .
Professional services E&O, - - sg.l;?iiisssggilrs Pr:g?sféggal 2
& omissions
Regulatory & e
Regulatory & legal defense Crisis i
sl e | managomene | FORLY | posutaary | Foemie |
(excluding fines and fines and Identity theft coverage investigation costs
penalties) pen. élti es) response &
Crisis .
( %e%utationa% damage ) _ nllgnagemelﬁt f& Regutational _ chgﬁiz;tils'on& _ 3
excluding legal protection entity theft amage
response management
Tech E&O _ _ Llabllllatéd tech _ _ _ 1
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Table 5. Evaluation Criteria of AHP Model

Upper Criteria

Lower Criteria

Operational Definition

Compensation costs after leakage of private and/or sensitive

Compceor;iatlon data, including psychological support, bodily injury and
B b of death, property damage, etc.
reach o i . Cost for notifying the customer about leakage of their private
privacy Notification cost Ll
and/or sensitive data
Credit Cost for providing credit monitoring services as a follow-up of
monitoring the customer’s private and/or sensitive data leakage
Busi Lost profits or extra expenses of insured caused by a
USINESS ilability of IT syst dat lts of cyb
interruption (BI) unavailability o systems or data as a results of cyber
Business attacks or other non-malicious IT failures
interruption Contingent Reimbursement for the lost profits of the third parties caused
business by a unavailability of IT systems or data as a results of
interruption(CBI) | cyber attacks or other non-malicious IT failures of insured
Incident N/A Direct costs incurred to investigate and close the incident to
response minimise postincident losses
Compensation due to misuse of communication media at the
Communication insured resulting in defamation, libel, slander, copyright/
and media trademark infringement, negligence in publication of any
content in electronic or print media
Compensation for damages caused to third parties through
Network security | the policyholder/observed company’s IT network.(the policy-
failure holder/observed company may not have any damage but has
o been used as a vector or channel to reach a third party)
Liability Directors and Compensation in case of claims made by a third party
officers liability against the insured directors and officers, including breach of
(D&O) trust or breach of duty resulting from cyber event
Errors or Compensation costs related to the failure in providing
omissions liability | adequate professional/technical services or (technical)
(E&O) products resulting from a cyber-event
Products Compensation in case delivered products or operations by the
insured are defective or harmful resulting from a cyber-event
Fines a}nd Cost for fines and penalties imposed on the insured
penalties
Regulatory costs: costs incurred to the insured when
Regulatory and | responding to governmental or regulatory inquiries related to
Legal cost legal defense a cyber-attack
costs Legal defense costs: own defense costs incurred to the
insured facing legal action in courts following a cyber-attack
Lawyer fees Costs 'of legal action brought by or agalnst the policyholder
including lawyer fees costs in case of trial
Cyber ransom Costs of expert handling for a ransom and/or extortion
and/or extortion | incident combined with the amount of the ransom payment
Data and/or Cost of reconstituting data or software that have been lost,
Software loss deleted, stolen, encrypted or corrupted
Physical asset Cost of insured’s loss due to the destruction of physical
damage property resulting from cyber attacks
Asset loss Environmental Costs of clean up, recovery and liabilities after leakage of
and/or damage toxic and/or polluting products consecutive to a cyber-event
damage Intellectual Insured’s loss of value of an IP asset, expressed in terms of
property theft loss of venue as a result of reduced market share
Reputational Compensation for loss of profits due to a reduction of trade/
damage clients because they lost confidence in the impacted company

Financial theft
and/or fraud

Pure financial losses arising from cyber internal or external
malicious activity designed to commit fraud, theft of money
or theft of other financial assets

¥Main reference: Categories and Definitions of OECD(2017)(43)
Sub reference: ‘Cyber Insurance Loss Coverage Categorization” of CRS-RMS(2016) (45)
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Table 7. Details of the Responses

Classification Freq. (%)
_ Cyber Yes 12(92%)
insurance
awareness No 1(8%)
Total 13(100%)
Whether to Yes 2(15%)
join cyber No 11(85%)
insurance Unfamiliar -
Total 13(100%)
Whether to Yes 3(23%)
join IT No 6(46%)
insurance Unfamiliar 4(31%)
Total 13(100%)
Complement for lack of B
IS skills and expertise
As parts of IS investment 215%)

technology introduction

Major C.OUI}termeasu?es against )
insider security threat 1(8%)

Table 6. Details of the Respondents expected
effects of Countermeasures against
Classification Category Freq.(%) cyber outsider security threat h
Small and Medium Y insurance ;
Affiliation Enterprise 8(61%) pos}t)ffe‘ggﬁsgef‘;gsts 10(77%)
Large Enterprise 5(39%) Minimizing IS
Total 13(100%) investment B
Retail - Etc. -
Healthcare - Total 13(100%)
IT 7(54%) Premium 4(31%)
Industry Financ.e/lnsuranf:e 1(8%) Key consi- Limit 2(15%)
Educational Service 1(8%) derations Coverage 7( %)
Manufacturing 2(15%) Etc.
Government&Public - Total 13(100%)
Etc. 2(15%)
Total = -
— 4.2 AOIHEF Hae| 2t 71SX| Hlw At
Practitioner -
Position Project Manager 4(31%) Aol el &3golgtw B 4 9= AHs)
Decision Maker 8(61%) =l T == M= TeTlTe
Etc. 1(8%) 715 Folxde wiid(liability), A< (business
Total 13(100%) interruption), H2¥]4(legal cost) +22 e}
R?Sttionk‘)f URelitidd 13(100%) wow, APAkEAl (asset loss and/or damage)el
- Total e 13(100%) £ v)ge] 7P o =9 E velgrhTable 8.].




AR R F3ks] =74 (2017. 10) 1241
Table 8. Weights of Upper Criteria Product 0.071 8
Classification Weight | Rank Logal gggifairiegzallz:asl 0.059 9
Breach of privacy 0.109 5 cost defense costs 0.073 6
Business interruption 0.196 2 Lawyer fees 0.048 10
Incident response 0.118 4 Cyber ransom 0.014 18
Liability 0.339 1 and/or extortion ’
Legal cost 0.165 3 Data and/or 0.018 17
Asset loss and/or damage 0.073 6 software loss
Total 1.000 Physical asset | o 51y | o
Asset damage
A% ARG FAE IS business T N T
interruption: BI) ¥ Zﬂ%}*}"dz% contingent damage Intellectual 0.019 19
business interruption: CBI)2l $A<%=$7F 7} property theft '
2 =A Jehto AR /MEYT A Reputational 0.024 13
(errors or omissions liability: E&O), A3z Finjj;?;g:heft
vE9)= I (network security failure) 2 ¢ and/or fraud 0.019 | 15
HujakA<l (directors and  officers liability: Total 1.000
D&O) o] L HE ol Table 9.).
HEo] JAARRE W EAF/AAA &4 v.d 2

w4 (compensation cost) 2 Atelmmek Hs|Ala
of wE A 2 e wE welE 93 wlE
(regulatory & legal defense costs)® =& &
92 vehgeh w2 357 Ha gle 949
of /7Fekell gt E-H]&(cyber ransom and/or
extortion)s A& = e Al lHEy BAAE)

o et oA vl A ettt (Table 9.].
ol & 3, AlelMrEeY FoxEL A &4
wjabd el REo spAF we A deAS »rw
e o 4 stk
Table 9. Weights of Lower Criteria
(Classification Weight | Rank
Breach Compensation cost 0.073 6
of Notification cost 0.020 14
privacy Credit monitoring 0.031 12
Business | Business interruption | 0.103 1
intf.rl"uD‘ Cont.ingent bgsiness 0.103 1
ion interruption
Incident response 0.019 15
Commumcqtlon and 0.042 1
media
Network security
Liability failure 0.079 | 4
D&O 0.079 4
E&O 0.092 3

A B e wek AF7E At
A 23F Aol HaAart WASA S 5 A
olelzzrl Faden Frbsha gl Bl A

2o wlz=y s B 7|9 Fre) HAgle] Al
wnek 93 gusta e, 55 Faslge 4
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R F3& &y 27| Alolmrge] wbdut
F& AABtaAL sl
AFAF 7199 AYAL ool AleH B
UAE7}F Bl B2 Aoz Yepgon olF
Tl & Afol el gk FAle] Frlsln
A & itk T 7199 Al Ed =9
freale F2 Hokfa A Al AREYS w4k
(preparing for post-response costs) 2& i}
ehgtet, v Eo] AfelMEE 7l8] A Ale|H R ®BA
AFF(coverage) | thFAE 71 FAIE 1 ohg
22 B¥F(premium), HIF(imit) Fo=
vhepsic).

wgk ] 7lgde] Al S8ke Al MY
2wl (liability)®F  AFd<=A (business
interruption) T2 uepdtt ARHoZE= W
A, wpdAsle] AS AR/MESI wjdAs]
(E&O), 32 WEHQ=Z I8l (network
security failure), JujdAd(D&O) ol =
= 9E AREGIT thEe R AlIEAe] gl
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= I8l gt BAo] Fas Z SR vepgr)
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