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Key Recovery Attacks on HMAC with Reduced-Round AES

Ga-Yeon Ryu*, Deukjo Hong™*

Abstract

It is known that a single-key and a related-key attacks on AES-128 are possible for at most 7

and 8 rounds, respectively. The security of CMAC, a typical block-cipher-based MAC algorithm, has

very high possibility of inheriting the security of the underlying block cipher. Since the attacks on

the underlying block cipher can be applied directly to the first block of CMAC, the current security

margin is not sufficient compared to what the designers of AES claimed. In this paper, we consider
HMAC-DM-AES-128 as an alternative to CMAC-AES-128 and analyze its security for reduced
rounds of AES-128. For 2-round AES-128, HMAC-DM-AES-128 requires the precomputation phase
time complexity of 2" AES, the online phase time complexity of 2%%%® AES and the data complexity

of 2% blocks. Our work is meaningful in the point that it is the first security analysis of MAC based

on hash modes of AES.
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3. Compression Function
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Fig. 5. The Structure of DM(Davies—Meyer)
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6. AES(Advanced Ecryption Standard)
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