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[Abstract]

When a PC is infected with a malicious code, it communicates with the control and command (C&C) server and, by the
attacker's instructions, spreads to the internal network and acquires information. The company focuses on preventing attacks from
the outside in advance, but malicious codes aiming at APT attacks are infiltrated into the inside somehow. In order to prevent
the spread of the damage, it is necessary to perform internal monitoring to detect a PC that is infected with malicious code and
attempts to communicate with the C&C server. In this paper, a destination IP monitoring method is proposed in this paper using

Bloom filter to quickly and effectively check whether the destination IP of many packets is in the blacklist.
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def black_filter(black_search_ip):

black = black_search_ip in black_IP

if black:
print{"1st Decision:”, black search_ip.rstrin{"#n"). “Black™)
white_filter{black_search_ip)

else:
print{”1st Decision™, black_search_ip.rstrip{™®#n”), “Bhite”}
f = open( ‘result_blooa_vhitel.csv’', "a’)
fowrite(black_search_ip)

def white_filter(white_search_ip):

white = shite_search_ip in white_IP

if shite:
print{"Fimal Decision:”, white search ip.rstrip(™¥n”}, "White”)
f = open( " result_bloom_white2 . csv', "a’)
f.owrite(white_search.ip)

else:
print{“Final Decision”, white_search_ip.rstrip("®n"), “Black™)
f = open( " result_bloom_black.csy’, "a’)
t . urite(shite_search_ip)

start_time = time.clock()

for search_ip in search_List:
black_filter(search_ip}

print{"-——%s seconds ——" ¥ (tine.clock() - start_tima))

O 4. SEEHE 0|3 S AE P B =22y
Fig. 4. Black list IP distinction program with Bloom filter
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Table 1. Detected real Black IP destinations

72.246.103.25 | 104.70.122.56 | 162.220.223.28 | 180.234.30.120

185.188.32.3 | 192.33.14.30 | 195.81.195.55 | 37.252.227.51

91.198.22.70 | 216.146.43.70 | 46.105.95.113 | 150.70.188.165

185.188.32.6 [217.146.26.212 | 37.252.230.28 | 52.27.2.86

150.70.188.166 | 150.70.188.172 | 150.70.188.175 | 150.70.188.177

159.8.209.218 | 185.188.32.4 | 199.19.567.1 |37.252.248.78

80.82.77.139 | 195.22.28.198 | 123.133.65.58 | 150.70.188.168

176.126.252.12 | 77.247.181.165 | 195.81.195.53 | 146.0.32.144

150.70.173.7 [150.70.188.167 | 150.70.188.169 | 150.70.188.170

150.70.188.176 | 150.70.188.178 | 150.70.188.179 | 37.252.248.72

185.188.32.2 | 72.246.103.26 | 185.188.32.5 | 160.70.173.48

155.94.88.58 |64.233.188.27 | 173.239.198.45| 80.83.239.28

150.70.188.171
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Table 2. Detected Black IP destinations with Bloom filter
72.246.103.25|104.70.122.56 | 162.220.223.28 | 180.234.30.120

185.188.32.3 | 192.33.14.30 | 195.81.195.55| 37.252.227.51

91.198.22.70 | 216.146.43.70 | 46.105.95.113 [ 150.70.188.165

185.188.32.6 [217.146.26.212 | 37.252.230.28 | 52.27.2.86

1.255.33.14 | 150.70.173.48 | 150.70.188.166 | 150.70.188.172

150.70.188.177 | 155.94.88.58 | 159.8.209.218 | 185.188.32.4

37.252.248.78 | 64.233.188.27 | 80.82.77.139 | 195.22.28.198

150.70.188.168 | 173.239.198.45 | 176.126.252.12 | 189.214.0.93

195.81.195.53 | 146.0.32.144 | 80.83.239.28 | 118.218.9.172

150.70.188.167 | 150.70.188.169 | 150.70.188.170 | 150.70.188.171

150.70.188.178 | 150.70.188.179 | 172.114.2.172 | 211.134.21.240

185.188.32.2 | 72.246.103.26 | 185.188.32.5 | 82.221.103.245

150.70.188.175| 199.19.57.1 |123.133.65.58 | 77.247.181.165

150.70.173.7 | 150.70.188.176 | 37.252.248.72
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