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Modeling of Ransomware using Colored Petri Net
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ABSTRACT

The advent of cryptography has become a means of obtaining real monetary benefits to hackers, which has recently led to a surge in the
number of Ransomware and the associated damage has increased significantly. It is expected that malicious codes will be expanded to new areas
by meeting passwords, and Ransomware will be further increased in the future. To solve these problems, we need a model that can detect and
block intrusion of Ransomware by analyzing the intrusion path of Ransomware. In this paper, we collect and analyze the data of Ransomware,
and create and analyze Ransomware ’s color Petri net model.
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Fig. 1 Typical attack flow for Ransomware
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