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Abstract Recently, as cloud services become popular with general users, users' information is freely transmitted
and received among the information used in the cloud environment, so security problems related to user information
disclosure are occurring. we propose a method to secure personal information of multiple users by making personal
information stored in the cloud server and a key for accessing the shared information so that the privacy information
of the multi users using the cloud service can be prevented in advance do. The first key used in the proposed scheme
is a key for accessing the user 's personal information, and is used to operate the information related to the personal
information in the form of a multi - layer. The second key is the key to accessing information that is open to other
users than to personal information, and is necessary to associate with other users of the cloud. The proposed scheme
is constructed to anonymize personal information with multiple hash chains to process multiple kinds of information
used in the cloud environment. As a result of the performance evaluation, the proposed method works by allowing
third parties to safely access and process the personal information of multiple users processed by the multi - type
structure, resulting in a reduction of the personal information management cost by 13.4%. The efficiency of the
proposed method is 19.5% higher than that of the existing method.
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Fig. 1. Security breaches in cloud environment
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