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A Study of protective measures of the source program for the
development of the Internet of Things (IoT):
Protection of the program as well as plagiarism research
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Abstract Recent dramatical development of computer technology related to internet technology intensifies the
dispute over software of computer or smart device. Research on software has been flourished with political issuing
of fierce competition among nations for software development. Particularly industrial growth in ethernet based big
data and IoT (Internet of Things) has promoted to build and develop open source programs based on java, xcode
and C. On these circumstances, issue on software piracy has been confronted despite the basic security policy
protecting intellectual property rights of software and thus it is of substantial importance to protect the rights of
originality of source program license. However, the other issue on source technology protection of developer is the
possibility of hindrance to advancement in industry and culture by developing programs. This study discuss the way
of enhancing legal stability of IoT application program development and reinforcing precision in inspection of
program plagiarism by analyzing the source programs with newly introducing text mining technique, thus suggests
an alternative protective way of infringement of personal information due to duplicating program.
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Fig. 1. Basic Concept of IoT(Internet of Things)
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Fig. 2. Open source based things Internet components[16]
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Table 1. Types of Security Attacks in IoT Environments

Security Vulnerabilities and

AtiEel TS Subject areas on loT

loT communication / network,
device, gateway platform,
application service

Worm and Virus

DoS and Distributed DoS loT communication / network

loT devices, gateways,
platforms,
Application Service

An unauthorized approach

Unpatched Systems OS / OS
Security Vulnerability

Improper use of Antivirus
software

loT devices, gateways,
platforms, Application Service

loT platform, application
services

Improper use of firewalls loT communication / network

Unauthorized service access loT Application Service

Replication attack loT devices, gateways

loT devices, gateways,

Unauthorized | / O access platforms, Application Service

loT platform, application

Improper System Logging service

loT devices, gateways,

Setting errors and mistakes - )
platforms, application services

loT communication / network,
device, gateway, platform,
application service

Confidentiality / integrity attack

Insecure passwords loT devices, gateways

Unprotected firmware loT devices, gateways

loT platform, application

Privacy Invasion N
service
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- (void viewWillAppear: (BOOL Janimated

[self updateViewLabels];

AppDelegate *appDelegate = [[UlApplication sharedApplication] delegate];

appDelegate_currentView = LOGIN;
self authTokenField secureTextEntry = YES;
self authTokenField delegate = self;
self.devicelDField .delegate = self;
self organizationField.delegate = self;
self.organizationField.placeholder = IOTOrgPlaceholder;
self. devicelDField_placeholder = IOTDevicePlaceholder;
self.authTokenField placeholder = IOTAuthPlaceholder,
if (![appDelegate organization isEqualToString:@"7)
{
self.organizationField.text = appDelegate.organization;
3
if (I[appDelegate devicelD isEqualToString:@™)
self devicelDField text = appDelegate devicelD;
1
if (![appDelegate.authToken isEqualToString:@"7)
self.authTokenField.text = appDeleaate.authToken:

Fig. 5. Original source program

- (voidiewWillAppear:(BOOL Janimated
{
[self updateViewLabels];
self.aDelegate._currentView = LOGIN;
self.authToken.secureTextEntry = YES;
self.authToken.delegate = self;
self.devicelD_delegate = self;
self.organization.delegate = self;
self.organization.placeholder = IOT OrgPlaceholder;
self.devicelD_placeholder = |IOTDevicePlaceholder;
self. authToken_placeholder = IOTAuthPlaceholder;
if (I[self.aDelegate_organization isEqualToString:@™1)
[self organization setText:self. aDelegate_organization];
b
if (I[self.aDelegate.devicelD isEqualToString:@"'7)
[self devicelD setText:self. aDelegate.devicelD];

]
if (I[self.aDelegate_authToken isEqualToString:@™1)

[self. authToken setText:self. aDelegate authToken];

Fig. 6. Translated source program
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Fig. 7. Original text mining using R program
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Upplelegate spplelegate = [[UIApplizaticn sharedpplication] delegate|;

_KEIng(@"%5:%&_5%51’51",_Im_,_HHE_\ :
3

ppDelegate, sensarFrequency = 10T clefaulz;

2
clientID = [K33tzing stringiizhFormat:I0TCLienclD, applelegate,organization, [0TleviceType, applelegatz.devicelD];

2
Messenger sharsiMessenger|;

2

Fig. 9. Original program extracted from R program

Messenger nessznger =

__ AppDelegane aDelegate = [app deleqane];

Ulipplication app = [UlApplication sharedhpplication]:
__Nslog(B%s:3d entered®, _func_,__LDNE_):
3

[aDelsgate setdensorfrequancy: T0T8ersorFreghafault];

H
ne1D, adelegate.organizasion, I0TDeviceType, aDelegate.devicelD];

,,,,, nclD = [NSString seringRickFormat:I0TCLie

Messenger nessenger = [Hessenger_sharedessenger]:

Fig. 10. Conversion program extracted from R program
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Fig. 11. Original Source syntax mining using R program

Ulspplication_ape _sh: e Application];

Fig. 12. Converted original source syntax using R
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