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The Software FMEA Guideline for Vehicle Safety

Junyeol Choi*, Yongkil Kim”,

ABSTRACT

Joonhyung Cho'’

THE

, Yunja Choi

Most of the automotive electronic systems are equipped with control software. ISO 26262 standard
has been published to prevent unreasonable risk due to E/E system malfunction. And many automotive
companies apply ISO 26262 for safe series product. In ISO 26262 standard, the product quality improves
through deductive and inductive safety analysis in all processes including system and software

development phase. However, there are few studies on software safety analysis than systems. In the
paper, we study the software FMEA(Failure Mode Effect Analysis) technique for product quality of
vehicular embedded software. And we propose an effective guideline of software FMEA as EPB industrial

practice.
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Fig. 1. System Operations,
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Table 1. SAE J1739 FMEA Severity Table

Severity SAE J1739 severity description
10 Yew high seven'ty. ranking when a potential faih.lre mc.>de affects §afe vehicle operation and/or
involves noncompliance with government regulation without warning
9 Very high severity ranking when a potential failure mode affects safe vehicle operation and/or
involves noncompliance with government regulation with warning
Vehicle/item inoperable, with loss of primary function
Vehicle/item operable, but at reduced level of performance. Customer dissatisfied
Vehicle/item operable. but Comfort/Convenience item inoperable. Customer experiences discomfort
5 Vehicle/item operable. but Comfort/Convenience item operable at reduced level of performance.
Customer experiences some dissatisfaction
4 Fit & Finish/Squeak & Rattle item does not conform. Defect noticed by most customers.
3 Fit & Finish/Squeak & Rattle item does not conform. Defect noticed by average customer
2 Fit & Finish/Squeak & Rattle item does not conform. Defect noticed by discriminating customer
1 No Effect
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Table 2, Causes for Issues

Issues

Cause

Excessive safety
concept

Lack of understanding of the component developer for the entire software. Developers
design excessive safety mechanisms as the lack of understanding.

Conflicts between
safety mechanism

A simultaneous safety analysis of the components making up the software. Multiple
components simultaneously analyze and derive safety mechanism. An unintended failure
occurs due to a collision between safety mechanism.
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Table 3. The Severity Table for Software FMEA

Severity Proposed Scheme Software Severity Description

10 Direct violation of a complicated safety requirement(be implemented with three or more conditional
statements) in the following software component using the function

9 Direct violation of a moderate safety requirement(be implemented with two conditional statements)
in the following software component using the function

] Direct violation of a straightforward safety requirement(be implemented with one conditional
statements) in the following software component using the function

7 Violation of a following software component’s safety requirement in combination with a other
software component function

6 Violation of a following software component’s safety requirement in combination with other
software component functions(two)

5 Violation of a following software component’s safety requirement in combination with other
software component functions(three or more)

4 Affects non-safety requirements result of a following software component

3 Affects non—safety requirements result of a following software component with other software
component functions(one)

9 Affects the non-safety requirements result of the following software component with other
software component functions(two or more)

1 Does not affect the any requirements of the following software component

Effects

| S | Failure mode ‘ Cause |F'revem|ve action O

System element: Vehicle Speed Signal Handler

Function: Sending speed information

System element 1] 1 |9 Incomect wheel speed System element 3] Initial state: 2015-12-23
Does not affect the any require- Systematic failure Preventive action 1 10
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Revision state: 2017-11-29
Q@ A g
System element: Q Command Handler
F i : Q di i A
System element 1] 8 |¥ Sending actuation command & Wrong Actuation enableline fram Initial state: 2016-03-08
Unintended Apply request at high Vehicle Status Detection and Wrang 5M] Vehicle Status Detection 2
speed apply request from Mode Manager |

Fig. 8. Modified Software FMEA,
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Table 4, The Rate of Change about Safety Requirements

The number of software | The number of technical
safety requirements safety requirements
change rate change rate
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Table 5. The Variation of Severity According to Metho—
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Table 6. The Number of Changed Safety Mechanisms

Method Changed safety mechanisms

Proposed Scheme 3 EA

Classic FMEA 47 EA

Table 7. The Number of deleted safety mechanisms

Method Deleted safety mechanism

Proposed Scheme 0 EA

Classic FMEA 23 EA




Table 8. Changed Execution Time
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Component name Execution time Change rate
Request Detection 67us -26%
Vehicle Speed Signal Handler 28us -42%
Vehicle Status Detection 41us 0%
Mode Manager 17ps -8%
Command Handler 103ps 0%
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