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Abstract

This paper proposes a quick response (QR) barcode watermarking algorithm in order to improve readability of the QR barcode in

a JPEG image. The proposed algorithm embeds a watermark in a wavelet based-low frequency band for watermark robustness,

and visually extracts a QR barcode after embedding the QR barcode image with confidential information into the original image

via imperceptible watermarking technology. The visually extracted QR barcode watermark uses an approach to authenticate the

ownership more easily through a common hardware and software-based mobile barcode reader app. Therefore, the QR barcode

watermark may improve the ability to easily detect watermarks efficiently as well as imperceptibility and robustness, which is

the main watermark requirement by embedding the QR barcode with watermark text information in a digital image and when

compare to conventional watermarks.

Index Terms: Digital watermarking, Imperceptibility, QR barcode watermarking, Robustness, Wavelet transform

I. INTRODUCTION

With rapid development of communication technology, the

internet is operating as an essential element in our daily life.

As it became normal for users to share digital contents over

the internet, technology for enhancing digital media security

is deemed to be important.

Two-dimensional (2D) code is become more widespread

for rapid verification situations such as with airplane board-

ing passes, train tickets and coupons. However, research

concerning piracy or counterfeiting of 2D code has not yet

been made. Recently, use of 2D code displayed on a mobile

phone screen is increasingly common as it is a verified way

without using a paper as a pass ticket with 2D barcode. Tick-

ets and coupons which are not in paper form promote further

reduction of the environmental impact. However, the ability

to easily clone through use of a mobile phone camera is a

growing concern [1].

Digital copying of a barcode image may be prevented with

digital technology such as mobile phone authentication,

however, it is hard to detect and prevent piracy for the bar-

code image captured by the other users’ mobile phone cam-

era.

Thus, digital watermark and 2D barcode, a technology that

is used to detect the illegal copying of 2D code, has been

studied widely by interest groups involved in security.

Sufficient to handle security, digital watermarking technol-

ogy provides a security technique that cannot be resolved

through encryption [2] technology. In addition, it prevents

illegal operation of non-owners and extracts its proprietary

information to prove its ownership and track it [3].

The main idea of a digital watermark is to check whether
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confidential information is embedded in the digital contents

and keeps its robustness when the information is found to be

attacked or modified. Furthermore, it can insert special infor-

mation (watermark), and can extract the watermark without

effecting on original image quality. 

The result of this method is more robust than the previous

steganographic methods. The watermark inserts information

into the media for exchange of information within a group.

Entry by scheme includes a watermark, cover data and an

optional public or private key [4]. 

The watermark system may resist some attacks such as

signal attacks, geometric attacks and protocol attacks; how-

ever, robustness of the watermark still needs to be improved

[5]. Therefore, much research has been made on digital

watermarking with a barcode. 

Damera-Venkata et al. [6] proposes a block-error diffusion

based-hard copy image barcode; Seo and Park [3] proposes a

barcode watermarking with curvelet conversion; the authors

[1, 5, 7] propose a watermarking scheme using a 2D barcode;

the authors [8, 9] propose a 2D barcode watermarking algo-

rithm in a frequency domain of wavelet transformation; the

authors [4, 10-12] propose a QR barcode-based watermark

algorithm; and Chen [13] proposes EAN-13 barcode-based

watermarking. 

The difference between a conventional digital watermark

and a barcode watermark is as follows.

A digital watermark is focused on robustness and invisibil-

ity to embed coefficients in low-frequency and middle-fre-

quency. 

A fragile watermark cannot survive in decoding while a

robust watermark is not easily destroyed by cloning. 

The digital watermark is one of the main tools for han-

dling copyright certification issues for digital media content.

It does not impact any value and use of the original content

and directly inserts special information for the digital work.

Additionally, it cannot be extracted nor recognized by digital

watermark detection or the human visual system, but only

can be extracted by a professional device [5]. 

The barcode watermark can be easily read out through a

variety of machine-readable devices to authenticate owner-

ship. The barcode watermark is more robust than previous

digital watermarks. However, design is important for anti-

counterfeiting of a barcode watermark in a variety of devices

as it can be easily copied. 

Meanwhile, the barcode has a number of advantages. It is

not easily worn out like a magnetic card, boasting a low

error rate, and is very cheap and easy to manufacture. In par-

ticular, the QR barcode includes features such as high-speed

reading, high-volume and error correction.

Therefore, this paper proposes a QR barcode watermark-

ing algorithm in order to improve readability of the QR bar-

code in a JPEG image. The proposed algorithm embeds a

watermark in the wavelet-based low-frequency band for

watermark robustness. Confidential information for owner-

ship authentication is inserted into the QR barcode image,

using this QR barcode image as a watermark to embed in the

original image for imperceptibility. Also, the visually extracted

QR barcode watermark can be captured with a barcode

reader or a camera of a cellular phone to authenticate the

confidential information in the QR Code Reader, thereby

effectively proving the watermark ownership.

This paper is organized as follows: Section II describes

research related to the barcode watermark, Section III pro-

poses a watermarking scheme for improving QR barcode

reading in a JPEG image, Section IV describes implementa-

tion result and analysis, and Section V provides conclusion

and references in that order.

II. RELATED WORK

Today, due to the rising need to protect digital media secu-

rity on the Internet and in the media industry, there is a

growing tendency to protect digital media using a digital

watermark-based 2D barcode. 

Barcode watermarking is generally used in many applica-

tion forms, including information on a hard card, ownership

authentication, detecting counterfeit 2D codes, identification

and security documents and anti-counterfeit technology for

printed QR barcodes.

The existing barcode watermarking being studied uses a

block-error diffusion technique that can be applied to include

information on a hard copy, watermarking based on curvelet

conversion, a blind watermarking system based on the

human visual system, a barcode watermarking algorithm,

and barcode-based multi-watermarking.

Damera-Venkata et al. [6] generalizes user-controlled dot

size and shape and error diffusion producing halftoning of

FM via block quantization and block filtering. For the main

application, this paper shows block-error diffusion method

that can be applied to include information on a hard copy

using dot-like modulation. Eyadat et al. [14] has developed a

new watermarking process based on curvelet conversion. By

removing a particular range of a selective curvelet factor, the

watermark has natural resilience against rotation and scaling.

The aim of this study was to develop a barcode watermark

that can accurately retrieve a watermark.

Maehara et al. [1] proposed a semi-fragile watermark

design method to detect a counterfeit 2D code on a mobile

phone display. Thus, the semi-fragile watermark used for

copy detection to optimize the watermarking scheme and

generate 2D code for semi-fragile watermark displayed on a

mobile phone should survive as a single conversion and may

be destroyed by a separate conversion. 

Feng and Ji [5] proposed a watermarking technology based

on a 2D barcode and a human visual system. The structured
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2D barcode was used for watermark as PDF417, and pro-

posed a blind watermarking system.

Noore et al. [7] proposed an algorithm for identification

and document security via 2D barcode. 

Wang et al. [8] proposed a new barcode watermarking

algorithm (discrete wavelet transform [DWT]) at a discrete

wavelet domain. The barcode image has been taken as a

watermark signal, a 2D watermark including proprietary

copyright information. Additionally, visual masking and tex-

ture characteristics of the human visual system (HVS) were

used in order to achieve an invisible and robust requirement

for watermarking. 

Premaratne and Safaei [9] used a 2D barcode as a water-

mark. A single barcode is inserted into a low frequency com-

ponent of an image, and the second one is embedded in any

of the low-pass components for wavelet decomposition

known only to the author at a certain level. This improved

the watermark resistance against the attack.

Prabakaran et al. [10] proposed a text data (confirmation

message) and video watermarking using the QR code tech-

nology. The QR code is embedded in the SVD method and

DWT based on the powerful video watermarking. Reversed-

transformation on the frame added to the watermarked image

and a video is sent to the customer authenticated (including a

logo image and QR code). The rights of the logos and QR

codes are checked on the customer’s side. These experimen-

tal results show that an acceptable imperceptibility and cer-

tain robustness in video processing are achieved.

Vongpradhip and Rungraungsilp [4] proposed that a QR

code uses a discrete cosine conversion for information (con-

fidential information) hidden in a group via invisible water-

mark and QR code image or that invisible watermark is

inserted by discrete cosine transform.

Xie et al. [11] studied an anti-counterfeiting technology

for the printed QR barcodes and proposed a possible water-

marking algorithm. In addition, it shows that the anti-coun-

terfeit watermark can be extracted from the printed QR

image.

Lin [12] proposed an imperceptible visible watermarking

mechanism design that can be perceived to claim media

ownership when capturing digital images and videos, and

may extract the QR contents both from mobile device and

software. Chen [13] proposed EAN-13 barcode-based multi-

watermarking structure and used a barcode pattern to gener-

ate a watermark to enhance an effect of the digital rights

management. 

III. DIGITAL WATERMARKING FOR ENHANCED 

READABILITY OF QR BARCODE IN JPEG 

IMAGE

In this paper, a QR barcode image with watermark text

information is embedded in a low frequency (LL) band of

the still image for ownership protection. It also proposes a

technique to adjust and embed data intensity of the QR bar-

code image to improve imperceptibility for the watermarked

image quality and robustness for QR barcode extraction. 

In this paper, therefore, we used the wavelet-based imper-

ceptible watermarking technology to embed the QR barcode

image with confidential information into the original image

in an invisible manner, and extracted the QR barcode visu-

ally. It uses an approach to authenticate the ownership more

easily through a common hardware and software-based

mobile barcode reader app.

A luminance element and a QR barcode of the original

image may increase imperceptibility and robustness, the

major watermark requirement due to the following similar

characteristics. 

Imperceptibility of the digital watermarking is where the

original image and the watermarked image should not be dis-

tinguished visually. Therefore, the QR barcode image is

composed of a black and white image, while the luminance

element of the original image is made up of brightness infor-

mation of monochrome with no color. A large amount of QR

barcode images on the luminance component of the original

image can be embedded in an invisible manner.

Robustness of the digital watermarking should allow for

extracting an embedded watermark from a variety of delib-

erate signal manipulations. That is, a luminance element

with the watermark embedded image may ensure extraction

of the ownership information inserted in the transforma-

tion, such as JPEG compression. In addition, the QR bar-

code may increase the recognition ratio of the watermark

text embedded in a QR barcode because it has a superior

capability to restore to the original data even if the data is

corrupted. 

Fig. 1 shows the QR barcode image generation and water-

mark embedding process.

Fig. 1. QR barcode image generation and watermark embedding process.
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A. Creating QR Barcode Image

Use the QR barcode image as a watermark to embed it in

the original image. The watermark text information is added

to the QR barcode image, and the format type of the water-

mark text information to encode—in this case, “Mobile

Application Lab (PKNU and TIT)” string is used—supports

UTF-8, Shift-JIS, and ISO-8859-1. The error correcting level

of the QR barcode is L (7%), and its size is 256 × 256. 

A typical QR barcode image is not suitable for the water-

marking method as it increases an insertion ratio and reduces

insertion linearity. Thus, the typical QR barcode image needs

preprocessing before a watermark is embedded in the origi-

nal image that needs to be protected. 

In the preprocessing, it is necessary to adjust the QR bar-

code size and QR barcode data intensity for imperceptible

QR barcode watermark embedded in the original image.

Intensity adjustment of the QR barcode image is the same

as in (1).

W(i, j) = {αf (i, j) |1 ≤ i ≤ ω, 1 ≤ j ≤ h} (1)

α: scaling parameter

ω: width of barcode image

h: height of barcode image

W(i, j) represents the intensity value adjusted in the point (i,

j) of the QR barcode image. f (i, j), which is a watermark to

be inserted in the QR barcode image point (i, j), has an

intensity value of 0 to 255, and its high intensity value has

more effect on the imperceptibility. Therefore, α is used for

intensity adjustment to ensure the imperceptibility as a scal-

ing parameter.

B. Barcode Watermark-Embedding Algorithm

Fig. 2 indicates the wavelet transformation process, z-

transform G0(z) and G1(z) indicate low-pass analysis filter

and high-pass analysis filter, respectively, and H0(z) and

H1(z) indicate low-pass synthesis filter and high-pass synthe-

sis filter, respectively. The z-transform for the digital filter

g[n] is defined as (2).

(2)

z is a complex variable, N is the filter order, and the filter

length is equal to N + 1.

The luminance element of the original image is separated

into four areas when a DWT is performed. As ‘low-horizon-

tal low-vertical frequency’ (LL) emphasizes the low fre-

quency component, ‘low-horizontal high-vertical frequency’

(LH) emphasizes the horizontal component, ‘high-horizontal

low-vertical frequency’ (HL) emphasizes the vertical compo-

nent, and ‘high-horizontal high-vertical frequency’ (HH)

emphasizes the diagonal component, it is decomposed into

frequency band with the different characteristics. 

Low-frequency component of the LL contains most of

information in the image; inserting the watermark in this

area could deteriorate the image quality, however, is robust

to signal processing, such as compression loss.

The HH component was confirmed to be an effective sub-

band for detecting photocopy replica of the printout, because

the copier destroys the HH high-frequency components by

reproducing a halftone by a dot or stripe pattern [1].

Therefore, in many previous studies, they considered

imperceptibility and robustness by embedding a watermark

in the middle frequency bands (LH, HL).

It is important to make appropriate sub-band selection and

adjust the QR barcode data intensity by band to achieve

imperceptibility and robustness. 

The imperceptibility cannot be achieved when the QR bar-

code image with the same intensity is embedded in the dif-

ferent frequency bands. That is, embedding a QR barcode

image in the low-frequency (LL) band is visually so sensi-

tive as to have more of an effect on the image quality. How-

ever, the watermark robustness allows watermark protection

against various attacks by embedding the watermark into the

low-frequency (LL) band. This paper proposes a method for

embedding a watermark in the original image by adjusting

the QR barcode image intensity in the LL band to achieve an

effective imperceptibility and robustness in a JPEG image.

Algorithm 1 shows a barcode watermark embedding process.

G z( ) Σn 0=
N g n[ ]z n–=

Fig. 2. Wavelet transform.
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Step 1. Extract three HSL color formats, which are Hue, Sat-

uration, and Luminance space from the RGB original

image.

Step 2. Convert the Luminance space of the original image

into a 2D array in 8-bit pixels.

Step 3. Use the two-channel analysis filter bank to perform

DWT. Use Haar, a wavelet orthogonal as an analysis

filter.

Step 4. The signal is decomposed into low-frequency sub-

band and a high-frequency sub-band in Step 3. That is,

the signal is decomposed into LL, LH, HL, and HH

bands.

Step 5. Insert the QR barcode watermark with size and inten-

sity adjusted into the low-frequency (LL) band coeffi-

cient. 

Step 6. Combine the watermark-embedded LL band with

LH, HL, HH bands to perform invert DWT (IDWT).

Use Haar as a synthesis filter. That is, reconstruct a sig-

nal with a low-frequency sub-band and a high-fre-

quency sub-band to build a pixel of a 2D array and

generate an image with the QR barcode watermark

embedded (Y_Luminance). 

Step 7. Converting HSL color mode of the Hue, Saturation

and Luminance space with watermark generated back

to the RGB color image generates a QR barcode image

with the watermark embedded.

C. Barcode Watermark Extracting Algorithm

Fig. 3 shows a procedure of recognizing confidential infor-

mation by extracting QR barcode data. 

To extract a watermark with confidential information

embedded, convert the RGB color space of the watermarked

image into the HSL color space and extract the Luminance

space. Perform DWT transform and select a sub-band with

embedded watermark to extract the QR barcode watermark.

In the watermark authentication process, the watermark

text information, confidential data inserted in the QR bar-

code watermark can be recognized when visual representa-

tion of the QR barcode watermarks is captured by the mobile

QR reader app camera.

In this paper, the QR barcode watermark whose watermark

is extracted for visual representation and the existing QR

barcode image typically used are compatible with each other.

That is, like a typical QR code, decoding processing can be

performed easily through a conventional QR code reader, or

a mobile reader. 

Algorithm 1. Barcode Watermark Embedding Process

1: Embedding Watermark :

2: W(i, j) is barcode watermark

3: Convert Host_ImageRGB(O) into Host_ImageHSL 

4: Separate X_Luminance, X_Hue and X_Saturation from 

Host_ImageHSL Color Space

5: X(i, j) ← Extracts the pixels from X_Luminance

6: Coefficients ← DWT(X(i, j)), analysis filter ← Haar

7: Decomposes Coefficients into LL, LH, HL, and HH sub-

band 

8: LL' ← LL + W(i, j) 

9: Coefficients' ← Combinations of LL', LH, HL, and HH 

subbands 

10: X'(i, j) ← IDWT(Coefficients'), synthesis filter ← Haar

11: Y_Luminance ← Create an Image from X'(i, j)

12: Watermarked_ImageRGB(O') ← Replace one image 

from Y_Luminance, X_Hue and X_Saturation

Fig. 3. QR barcode extracting and watermark authentication.

Fig. 4. Original image (a) and watermarked image (b).

Fig. 5. Separation as three spaces from HSL color model: (a) Luminance

space, (b) Hue space, and (c) Saturation space.
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Therefore, the QR barcode watermarking proposed in this

paper determines the ownership authentication, which may

prove the watermark ownership using a QR code reader app

on the smartphone or a barcode reader more effectively than

a conventional digital watermark without specialized equip-

ment. 

IV. IMPLEMENTATION RESULT AND ANALYSIS

The QR barcode uses the functionality of the Google Chart

API, and the QR barcode API shows the QR barcode auto-

matically by receiving data from LabVIEW and returning a

QR code, or using DataSockets or ActiveX. The confidential

watermark text information is stored in the QR barcode. In

error correcting level, we used a QR barcode image of L and

256 × 256 grayscale. It may encode and decode the barcode

without the need to communicate with a server.

In this paper, we extracted the QR barcode watermark

embedded in a low frequency band, and used the QR Code

Reader (ver. 2.2.4) APK for Android in a smartphone to rec-

ognize the watermark text information. The experiment

result shows that the proposed method in this paper is effec-

tive in imperceptibility and robustness.

Fig. 4 shows the original image and the QR barcode

watermark embedded image. Fig. 5 shows separation as 3

spaces which are Luminance, Hue, and Saturation after

changing from the RGB color model to the HSL color model

in Fig. 4(a).

Fig. 6 shows conversion of Luminance space in Fig. 5(a)

into DWT, and embedding the QR barcode watermarks

(original barcode) on the sub-band frequency coefficient to

perform inverse transformation. 

Fig. 7 shows “Mobile Application Lab (PKNU and TIT),”

confidential information (watermark text information)

inserted when the QR barcode watermark extracted from a

watermarked image is captured by using the mobile QR

reader app camera.

Tables 1 and 2 show a watermarked image and the result

where the QR barcode has been visually extracted from the

watermarked image in a compressed JPEG format, where CR

denotes the image data compression ratio. Table 3 shows an

extracted QR barcode watermark according to the compres-

sion ratio in a JPEG image. The higher the compression

ratio, the higher the data loss and the lower the ownership

certification rate in the barcode data extracted.

In this paper, PSNR is used to measure the transparency

level of imperceptibility. The PSNR of the watermarked

image (Y) is as the following equation:

(3)

X(i, j) denotes a grayscale value of the original image X in

the point (i, j), Y(i, j) denotes a grayscale value of the origi-

nal image Y watermarked in N×N size in the point (i, j). 

Table 4 shows PSNR for red (R), green (G), blue (B),

luminance (L) space of the watermark image and luminance

(L) element of the JPEG image. Internal capacity of the pro-

posed method was calculated to be better than the conven-

tional way in most cases. In addition, the PSNR value is

better than the one in the existing method. The confidential

information which is not displayed in the JPEG image helps

PSNR 10log
10

2552

1

N N×
-------------Σi 0=

N 1– Σj 0=
N 1– X i j,( ) Y i j,( )–( )2

-------------------------------------------------------------------------------=

Fig. 6. QR barcode embedded in the Luminance area. The original data is a

Luminance area of the original image, the watermarked data is a luminance

area of the original data with the original barcode embedded, the original

barcode is a QR barcode watermark with watermark text information

embedded, and the detection barcode is data with QR barcode watermark

extracted from the watermarked data.

Fig. 7. Authentication of watermark text information by using the mobile QR

reader app.
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to prevent unauthorized copying and distribution of video

over the internet as it shows proof of ownership with easy

authentication via a hardware or software reader in the

extracted QR barcode watermark.

Table 5 shows the evaluation result of the watermark

robustness and recognition result of the watermark text

information in a JPEG compressed image. The watermark

text information of all images has been recognized in the

average compression ratio (CR) of JPEG image data, 60%,

70%, and 80% while the watermark information text of the

four images has only been recognized in the average com-

pression ratio of 90%. The watermark text information was

not recognized in the higher compression rate. 

Table 6 provides an overall comparison of the proposed

approach with the paper [15-17] on QR-barcode related

watermarking.

V. CONCLUSION

This paper proposed a QR barcode watermarking algo-

rithm in order to improve readability of the QR barcode in a

JPEG image. For watermark robustness, a QR barcode

watermark has been embedded in a wavelet-based low fre-

quency band. Visual representation of the extracted QR bar-

code watermark has been made and ownership information

has been authenticated via camera capture in a barcode

reader or a QR code reader in the smartphone.

Table 1. Extraction of QR barcode watermark from watermarked image and watermarked JPEG image-1

Original image
Watermarked image 

(LL Band)

Watermarked 

JPEG image

QR barcode extracting 

from watermarked 

image

QR barcode extracting from 

watermarked JPEG image 

(CR = 60%)

Lena

Baboon

Pepper

Splash

Airplane
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Table 2. Extraction of QR barcode watermark from watermarked image and watermarked JPEG image-2

Original image
Watermarked image

(LL Band)

Watermarked

JPEG image

QR barcode extracting 

from watermarked image

QR barcode extracting from 

watermarked JPEG image 

(CR = 60%)

Lake

Satellite

House1

Church

House2

Table 3. QR barcode extracting in a JPEG image by compression ratios

CR = 60% CR = 70% CR = 80% CR = 90% CR = 93%

Contribution of this paper may improve imperceptibility

and robustness which are the main digital watermark

requirements by embedding a QR barcode with watermark

text information embedded into a digital image. Ownership

can be authenticated efficiently and quickly by detecting a

watermark in the QR barcode reader application in many

devices or smartphones, such as a typical barcode scanner.

Therefore, the QR barcode watermark, as compared to the
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conventional watermark, can improve imperceptibility, robust-

ness and efficiency to easily detect a watermark.
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