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Abstract Steganography is a technique that uses hidden messages to prevent anyone apart from knowing
the existence of a secret message, except the sender and trusted recipients. This paper applies 24 bit
color image as cover medium. And a 24-bit color image has three components corresponding to red,
green and blue. This paper proposes an image steganography method that uses Triple-A algorithm to
hide the secret (Hangul) message by arbitrarily selecting the number of LSB bits and the color channel
to be used. This paper divides the secret character into the chosung, jungsung and jongsung, and applies
crossover, encryption and arbitrary insertion positions to enhance robustness and confidentiality.
Experimental results of the proposed method show that insertion capacity and correlation are excellent
and acceptable image quality level. Also, considering the image quality, it was confirmed that the size of
LSB should be less than 2.

Key Words @ Hangul text-Secret Message, LSB technique, RGB channel, Secure Steganography,
Triple-A Algorithm
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1. Seed1(S51) == ARSH
Table 1. Seed1(.51) random number usage

0 use R.

1 use G.

use B.

use RG.
use RB.
use GB.
use RGB.
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F 2. Seed2(52) = AlEH
Table 2. Seed2(.52) random number usage

1 use 1 bit of the component(s)

no

use 2 bit of the component(s)

3 use 3 bit of the component(s)
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i
Select a (Hangul) secret message (M), cover image (C), stego key (K)
(1)Caleulate the number of data bits in M (sm)
(2iCaleulate the maximum number of possible bits in C to use in order to
hide secret message (max.()

Get a Sliselection of pixel component by PRNG value) and S2(selection of
number message bits by PRNG value) as a function of the key (K)

l

(1)Get a PRNG for selection of component R, G or B using SL
(2)Get a PRNG to choose the number of data bits to be hide in the
selected component of R, G or B of pivel using 52

Select a character from a secret message |

I

(1)The secret message is divided into chosung(m, ) jungsung(my)and jongsung(ms)
(2Crassover between mymy; and myym,
(3Encrypt the message (m) using the generated key (K) to get £, (m)

!

Hide the encrypted informationin the cover image based on p(S2)-L5B
(Refer to the insertion position and S1, 52 information)

Confirm end of secret message(bits) ?

Yes

| Stego message

T2 1. Triple-A ¥12|&2 =MT
Fig. 1. Flow chart of Triple—A algorithm
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12 2. RGB At=zoflM LSB 24
Fig. 2. LSB hidding in RGB data
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(A) Cover Image(red)
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Fig. 3. Image steganography histogram
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Table 4. The result of inserting a secret message into
the cover image

m::;:erges 52 | PSNR gvﬁés[ﬁ E Capacity | Corr.

1 159.760 | 48.13 12.5 | 0.9995
2 2 | 51.396 | 42.11 25.1 -
3 | 51.124 | 36.09 37.5 -

1 150.384 | 48.13 12.5 | 0.9996

4 2 |45.646 | 42.11 25.1 0.9974
3 | 44.483 | 36.09 37.5 -

1 149.635| 48.13 12,5 |0.9994

8 2 |45.806 | 42.11 25.1 0.9971

3 |43.326 | 36.09 37.5  10.9898

1 149.395| 48.13 12,5 |0.9998

16 2 | 45.881 | 42.11 25.1 0.9968

3 |42.863 | 36.09 37.5 ]0.9897
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