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Study on High-speed Cyber Penetration Attack Analysis Technology
based on Static Feature Base Applicable to Endpoints
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ABSTRACT

Cyber penetration attacks can not only domage cyber space but can attack entire infrastructure such as electricity, gas, water,
and nuclear power, which can cause enormous damage to the lives of the people. Also, cyber space has already been defined as
the fifth battlefield, and strategic responses are very important. Most of recent cyber aftacks are caused by malicious code, and since
the number is more than 1.6 million per day, automated analysis technology to cope with a large amount of malicious code is very
important, However, it is difficult to deal with malicious code encryption, obfuscation and packing, and the dynamic analysis technique
is not limited to the performance requirements of dynamic analysis but also to the virtual There is a limit in coping with environment
avoiding technology. In this paper, we propose a machine learning based malicious code analysis technique which improve the
weakness of the detection performance of existing analysis fechnology while maintaining the light and high-speed analysis performance
applicable to commercial endpoints. The results of this study show that 99.13% accuracy, 99.26% precision and 99.09% recall analysis
performance of 71,000 normal file and malicious code in commercial environment and analysis fime in PC environment can be
analyzed more than 5 per second, and it can be operated independently in the endpoint environment and it is considered that it
works in complementary form in operation in conjunction with existing antivirus technology and static and dynamic analysis fechnology.
It is dlso expected to be used as a core element of EDR technology and malware variant analysis.
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(Table 1) Opcodes Frequency

(Figure 1) Four Stages to PE Classification
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3.1 System Overview

AHA QL Atoly] JEFAL SYjod 55 T =

R

Opcode | Goodware | Kernel RK | User RK Tools Bot Trojan Virus Worms
mov 25.3% 37.0% 29.0% 254% 34.6% 30.5% 16.1% 22%
push 195% 15.6% 16.6% 19.0% 14.1% 154% 2.7% 20.7%
call 8.7% 55% 8.9% 82% 11.0% 10.0% 9.1% 8.7%

XOr 1.9% 11% 2.3% 21% 3.2% 2.7% 21% 23%
and 1.3% 15% 1.0% 1.3% 0.5% 0.6% 1.5% 1.6%
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(Figure 3) DNN based Malware Analysis Overview
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(Table 2) General APl Patterns by Malware Group

Malware Activity API Pattern

FindWindowA, ShowWindow, GetAsyncKeyState, SetWindowsHookEx,

Key Logger RegisterHotKey, GetMessage, UnhookWindowsHookEx

GetDC, GetWindowDC, CreateCompatibleDC, CreateCompatibleBitmap, SelectObject,

Screen Capture BitBlt, WriteFile

IsDebuggerPresent, CheckRemoteDebuggerPresent, OutputDebugStringA,

Anti-debugging OutputDebugStringW

Downloader URLDownloadToFile, WinExec, ShellExecute

DLL Injection OpenProcess, VirtualAllocEx, WriteProcessMemory, CreateRemoteThread

Dropper FindResource, LoadResource, SizeOfResource

(Table 3) Frequently Used TOP 15 DLL files

No DLLs Frequency é
L kernel32.dll 3467435 £
2 user32.dll 912,115
3. advapi32.dll 441,914
14, ntdlLdll 18570 T T s
15, urlmon.dll 16117

(Figure 7) DLL Frequency with Feature Selection
and Processing
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(Table 4) Feature Processing Table

Feature Name Area 1 Area 2 Area 3 Area 4 Area 5
SizeOfInitializedData 0 1~50 51~250 251~400 over 401
DllCharacteristics 0~30k 32768 32769~34816 over 34817 non
MajorImageVerseion 0 1 2~15 16 over 17
AddressOfEntryPoint 0 0~1.5k 1.5k~9% over 9k non
ImageBase 4194304 16777216 4.29E+09 5.37E+09 the rest
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accuracy

(Figure 10) Accuracy Analysis with Tensorboard

(Table 5) DNN based Malware Analysis Result

Accuracy

Precision

Recall

99.13%

99.26%

99.09%
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(Figure 11) ROC Curve with Malware Analysis
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