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ABSTRACT

Although encryption for data protection is essential in the big data platform environment of public institutions and
corporations, much performance verification studies on encryption algorithms considering actual big data workloads have not
been conducted. In this paper, we analyzed the performance change of AES, ARIA, and 3DES for each of six workloads of
big data by adding data and nodes in MongoDB environment. This enables us to identify the optimal block-based
cryptographic algorithm for each workload in the big data platform environment, and test the performance of MongoDB by
testing various workloads in data and node configurations using the NoSQL Database Benchmark (YCSB). We propose an
optimized architecture that takes into account.
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Fig. 1. AES En/Decryption Flow
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Results
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