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A Substitute Model Learning Method Using Data Augmentation with a
Decay Factor and Adversarial Data Generation Using Substitute Model
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ABSTRACT

Adversarial attack, which geneartes adversarial data to make target model misclassify the input data, is able to confuse
real life applications of classification models and cause severe damage to the classification system. An Black-box adversarial
attack learns a substitute model, which have similar decision boundary to the target model, and then generates adversarial
data with the substitute model. Jacobian-based data augmentation is used to synthesize the training data to learn substitutes,
but has a drawback that the data synthesized by the augmentation get distorted more and more as the training loop
proceeds. We suggest data augmentation with ’decay factor’ to alleviate this problem. The result shows that attack success
rate of our method is higher(around 8.5%) than the existing method.
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Fig. 1. Traffic sign images of left turn. Left
image is an original image. Right image is an
image generated using adversarial attack
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Fig. 2. Process of Black-box Adversarial Attack
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Table 1. Pseudo Code for Substitute Model d
Training Algorithm r
o =1__1 (5)

Input: O, max,, §. Ay 14 Mt

1: Select model F

2: for p=0.max, 1 do d, % Tk e 2 F /E Ak 3 A
A 5] P F AR S Aol ol ) 0
5: // Training nioh wAEl wgRks A,,% ¥ AZE omlgie}
6:  O0p=train(F.D) oA WS ARl g AMEE Aot
7: // Jacobian-based data augmentation Aol i old e 03 14ko]e] o
o] i docay factor - W) ok o) W Y Gho] 0ol FHEE )b
Sy ={ztdam(AAD 25 }US, e el 2he) A, 27 el o
10: Apﬂ A, xd,(0<d, <1) - ° o T o

s
11:end for E]' O]'E— E—]é ‘H—T‘7] ‘?’]61—1' Ao]'z\l‘ t7]’ %%H;ﬂ.‘:} /‘J"}l: t
12:return 6, = 7
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Table 3. Architectures of Substitute Models(Conv: Convolution layer, Relu: Relu activation,
FC:Fully-connected layer)

MNIST GTSRB
A B C D
Conv(32,3) +Relu Conv(32.3) +Relu
Conv(32.3) + Relu Conv(32.3) +Relu
Conv(32,2) +Relu MaxPooling(2) MaxPoi)lin )
MaxPooling(2) Conv(32,2) +Relu Conv(64,3) +Relu Cone(64.3) fRelu
Conv(64,2) +Relu MaxPooling(2) Conv(64,3) +Relu Conv(64y3)+Relu
MaxPooling(2) Conv(64,2) + Relu MaxPooling(2) MaxPoi)lin )
FC(200) +Relu MaxPooing(2) Conv(128,3) +Relu Conv(128 3)-gFRelu
FC(200) +Relu FC(10) +Softmax Conv(128,3) +Relu '
. Conv(128,3) +Relu
FC(10) +Softmax MaxPooling(2) .
MaxPooling(2)
FG(512) + Relu FC(43) +Softmax
FC(43) +Softmax
She A% 27 A3Ecl e walnh meld 4 ) 24% 483 W) 37 4TS o 4
A SA B A bR el AsF 9.14%%, oF 8.5% 7k Aolsk ek o il
98] Liu S0 &l A olvh webd B Bl A% 4 24% A48 2%s 9ol ¥4
el A Sl TR AR AR A ATES oF 4058%4) W, Ammols ) 2a
3] Sksiet 2 g el T4 4TS o 47.35%%, o
Ao dlolel ARGl FOSME AHgstedonl 797k Aolrt et olsldl® Awb o 4] 8
e k& kA sl AR A dolelel R 48 AR Wb o TA 4TEl T8E o
37 4TES 24590 % sle,
Table 5.&= GTSRB dlo]ejAle] tisle] djA] =
43 N 2 9 0%} DE S AA A 2AE sdse
o], 7] 849 fifel uE 34 ATES v|u

Table 4..= MNIST dle]efAlell thale] thA Folch, MNIST dlolefAlol] wigh A= nhztriA]
KR [e]

(=

9 A9l BE 5AA AdH 34EE FES 2 Aupd o g 714 845 A
]
h s

W 7k sae ¥l W TA ATES NET  pEel ¥ 28% o 4 ook 4 84% 483
Foleh. eo) =k Ael wek 4] 240 A4 A9 ok 1-2% sl TA AFE] B8 sl
F7h A ABE 2 AR AL ASR 0 £ g olF Fel & el A 3 ol
oh 58 =032 A9l o] Aok Il =2 (3)ur} 94T o & ot

Table 4. Comparison of success rates when using MNIST dataset(w/o d: without decay factor, constant
d: constant decay factor, sigmoid d: sigmoid decay factor)

success rate(%)
€ substitute model A substitute model B
w/o d constant d sigmoid d w/o d constant d sigmoid d

0.1 1.31 1.28 1.36 1.36 1.39 1.33
0.2 6.85 8.15 7.02 6.42 7.06 7.59
0.3 40.46 49.14 45.83 40.58 43.27 47.35
0.4 71.52 75.31 76.45 68.75 72.64 73.49
0.5 83.06 85.18 85.83 81.22 83.75 83.95




1390

7ra] 8471 A

44 wlole] ojanlElo]ld S o] &3 HA =l 53} Ao wloly A4 W

Table 5. Comparison of success rates when using GTSRB dataset(w/o d: without decay factor, constant d:
constant decay factor, sigmoid d: sigmoid decay factor)

success rate(%)
€ substitute model C substitute model D
w/o d constant d sigmoid d w/o d constant d sigmoid d
0.05 33.78 35.33 34.06 31.54 33.45 33.34
0.1 56.81 58.28 56.96 54.39 55.83 56.53
0.15 71.07 71.98 71.45 70.43 69.88 69.75
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