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Abstract

This paper describes an efficient hardware implementation of modular square root (MSQR) computation over GF(p),
which is the operation needed to map plaintext messages to points on elliptic curves for elliptic curve (EC)-ElGamal
public-key encryption. Our method supports five sizes of elliptic curves over GF(p) defined by the National Institute of
Standards and Technology (NIST) standard. For the Koblitz curves and the pseudorandom curves with 192-bit, 256-bit,
384-bit and 521-bit, the Euler’'s Criterion based on the characteristic of the modulo values was applied. For the elliptic curves
with 224-bit, the Tonelli-Shanks algorithm was simplified and applied to compute MSQR. The proposed method was
implemented using the finite field arithmetic circuit with 32-bit datapath and memory block of elliptic curve cryptography
(ECC) processor, and its hardware operation was verified by implementing it on the Virtex-5 field programmable gate array
(FPGA) device. When the implemented circuit operates with a 50 MHz clock, the computation of MSQR takes about 18 ms
for 224-bit pseudorandom curves and about 4 ms for 256-bit Koblitz curves.
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Bl 214 <3 (elliptic curve cryptography: ECC)
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S
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A%l ECIES (Elliptic Curve Integrated Encryption
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GF(p) 7+ MSQR #A4ts 913 38H4 2] B ol
el 2FeFs] avfstar, MgelAs 29 A
(Euler’'s criterion)®} Tonelli-Shanks €12 5<
&3t MSQR Atks st=dol2 Fdstes W
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2. Tonelli-Shanks ¢ 8%
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1 35 © 2 Tonelli-Shanks ¢il2]& [12]& Bl %EgH
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Shanks %3852 GF(p)olA EEYH ATS

(exponentiation) 9A4HS 7wk 2 J&E F3ir},

2 =l A= NIST P-224 Kobliz 343 7%
A Faeo] B po] digk MSQRS &4 2= 7
AbeE = IEE Tonelli-Shanks ¢85S 7He

Input: X, a b, p 17: ift=1then
OQutput: R 18: goto step 35
1: zexPtax+b 19: else
2: §,Q,cE « given values; 20: ue t
3: Ry« 1R <z 21: fori=1uptoE—1do
4: fﬂri=m—1downtaldozz" "“_uxum"d.ﬂf
5: Ry« Ry X Rymodp; 23 ifu=1then
6: ifp;=1then 24 : go}_{?_step 25
7 Ry « Ry X Ry mod p; 25:  de«c® 7 modp;
& elseif i =S then 26: ReRxdmodp;

9. t< Ry, 27: ifi=1then
10: end for 28 go to step 35
11: h« Ry, 29: else
12: ifh=1then 30: gotostep 31
13: gotostep16 31: ced*modp;

14: else 32: ted?xumodp;
15: Return0 33: E«i;

34 goto step 17

16: &
* Rezamodp; 35: Return R

Fig. 1. Pseudo code of simplified Tonelli-Shanks algorithm
for NIST P-224 elliptic curves.
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S | Mem_ctri |
iPx1_en —| REGs | ASX_32-b |
iPy1_en —s ALU Data
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Fig. 2. Architecture of DF-ECC processor.
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Input: x, a, b, p
Output: R

zex+ax+b
P+l

‘Rez 4 modp;

U+~ RXRmodp;

cifu=zthen

gotostep 8

celse

gotostepl

‘Return R

DN DAL NN

(a) pseudo code

Py
N
o

iStart_ecc end_param end_mul

i_ent & (i_cnt = word_len)
& (j_intr_ent = 2)
& com_y2 z en

COMPARE
TZ

i_ent & (i_cnt = word_len) i_end
& (j_intr_cnt = 2) & (ecc_went = word_len)
& !com_y2 z en & (ecc_nent = 29)

oEnd_ecc

DATA OUT

end_mul

LTRZTR

(b) stage transition diagram
Fig. 3. Modular square root computation in the case of
p=3mod4.
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e FEz=] BA-1d sFets A
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o] AakdAth GEN_Y2 Aejol A= 474] -3 dto

|
Fe L, o] gh& COMPARE_TZ “Fejell Al 7]&
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B2 olsste] S =Wl A
o= @%‘%%‘ro}ﬂ, a8A e A

FHE Fol7b AR E ks dEWS w7k o
718}, mpAeto 2 DATA_OUT % o
W3 RS AN HT A s RE Y5,
o] ¢k=¥ Fole IDLE e sopiih
a7 4+ 29 19] 7FeFskE Tonelli-Shanks il
T2 stedlol® Fdst] g Al A4k o
52 Aedolzelth. IDLE AeElol A ¥ GEN_Z
FEHIZMAE 19 3-(b)eF YAl o]
LTR_ZTR e 19 19 FEF=9] p, ¢,
R, d %E% LR °o|d &g 5S o]§3te] Axtet
t}. COMPARE_TZ “JHl= A4te h g3 ¢ ghol
1994 s ah= @AlolH, GEN_EMI = 1
Y 19 Iz GA-2500M AHEE E—i—1E
|2bgtet. LTR_BAHEAA = rE2=9 ©A-25
AMS Fasta, GEN_R Aejoll A= @A4-26
AMS Fd R S AAbsth. GEN_CT “3H
| = SA-319 @A-329] ¢ 3t jhe ALk,
o] el7t ey t=121A st COMPARE_TZ

oEnd_ecc

DATA OUT

end_mul

\ i_end &!i_reg
REMAP \GEE_R/

Fig. 4. Modular square root computation based on Tonelli—
Shanks algorithm (in the case of p=1mod4).
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COMPARE
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i_cnt & com_tz_en
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li_cnt & ts_loop_en
& (loop_cnt = e_reg)

GEN EMI
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IV. FPGA 435

AAE BEY Alu ALsE2E 19 59 FPGA
AS ZHEA Ao
ATt Virtexs XC5VSX95T tupo]A7F AL-&5 A
o FPGA HEE UART A4S FEl PCet b

sl B42 PFe

dielgell sl Al

AHe AZE ol

Ato] Al FAFEE

FPGA board

e T

FPGA (Xilinx Virtex5 XC5VSX95T)

RS-232C

UART

¥
WRAPPER | 32 e
| processor

—

Fig. 5. FPGA verification system.

J%l 5. FPGA ASAIAH

FPGAel +3¥ MSQR <432 9] AAakA e}
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el A g, EEY g 59 =dd sk
H ZE7F @7 OP HolH el = Aol o=
wfsgd wAA] 27 dEEE MSQR dArke] Az
"ot 29 6-(a)v d=E HAA 2ol dis MSQR
o] EAEE A9 2 AWE Hola ) o
WA A z="e369_bd26_0cbe_c705_de7d_albb_5bdc_
b260_6383_d794_4d42_32d3_437d_837c”9ll thek MSQR
Axk AR y="a470_6ff4_9d33_583c_abd4_18a5_
0d3a_975e_b3c9_124c_9b24_ bc06_172c_03c3”°] A
oA 4= wAA 27F BHA Aol H P(ay) 2
g = A E o] AL At dH|ste] A
H 327t SutE A4S gl 19 6-(b)
= 98 WAIA] 2="d381_638_aad3_4fb6_dc05_da03_
Tee2_d164_6867_501c_b55d_0a26_{229_0d34” ol i 3l
MSQReo| EA3HA] &+ 459 247 e|r)
GF(p) el Alw< Ai7lso] 7€ ECC =
ZAAE Virtex 5 XC5VSX95T t]ulo]A~w A
g A3 1,128 &etola7E AHEE e, 50 MHz
o] 25 FuE 4T F dFol FAHA
E} 2t 7)o wel MSQR dAtel 285 &= &
2 Alo]ZF e 7 13 Zv}h Param_GENS #3HA)
AakEz o] =79k Montgomery wil< #1139

@ Hardware Result

<BG[I5I]MIEIICIMBSABFSA1 3ZﬁﬁﬁﬂddBDB?DJ’BFDBBAZJ’UBBHHHEEFFBd
*¢369bd260cbec705de7dalbb5bdch2606388d7944d4232d3437d837c
<A4706FF49D33583CABD418A50D3A975EB3C9124C9B24BC06172C03C3

@ Software Result

Input message @ Oxe36%d260checT05deTdal btiSodcb2B0B3304794404232d3437083Tc

y'2 value : OxdbS56c58c38cdBeabiod7 2622081 4c1 bb435c2! d7f 42504 BcT548

Sauare root calculation result @ Oxad706ff49433583cabdd 1 8a50d3a975eb3c 1 24c9024bclB1 T2c03c3
Sauare root calculation result*2 @ OxdbB56c58c39cdBeab547 2622081 dc! b0bd35c21 dTf42604d fBCT54B
The sauare root exists,

(@) in the case when modular square root exists

(@ Hardware Result

>Sfeb FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 1

>FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFE
<B40504850C04B3ABF54132565044B0B7D7BFD8BA270B839432355FFB4
*d3681636caad34fb6dc05da037ee2d1646867501cb55d0a26f2290d34

{=

@ Software Result

Input message :  (xd38163Bcaad34fbBdc05da03Tee2d| B4GRETE0I chB5A0aZ6 229034

y°2 value © OxeT57f 58069723003 3abef SoToh18aT1 346achdTc TaB65dTORZE24

Souare root calculation result : OxdB373537c26799f TccaBZ! 6f5324d 076 39c5453008054e702¢H!
Sauare root calculation result*2 : (x7c25280c6051 62eclbedb] 2000661 397622062602725:9377 Tbc ! 34
The sauare root does not exist,

(b) in the case when modular square root does not exist
Fig. 6. FPGA verification results.
Ol 6 FPGA 235 23
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e A 2 Montgomery =M <¢lo 2 HFlo
~8¥E 5 AlolE & yEha, COM_Y2Z
v AR A2 A gl A8 HeE F5
AtolE & vEbdth 19 19] 7herstE Tonelli-
Shanks &ilg]5& A&ste dvode d8H=
HIAA] ol whel MSQR A4kel A~a¥ = S5 A
olF F7F gk, £ loll= o] wAlA dlo]
Ho| o) ubE Axle]l HT S AA YT 3
H 327 50 MHz 25 F942 s4ste 45

of, 224-H|E % ﬂd% T4 9] A= MSQR
Axbell ¢F 18 ms7} A8 %W, 256-H] E Koblitz =f

Ao Aol oF 4 ms7 2
oAet.

Ao 7ty

Table 1. Number of clock cycles used to compute MSQR
depending on elliptic curve size.

E 1 EFMSM F7|of w2 MSQR At aL=E
2= 4+
Field | Data | Param COM
Size |Input| GEN ECPMAP o7 Dout Total

P192K | 26 | 17,005
P192R | 26 | 17005 | 66,018 222 210 83,481

77,442 222 210 94,905

P224K | 30 | 23343 | 352,179 0 273 375,825
P224R | 30 | 23343 | 874,354* 0 273 | 898,000+
P256K | 34 | 30,077 | 170,184 | 360 334 200,989
P256R | 34 | 30077 | 98616 360 334 129,421
P384R | 50 | 67,357 | 470,052 732 708 538,899
P521R | 70 | 134837 | 727,005 | 1377 | 1,343 | 864,632

* data dependent(average values)
V. ZE

B =R A= EC-ElGamal &717] 432 ¢
Q

Qa3 25 AlF Azt o}C—?ﬂoi T W
S Aekslar, ECC Z2ZAA9 #3kA A3 =9}

RElE ol &3t GF(p) dellA e Al ks
ool 2 FdstAth AAE MSQR At =&
Virtex-5 FPGA tju}o] 2ol f&3sle] st=9o] 5
28 AZ=3Y ocq LT E o] AX Ay} dF
sto] gvtE F4ete As RIskA T GFR(p) ol
A A Aate] FFdE ECC Z2AM|AE Virtex
5 XC5VSX95T tufo]xz Ak A3l 1128 &

gol 28 FHE o, of 50 MHz9| &5 Z-ﬂr'r
2 54 7bedhs gelstdh  =ielA = At

RSN

# MSQR 14h8H 2 32 mE doje)s)se] &
A szt WueE Aol %L@sw_o—»}
doles 2z WE b 2§34 Aus 2o T
Su AfuE 25 AolE b Aol ws AL

o] 7hs s,
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