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Counterattack Method against Hacked Node
in CAN Bus Physical Layer
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Abstract

CAN bus in automotive applications does not assign node addresses. When a node is hacked and it transmits
malicious data frame, it is difficult to resolve which node is hacked. However, this CAN bus internal attack seriously
threatens the safety of a car, so a prompt counterattack is necessary in the CAN bus physical layer.

This paper proposes a counterattack method against malicious CAN bus internal attack. When a malicious data
frame is detected, an intrusion detection system in the CAN bus increases the error counter of the malicious node.
Then, the malicious node is off from the bus when its error counter exceeds its limit. A CAN controller with the
proposed method is implemented in Verilog HDL, and the proposed method is proved to counterattack against
malicious CAN bus internal attack.

2 o
Aol AHEFHE CAN B2t wemol] F48 Rolsha) g7] i) ofe] wn 3 st s14< Fstel etel=al do]
o

B ZA9)e A5selE o) wms} 81 gPEA] e olgeh % olel @ CAN w29
A 2 950 9 slone CAN sl Sel AF 4530 dAselor .

2 =R CAN B2 oA ool el dlole] Zajglel 7| A4 A Azdo] Wy 37 weel o
g Z7HIAAN M2oA] Bl oz oholAel TS olahts J1ES ANk Ak 71 ES YA CAN AES
©8 Verilog HDLE ©] §3to] 783493, o8 Faf A2kt %ol CAN W29l ofo] 4l Wi $48 Wol¥ & 98-8
selstaek

Key words : Controller Area Network, Internal Attack, Counterattack, Error Counter, Bus Off

* School of Electronic Engineering, Soongsil University . ME

* Corresponding author

-mail : Q : -2-820— - o
]% mail : sslee@ssu.ackr, Tel : +82-2-820-0692 OLu fHie] 2= CAN(Controller Area
% Acknowledgment

This work was supported by the MOTIE (Ministry of Network) WZ=[1]-[4]& 7|dte =2 =p=5F Jji9

Trade, Industry & Energy) (10080649) and KSRC (Korea ECU(Electronic Control Unit)5< 9733 ¢t}
Semiconductor Research Consortium) support program for . ey = s o .
the development of the future semiconductor device. CAN ™9 574 Bl defl Frefshs =
Manuscript received Dec. 28, 2019; revised Dec. 30, 2019.; ZE59 F47F EAEA EevE Holg o= T
accepted Dec. 30, 2019, A A% OF A% 5 RS 20 AL AN

the Creative Commons Attribution Non-Commercial License

. . . . X o} L o ] S 3Ly E A Zie:
(http://creativecommons.org/licenses/bync/3.0) which permits sAlel Bk HobHE AT Saldl s
unrestricted non-commercial use, distribution, and reproduction = s Z FUE FFHste] ool Al Holg =
1r.1t ezziny medium, provided the original work is properly Pole Axst= A% o it dolE =zl
cited.

= FAEREA & F jl7] Wi Y =5

(1469)



Counterattack Method against Hacked Node in CAN Bus Physical Layer 355

AFst= slo] w9 o gt o] F A ofe] Al ©o]
H zyds A X 4§ CAN HA2E 3453t
A AA BAAR XS Bt AU e w&
& A5t ARl A el E F de T4
stA & & AUk

2 =il A e CAN W 2dA B8E = &= 3
7HA A Avg & AWetal ol & Wold & 3l
= WHES At =gk Aleks WS CAN
AEZ ®A3te] Verilog HDL (Hardware

description Language) ©]&3le] F33st A&
dojdste] Fads A3

II. CAN HAo| L& 3 ol 7Y

1. CAN ¥ 29 98 &g 7|9

CAN W29 & »==3+= TEC(Transmit Error
Counter)9} REC(Receive Error Counter)”} 12
1, o]& o]&3ate] olej7t AF A= =27t
1S WaljetA] s A g

2

2 o] A=
Lo FF

L mEEA e ds g =Zgle
AA 7=, olu] $4l =9 TECE 8% Z7t
stAl "ok 2l m=o] Ae b WA ey Z
A& WAYAIZ =9 RECE 8%F S7hsta o
2 =X RECE 1% F7hgtth WA A7} 4%
Hog AFHH $4 =29 541 ==9 TEC}
RECE ZHzb 14 743}

719 12 TEC®F RECe| whe} == 4] ®igs
el Zlot), o] dElE AEHE FAE H4
A& F8gaAu TEC E+= REC7F 128 o] 4o]
A ool A B FErt o] FFalel] tha Aok
W=t o 7] FHT A2 TEC7F 256 ©]do] 5
W W2 02 A7 Ho] WA AAFHos
g F5ale]l FXHETE Holth 2 =l A

TEC<128 and REC<128 w Reset or 128 times 11

consecutive recessive bits

TEC>127 or REC>127

TEC>255

Fig. 1. Node state transition with TEC and REC.
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@ Malicious data frame 4) Malicious node is (3 NES in the IDS

is transmitted with off from the bus sends error frame

NID=32 (general attack), by increased TEC. repeatedly to expe
L malicious node.

Node 1 Malicious

(ND :04) | (NID:32) ||
ecan. | )‘(Errorframe) NES
3:2 TID 1 32) — DS
Node 2 /[ Node 3
(ND:08)| / |(NID:16)

(@ IDS detects general attack by
analyzing data frame contents.

Fig. 2. Counterattack to general attack.
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(@ Node 1 detects spoofing attack, since
the data frame pretends node 1’s ID (NID=4)
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@ Malicious data frame is transmitted by node 4 (NID=32) with NID=4.

@ Node 1 (NID=4) detects spoofing attack, since node 1 does not
transmit but its NID is used in data frame.

@ NES in node 1 generates error frame to try to expel node 4.

@ TEC of node 4 is increased by error frame.

(® NES in node 1 repeatedly sends
error frame to try to expel node 4.
® TEC of node 4 is increased
by error frame.
@ Node 4 is off from the bus
by reaching TEC=256.

X

Fig. 4. Simulation waveform of counterattack against general attack.
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@ Malicious data frame is transmitted by node 4 (NID=32) with NID=4.
@ Node 1 (NID=4) detects spoofing attack, since node 1 does not

(® NES in node 1 repeatedly sends
error frame to try to expel node 4.
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transmit but its NID is used in data frame.
@ NES in node 1 generates error frame to try to expel node 4.
@ TEC of node 4 is increased by error frame.

® TEC of node 4 is increased
by error frame.

@ Node 4 is off from the bus
by reaching TEC=256.

X

R

Fig. 5. Simulation waveform of counterattack against spoofing attack.
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