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Abstract

In this paper, we propose a technique for spatially encrypting confidential data into R, G, B planes of 

color image and extracting spatially encrypted confidential data. The effectiveness of the proposed technique 

is verified by mathematically analyzing the quality of the stego-image generated using the proposed 

technique. The proposed technique can hide confidential data securely into cover image by spatially 

encrypting the confidential data, and can extract confidential data from the stego-image. The quality of the 

stego-image created by applying the proposed technique is very good. The average value of the quality of the 

stego-image is 51.14 dB. Therefore, it is not visually recognizable whether the confidential data is hidden in 

the stego-image. The proposed technique can be widely used for military and intellectual property 

protection.
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1. Introduction

Data hiding techniques are used to hide confidential data into cover images. Confidential data can be 

extracted from the stego-image which is generated by inserting confidential data into a cover image.

In the data hiding technique, the confidential data hidden in the stego-image should not be recognized by 

the human. Therefore, imperceptibility is very important in data hiding.[1] [2] It is possible to satisfy the 

non-recognition property by making the quality of the generated stego-image excellent by hiding confidential 

data in the cover image, so that the difference between the cover image and the stego-image can not be 

recognized. Therefore, it is important that the stego-image must be generated almost the same as the original 

cover image. A technique for hiding confidential data at the LSB has been proposed.[3] If confidential data is 

hidden in the LSB, confidential data can be easily extracted from the stego-image. Various data hiding 

techniques have been proposed. [4] - [9] In this paper, we propose a technique to hide confidential data in 

LSB and to confidentially encrypt confidential data to solve problems that occur when confidential data is 
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hidden in LSB. The composition of this paper is as follows. In Section 2, we describe the technique of data 

hiding in LSB. In Chapter 3, we describe the proposed method for spatially encrypted confidential data 

hiding. In Section 4, we describe the mathematical analysis of the quality of the stego-image. Finally, we 

conclude in Chapter 5.

2. LSB Technique

The pixel value has a value between 0~255 since the pixel is represented by 8 bits. The technique of hiding 

confidential data in the LSB hides the confidential data in the least weighted LSB among 8 bits representing 

the pixel value as shown in Fig. 1. When 1 bit of confidential data is hidden in the LSB, the pixel value is 

increased or decreased by one at most. Therefore, the value between 0~255 is changed by 1 at most. Since 

human vision can not detect such a small change, it is impossible to recognize whether the confidential data 

is hidden in the pixel. This method has a disadvantage in that the original pixel data is changed, but there are 

advantages in that the confidential data can be simply hidden in the pixel data and the confidential data can 

be easily extracted.

Figure 1. Confidential data hiding in LSB 

3. Proposed Technique

If confidential data is concealed in the LSB, everyone can easily extract confidential data. In order to solve 

this problem, this paper propose a method to encrypt spatially confidential data in color image.

The color image has R, G, and B components. It is possible to construct the R plane by separating only the 

R component from the color image, form the G plane by separating only the G component, and form the B 

plane by separating only the B component. Confidential data is concealed in the LSB of each pixel for each 

of the R, G, and B planes as shown in Fig. 2.

      
        (a) R plane               (b) G plane                (c) B plane 

Figure 2. Pixel order to hide confidential data by spatially encrypting in the R, G, and B 

plane
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As shown in Fig. 2, confidential data is concealed in LSB of each pixel in the following order. R(0, 0), B(0, 

7), G(0, 0), R(0, 1), B(1, 7), G(0, 1), R(0, 2), B(2, 7), G(1, 0), R(0, 3), B(3, 7), G(2, 0), ..... R(7, 7), B(7, 0), 

G(7, 7). Here, R(0, 1) means a pixel where the value of the screen coordinate system in the R plane is y = 0 

and x = 0. G(0, 1) represents a pixel where the value of the screen coordinate system in the G plane is y = 0, 

x = 1 and the confidential data is reversed to be hidden. If confidential data is concealed in a color image in 

this way, confidential data can be spatially encrypted and concealed, so confidential data can be safely 

hidden in a cover image. Confidential data hidden in the cover image can be safely and completely extracted 

in the same way as concealed.

Fig. 2 shows an example of hiding confidential data by spatially encrypting it, but various modified 

methods can be applied to this spatial encryption pattern.

4. Mathematical Analysis

By applying the proposed technique, the quality of the generated stego-image can be measured as shown 

in Equation (1). In Equation (2), C(i,j) means the pixel value at (i,j) in cover image, and S(i,j) means the 

pixel value at (i,j) in stego-image.

          PSNR=10 log10(2552/MSE)                                          (1)

X-1 Y-1

MSE=(1/XY) ∑ ∑ [C(i,j)-S(i,j)]2                                                (2)

i=0  j=0

When confidential data is hidden in 512x512 color image according to the proposed method, the quality 

of the stego-image is calculated according to Equation (1) as follows.

Case 1: When the value of LSB in each pixel of the R, G, B plane is completely opposite to the 

confidential data to be hidden, the value of MSE in Equation (2) becomes 1 and the quality of the 

stego-image becomes 48.13 dB. Here, G indicates that the value of each pixel in the G plane is subtracted 

from 255 to be inverted. That is, Equation (3) is applied to all the pixels in the G plane.

       

G=255-G                                                       (3)

Case 2: When the LSB value of each pixel of the R, G, B plane completely coincides with the confidential 

data to be hidden, the quality of the stego-image becomes equal to the quality of the original cover image.

Case 3: When the LSB value of each pixel of the R, G, and B planes is 50% identical with the 

confidential data to be hidden, the quality of the stereo-image is 51.14 dB because the value of MSE is 0.5 in 

Equation (2).

Actually, the larger the size of the original cover image, the more convergent the quality of the 

stego-image becomes in Case 3. In the case where the fine change of the image is uniformly distributed 

throughout the image and the quality is 40 dB or more, the difference between the original cover image and 

the stego-image can not be distinguished by the naked eye. Therefore, when confidential data is concealed in 

color image by applying the proposed technique, the quality of the stego-image is maintained at 51.14 dB, 

and the visual quality of the stego-image is the same as that of the original cover image. And confidential 
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data hidden in the stego-image can be extracted completely without loss.

5. Conclusions

In this paper, we propose a technique to encrypt confidential data spatially and hide it in color image. 

When confidential data is concealed by applying the proposed technique, confidential data can be spatially 

encrypted and securely concealed. The maximum number of bits that can be concealed is (image width) * 

(image height) * 3 bits, and concealed confidential data can be completely extracted. It is impossible to 

visually distinguish the difference between the stego-image and the original cover image because the quality 

of the stego-image generated by concealing confidential data on the color image as in the proposed technique 

is 51.14 dB. Therefore, it is impossible to recognize whether the confidential data is hidden in the stgo-image. 

The proposed technique can be applied to various fields such as military and copyright protection
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