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Ultra-light Mutual Authentication Scheme

based on Text Steganography Communication

Wan Yeon Lee*

Abstract

Previous mutual authentication schemes operate on the basis of validated cryptographic functions

and hash functions, but these functions require a certain amount of memory capacity. However, since

ultra-lightweight IoT devices have a very small amount of memory capacity, these functions can not

be applied. In this paper, we first propose a text steganography communication scheme suitable for

ultra-lightweight IoT devices with limited resources, and then propose a mutual authentication scheme

based on the text steganography

communication.

The proposed scheme performs mutual

authentication and integrity verification using very small amount of memory. For evaluation, we

implemented the proposed scheme on Arduino boards and confirmed that the proposed scheme

performs well the mutual authentication and the integrity verification functions.
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Fig. 1. Comparison of cipher communication and steganography
communication
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[I. Preliminary Knowledge
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1. Text Steganography Communication
Al A &Y B2l e (A ARRAL o] 9ol = A

1574 Z}% ARE QTte] B

oA 2Hg3 S

B3 A4

T
o
o =
N

2% o [
N
N
™
B e o
oM, ¢
ol .
N
=1
o,
o
an

N
e
=[] 11
To

to of, i
>

ol (ORI
o
Moo XN o

o,
Ho
:?1:,"
X d

) o

e ;g

2
>,

Al AHEE A
(steganography) 71§
W ooy 7|me nAE I7]9 WAx

&2
< o

O 2L BNl o
1z é N o

N o
18
=
ﬂ?i
N
=
_>,i
o,
rlr
oﬁ
[

__>,4_,‘
2

=

=

o

>~

el

op

ol

Qo

32

o

ol

ol
rir

=
>,
X
2
d
N
i)
X
nﬁL‘
K
[t
]
=
ot
_O‘L
2
AL ol
ym
]

O

>~

&

_O‘L

of J‘J

¢

>,

)

[

o

e

o, F
[o

=

ox
o

fetl

e

o

o N

au

L

o

i,

&5

N

mi 1o ofx
>
N

o o

)
Q2 ox
[
= oo M

ol

‘F

o,

o

=

rir

[

o

_O‘L

rir

Sl

>

ne

1o

=5

>

ols
=
ol
=L
£

rUR

3, dukA o2 “NULLS xﬂﬂ%xl% A8 A
- U—LLu X‘”Oi—l‘xl'

41 1o

ﬁmlj

Hlo|Eof 24
Al Hagh gn
A “NULL® Alo1#4} 5] o 0%‘ l A= 2Hd Areh W vhA|
g dlo] E9] AR E AMR3slY faA AAE Tt
ArF ZEehd “NULL® AlolEAt He] 999 = 24
ARE BHAsly, §a4 AAk] Adshd “NULLS AlolEat
Hell e 24E~ 2H7IR FAFsk

oy ;g

rulm 2
_\lr,

AKE . £ B4 7PHE ke ] Al el et Faie
L $4AH =% ol gl HAAE Ad 24 )

A 9o Aieta, AE wWAA 2o HiE Ho &
ou)gh= AlolEAt “NULL"S Ael st
2. AlolEAL “NULL” #9] &2 gl &4staztehs 4
HE AR ofgd WS ARgste] tiAY EAE WE
ato] Ateleith aela wgw F7)9] wa
A 24 ARIE Qlvh= As HAshs fad gk
Aol ofgrl WS VW ® Alakste] et
3. FAAR= ezl YAY 4 MjdS 149 A7) o
AR el oba] AR A A EE
4. A= A5 YA" A4 v Fell A “NULL” Alol&2t
el ol tAd ARES Rejsto] ARl okse s
ARgsle] &Y AHIE dEAE ERlske Fad AR &
i},
5. fraA FAME Bslol &
“NULL” Alof2} H el 9l

>
o
=3
>
=2
=2

&4 ARIE el ElEd
= OAE el A A of

“NULL" A4 el 9= tAd 2k il
2 Aejshar A,

eI ME | 97 |46 00 | 23 | 37 | 14| &

t 23

2" = |
U

g 123455
£ 7

Mel16 | 97 | 114 (116 00 | 14| 36 | b8
s t a r t &

> g

LIHAL 100 & &
uj 2| €

Fig. 2. Working example of the proposed text steganography
communication
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2. Communication Integrity Verification Scheme
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V. Conclusion
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