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Abstract

JAs smart device penetration rate is more than 90%, mobile transaction ratio using smart device is

increasing. Smart contracts are used in various areas of real life including smart trading.

By applying smart contracts to the platform for smart transactions through block—chain technology,

the threat of hacking or forgery can be reduced.

However, various threats to devices in smart transactions can pose a threat to the use of block

chain Etherium, an important element in privilege and personal information management.

Smart contract used in block chain Ethereum includes important information or transaction details

of users. Therefore, in case of an attack of privilege elevation, it is very likely to exploit transaction

details or forge or tamper with personal information inquiry.

In this paper, we propose a detection and countermeasure method for privilege escalation attack,

which is especially important for block chain for secure smart transaction using block chain

Ethereum.

When comparing the results of this study with the results of similar applications and researches,

we showed about 12~13% improvement in performance and suggested the future countermeasures

through packet analysis.
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[I. Preliminaries

1. Related works

1.1 Smart trading
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Table 2. Characteristics of Blockchain[6]

Divide Merits Demerits
No personal information
r ir Provi high .
equ ed./ des hig Possible to settle
. anonymity compared to . .
Anonymity illegal transaction
payment methods such as Hoe
bank account and credit P
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5 p2p deals without authorized | Accountability
p=p third parties obscurity
) ) Actual size of
. Easil ild and connect . .
Scalability sily build and by transactions in the
open source
economy
Disclosure and access to all
) Track all
Transparency transaction records / .
S . transactions
Cultivating transactions
Joint ownership of the book | Hacking of private
Security / Reduced security related | keys, no solution
costs when lost
System Single point of failure does | Real-time, large
stability not exist capacity difficulty

Table 1. Smart trading market growth rate forecast[4]
(unit : 100 Million won)
Year amount growth rate
2017 782,000 -
2018 934,000 19.44%
2019(e) 1,115,000 19.38%
2020(e) 1,331,000 19.37%
2021(e) 1,590,000 19.46%
2022(e) 1,898,000 19.37%
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1.2 Blockchain Etherium and Use case
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Table 3. Scenario using Blockchain technology[8]

Application field Utilization plan

Fast settlement of stocks,
and low transaction costs

) . . bonds, etc.
Financial Services

Medical information | All medical information connected to

ecosystem patient, hospital, etc.

Digital copyright
protection

Record the usage history of music files
in a public Blockchain, etc.
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1.3. Smart Device Threat Factors
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Fig. 1. Infection code through packing file[12]

i SAe e} hl R
el F8 Ane] Hse] A FaARE FEdn 974
AlokE Falol & vk Aol vd B2 ART F ok

Blockchain Etherium 71&< AR&-3te] 2k ARgA17}F 22te)
gro] W 3-g W3S 7FAal Smart ContractE & 73-¢- B3k
So® Qg MIAETA A Avizs A Azdd 4
A Aol 2 olg7k E 4 Sith

Table 4% Jiang®] AtollA A3k ct=gole o=

el Folvh13,14].

Table 4. Malicious code type classification[13,14]

Division Attack means

Elevation attack Gingerbreak, Asroot etc

Charge Phone call, SMS etc

Remote control SMS, Net etc

Personal Information extrusion Number, User Account etc
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[ll. Privilege Elevation Attack Management
for Smart Transaction Security on Block
Chain Etherium Based System Scheme
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Building private system to use Blockchain Etherium
Create a sample transaction with Smart Contract

l

Insert sample malware for privilege escalation attack
Invoking a system function for the transaction for which
you want to use privileges

l

Execute ioctl () via system function call

Execute BINDER_WRITE_READ request among ioctl ()
command

binder_transaction () Search struct: binder_write_read
/ binder_transaction_data

l

Malware monitoring
— Risk Detection: Primary Warning
— Packet analysis: After 3 packets analysis result print

l

Block all permissions when checking for malware

Fig. 4. processing process
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If it is determined as malicious code during repetitive
operation, BR_REPLY is canceled after

l

Warning message about this code and related
processes and disable all permissions / Malicious code

Fig. 5. binder_transaction detail processing
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Table 5. part of Struct for detection code

struct binder_transaction_data {

union {

size_t handle;
pid_t sender_pid;
uid_t sender_euid;
size_t data_size;
unsigned int test;
size_t offsets_size;
union {

struct {

const void *buffer; ...
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Table 6. Experiment environment

— Blockchain version :

sample instance : AWS

OS : ubuntu server 16.04 (HVM)
sample : 3 (geth2, geth2, heth3)
agreement method : PoA

Smart Contract language : solidity
Smart Contract connect tool : Mist

Blockchain Etherium private system

- Memory : 2GB

— test tool @ wireshark

— packet format : pcapng
— result format @ xml
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$ sudo apt—get install docker.io

$ sudo usermod —-aG docker $(whoami)
$ sudo curl =L "https://github.com/do...ompose
$ sudo chmod +x /usr/local/bin/docker-compose

Fig. 8. Docker compose configuration
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Fig. 10. Packet analysis capture screen via wirewhark
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Fig. 11. xml screenshot for results
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Table 7. Performance evaluation

Division Case A Case B Case C
read time 549ms 602ms 622ms
write time 1003ms 1108ms 1151ms
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IV. Conclusions
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