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Abstract

Recently, UAV manufacturers are developing UAV system in a form that can be controlled by CS

regardless of UAV kind and using STANAG 4586 interface standard considering Interoperability.
STANAG 4586 is a NATO military standard developed to control various UAVs with standardized
equipment. In such a case, UAV handover will inevitably occur and it is one of the most important
function for safe UAV flight in platform using STANAG 4586. In the future combat situation where

collaboration between AV and UAV is anticipated, seamless handover of UAV is a part of continuous

research. In this paper, we propose requirements for UAV handover based on ARP 4761 safety

assessment and analyze feasibility of the requirements by comparing UAV handover process in

STANAG 4586. As a result of the comparative analysis, the proposed handover requirements based

on ARP 4761

includes all the handover procedures of STANAG 4586 and present additional

considerations for SOP creation and CS development. Applying the proposed handover requirements in

the UAV development process can reduce the probability of loss of UAV control over the handover

process and it can be expected to help improve the safety of UAV.
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[I. Preliminaries

1. UAV Operational Concept
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Fig. 1. Stovepipe Type UAV Operation
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Fig. 2. UAV Operation Considering Interoperability
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2. STANAG 4586
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Fig. 3. UAV System Structure based on STANAG 4586
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[1l. The Proposed Requirements

1. Proposal of Handover Requirements
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Table 1. Hazard identification for UAV safety assessment

Classification Failure Condition Cases
Altitude and Speed 7
- Stability Change 4
Stagmty Manoeuvre UAV 10
Control Manual Control 4
Launch Control 4
Control Flight Path 18
Position, Heading, Altitude 12
Save & Update Mission Route 7
Monitoring Flight Path 3
Air Navigation Automatic Take off & Landing 33
Terrain Avoidance 15
Sensitive Area Avoidance 10
Controlled Airspace Avoidance 10
Danger Areas Avoidance 10
Ground Control Control Speed on the Ground 20
Control Position on the Ground 29

Monitoring Data—-Link
Control Data-Link Path

Data-Link Data-Link Failure/Degrade
Management - -
Defend Jamming & Stealing
Monitor LOS Terrain Proximity
Payload Control Sensor
Telemeter S&C Parameters
Monitoring Telemeter Air Nav. Parameters
Mission Telemeter GND Control Params.
Progress Telemeter Flight System Status

Monitoring Weather Change

Flight System
Management

Flight System Status
System Emergency Actions

Flight
Preparation

Mission Planning
Launch Preparation

NG| — N N =
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Airfield ATC Voice Comms
Detect Airfield Visual Signals
ATC En—-Route Comms
Visibility Tracking

-

Communication

Management
ATC Frequency Management
Comply ATC Procedures
Emergency Broadcast
Detect Traffic

o Determine Traffic Relative Track
Collision Traffic Separation
Avoidance P

Collision Emergency Avoidance

QO N |0 |IN|0 0N |5 W ©

Visual Air Traffic Recognition
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The operator should be notified when an incorrect command

/,/-./ At4 is entered.
‘r--. A-15 UAV altitude and location tracking shall be monitored
&. throughout the time under the control of the operator.
g UAV s A-16 The UAV operator should bg able to monitor the UAV mission
. . planning process in real time.
Data Link (1) ; Data Link (2) A17 The UAV operator should be able to check the UAV mission
2 b = map and route update status in real time.
'S
B The operator of CS2 should be able to reconfigure and initialize
‘ coT (1) ‘ ‘ CDT (2) ‘ A18 the CS and ensure sufficient initialization time.
I I A-19 UAV-related warning messages received in CS1 should be
shared with CS2 before handover starts.
‘ VSM (1) ‘ ‘ VSM (2) ‘ A-20 Inspection and warning messages of CS should be
checked/processed before H/O.
\ / When CS initialization is performed before H/O, the ATC
A-21
i frequency should be set.
Public Interface A-02 CS1/CS2 shall define the standard operating procedure (SOP)
Based on Network for the UAV to be controlled.
Communications between CS1 and CS2 should not be through
A-23
UAV.
CS1/CS2 should inform the ATC of UAV H/O occurrence
‘ cucs () ‘ ‘ CUGs (@) ‘ A-24 | information before H/O and communicate for local
information transmission.
csi cs2 B Data-Link Return
B-1 CS1 shall be able to recover the control through the stop
Fig. 4. UAV Operation Considering MBB Handover command in the UAV H/O process.
If the UAV ID and type can not be identified or are different
B-2 from the mission plan, the H / O should be canceled
° 7 3 ¥ Qs BAE 7 : :
Table 19} 42870l o3t 9o AS B35l Flg. 49 2 In case of non/incorrect response such as speed, altitude,
o] 2 719 dolE¥garl EAlst= AstoA UAVZF MBB B-3 | direction of UAV, H/O should be stopped and retumed to
- original CS.
HEA] © T OHE
(Make Before Break) g o s CSloﬂ H CS2= t‘sH"*“]ﬂ = If the UAV operator can not control the UAV, or if the path
_’Ilz‘sgz:sl—l:]-]_ 7}23 3]._]—!_, ;HE_?_HQ] ?l—;ﬂ/\éjv,} X_]I 7@@9_; O‘j‘ﬂ—o] B-4 tcanthnot bg phéaln?:esti, the H / O should be stopped and returned
_ o the origina .
ol= 9] o e 5 913 = &l
/‘)\‘— H—@*&i 9235 E%O]’Mr/]—' O] 31?‘51— H—@*&ie Xﬂﬂ Ol' The control of the UAV is only possible with mission planning
a1 UAV %_g_g] -%]‘?‘}?_ Il /\}6(;-?‘ ?l—@/\é% ql—_f‘:tg— _/I: %1\% B-5 | & updatez,I and H/O should be stopped if direct control is
_ _ o B not possible.
§H59—1ﬂ 3—?‘*}%% Table 29} ZE—_}O] -ZL]%‘ E—%g}oq xﬂ?l—?ﬂ—l:]—. When a UAV-CS message is corrupted or missing, the
B-6 | message is requested to be retransmitted, and if the message
can not be transmitted normally, the H/O should be stopped.
Table 2. Proposed UAV Handover Requirements If CS2 does not respond to the H/O command of CS1 or
B-7 | if loss of data link to UAV before H/O completion is expected,
D Proposed Handover Requirements H/O should be stopped.
- B8 When the data link returns to CS1 due to some H/O stage
A Control And Operation - failure, it should inform that UAV is under control of CS1.
A1 | The UAV shall be controlled by a single CS. - B-9 The UAV emergency situation occurring during H/O is
A-2 The U,lAV operator shall inform the CS that the UAV is under controlled by CS1.
control. - - — In case of data corruption due to bad signal quality in securing
A-g | !t should be able to identify the UAV ID and type and mission B-10 | the data link with UAV in CS2, the data link should be switched
plan for H/O. to CS1.
A-4 | UAV should be ordered to plan their missions with H/O 5.1 | If the data link is lost during H/O, the UAV should follow
coverage in mind. : : the SOP to recover the data link with CS1.
A-5 T?thA(\j/ ShO|L'J|i perf(i)rm a handgver whin thhe Is(;glnal ?uahty c Handover (H/O) stop and landing
o t.e gta n 'S. above a minimum thresho - evel. In case of loss of data link with both CS1/CS2 during H/O,
Monitor signal quality of CS1 and CS2 to determine whether c-1 H/O stop and UAV should be automatically landed
A-6 | H/O is enabled or disabled, and CS with low signal quality immediately.
don’t control UAV. - H/O should be interrupted if the Flight Instruments in the H/O
A-7 The FJAV shall.be .able to respond to engine cut commands c-2 continue to be empty or unchanged, and if the data link can
for flight termmano.n aft.er H/O'_ . not be returned, the UAV should land automatically
A8 If tgedrespgnse ]Eo f'!%/hF |nforma}|o?] sudch as .speedf, aIt|tL(dee immediately.
an irection of U IS normal, handover Is performed. If the exact informations of position, speed, direction, etc.
A-g | Afterthe H /O, the operator should be able to change the o3 | of the UAV in H/O are ot provided CS1 or CS2, H/O should
UAV configuration and configurable parts. be stopped, If the data link can not be returned, UAV must
All messages that transmit and receive from the UAV and land immediately
A-10 ) - ; :
CS should be clearly identified or ignored. If the UAV status, fuel, and D/L signal informations in H/O
A1 It should be possible to check whether the UAV-CS message C-4 | are not provided CS1 or CS2, H/O should be stopped, If
is damaged. the data link can not be returned, UAV must land immediately.
A-12 CS1 shall transmit dish coordinates of the UAV to CS2 in If CS1/CS2 can not communicate with ATC, H/O should not
the H/O message. C-5 start. CS1.
The position data of the UAV in H/O should distinguish/identify
A-13| the data of the current position and the arrival position

according to the movement route of the UAV.
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2. Verification based on STANAG 4586 of Handover
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) MSG #1203 : Config. Complete

) MSG #1300 ~ 1303 : Config. Response
MSG #1303 : Command for Config.

|
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) MSG #20 : UAV ID
MSG #100 : UAV Config.

) MSG #500 : Configure Data Link
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) MSG #404 : Request Data Link Assign
) MSG #500 : Configure Data Link

MSG #400 : Set Up DataLink
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MSG #1303 : Command for Config.
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Fig. 5. Handover Procedure Presented in STANAG 4586
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AMEE EESte] 7)Edd] A1) Ale] EEs) QlE|s|e]2Ql
STANAG 45869] =W Ax}e} vk Table 39 Az
wjg} B =Ro M AAE A= on QAR STANAG 4586
A= oW 7)E Hake &l ARP 4761 7|4k oA

= ° 3103
u S 9ee FAT 5 Uk

o lo

Table 3. Comparison of STANAG 4586 Handover Procedure
and Proposed Requirements

ID Handover Procedure in STANAG 4586 Standard

The VSM CSCU authentication request is only possible for one
CS with UAV control (message #1).

Message #21 (VSM authentication response) can be used to
notify.

Through message #20, UAV ID and type can be identified and
confirm CS1 and mission plan with SOP before handover.
A-4 | SOP Application

A-5 | The handover is performed according to the result of the data

A-3

link status report on the signal quality through the message

A6 | 4501,
A7 Executed by message #45 (engine command), CS
implementation option according to the situation.
The handover is performed using the information of the
A-8 acceleration, altitude, and direction through the message #43

and the dual response of the message #1301 (initial
configuration field information).

UAV status information can be monitored through message
A-9 | #104, UAV can be configured using specific message fields
from #2000 to #2399.

A-10 | Notation in message header.

A-11 | Visible by message wrapper.

corresponding coordinate transmission is transmitted using
the message #600 in the data link switching information..
Message #101 Position data can be classified by inertia status
information.

A-14 | CS implementation option

A-15| SOP Application

A-16 | SOP Application

A-17 | SOP Application

A-18 | SOP Application

A-19 | Use Message #1100 System Health Warning Messages and

A-12

A-18

A-20 | #1101 System Health Report Information.

A-21 | SOP Application

A-22 | SOP Application

A-23 | CS implementation option

A-24 | SOP Application

CS1 can be recovered through message #1 CUCS
B-1 | authentication request of override control option when handover
is in progress and UAV is being controlled.

Through message #20, UAV ID and type can be identified and

-2
B confirm CS1 and mission plan with SOP before handover.
If the information of acceleration, altitude, direction through
B-3 message #43 and double response of message #1301 (initial

configuration field information) is missing or inaccurate,
handover is stopped.

B-4 | Control can be recovered during handover, but control can

not be recovered if control is not available after handover,

B-5 and it is possible to stop flight using message #46.

B-6 | Retransmission through message # 1400

Utilizing the function that the data link is switched to CS1 when
B-7 | handover is not achieved within the set time through message
# 600.

Message # 21 (VSM authentication response) can be used

B-8 ) ) . .
to notify. CS implementation option

B-9 | SOP Application and CS implementation choices

The data link is switched to CS1 using message #600 only

B-10 if handover is not achieved within the set time

B-11 | SOP Application
C-1 | SOP Application
C-2 | No message returning data link to CS1
C-3 | SOP Application
C-4 | SOP Application
C-5 | SOP Application

V. Conclusions

RIzkde] Bk ohje}, EAPHQ) SHANE UAVS] F04
3} Aeye A%dor Fusw gk s 71 UAV
7%

oldll me} NATOOIAE 31915 1k UAVE o] 43 YT Al
UAV 7)o Follirx] o3 o7} 7F53l2 STANAG
4586 ICD B2-S AAs1d=), o] T ol H o] 2o A UAV
o fem THd Bad 95 WA AFaaL glrk. 57
A5l geon Wik g @ Bl T lejso]

UAVE A 0= Aolg F3st7] wiiel nge] =7t
7V F238h, UAVY] =9 8 A] AlojHe] ilet 3
wol A=W F Aojd &4 A UAVY eHdA e nAs)
ol 714 F83 9 4otk wEhA B = AE ARP 476
o g7l g k% 7t FPAFE v R BAg
UAV &8 Al A8 5 9= e 4287 & o
Y Al A = ol A 8AE 927 ARSIl AL, of#et ¢
HAAE AA L BA & 5 = A 71Nke] UAV =9
B QAR EEste] AlQkelgith Aok UAV dl=9o1 &
TARERS: 7]£8) STANAG 458604 AA e dH=on 7])E
44 AAE x3slal, d=on B B 5= 9= AF
A5 AAT F JEE ZEHUSS Table 322 H|al ¥4
ato] AZslih AXE UAV =908 QAR 71E
STANAG 4586 QIE|#o]2~olA] AAg A= i dats

oF
o

e ot

—

nekste] Ekauie} Aoldt 4= ol FES FEst A7),
g UAVE 7 ot 7hol =gl o ARgd & 9t B
B =Ro) M AAIE UAV =0 @7 Ae B5 W

971 Fsd 87 F o] UAV B4l Al A
ohket UAV & 3P0l A ohxde] St d=ow 84}

o BEeE 978 Fdsked 48 T ok

of v



The Propose of Requirements Based on Safety Assessment for UAV Handover 97

REFERENCES

[1] Im-ju Kang, Han-suk Lee, In-je Cho, "The Development
and Standardization of UAV Ground Control Software
based on STANAG 4586," Korean Institute of Information
Scientists and Engineers, Communications of the Korean
Institute of Information Scientists and Engineers 30(9),
pp. 46-56, September 2012.

[2] Denise S. Ponchak, Fred L. Templin, Greg Sheffield, Pedro
Taboso and Raj Jain, "Reliable and secure surveillance,
communications and navigation (RSCAN) for Unmanned
Air Systems (UAS) in controlled airspace," 2018 IEEE
Aerospace Conference, March 2018.

[3] Raj Jain and Fred L. Templin, "Requirements Challenges

and Analysis of Alternatives for Wireless Datalinks for

Unmanned Aircraft Systems," EEE Journal on Selected

Areas in Communications (JSAC) Special Issue on

Communications Challenges and Dynamics for Unmanned

Autonomous Vehicles, Vol. 30, No. 5, pp. 852-860, June

2012.

North Atlantic Treaty Organization Allied Engineering

—
I
i

Publication, "Standard Interfaces of Unmanned Aircraft
(UA) (UCS) for NATO UA
Interoperabilitylnterface Control Document," NATO
Standardization Office NSO), Vol. I, Edition A Version
1, April 2017.

North Atlantic Treaty Organization Allied Engineering

Control  System

—
(@]
=

Publication, "Standard Interfaces of Unmanned Aircraft

(UA) Control System (UCS) for NATO UA Interoperability

Interface Control Document," NATO Standardization

Office (NSO), Vol. II, Edition A Version 1, April 2017.

Templin, Fred L., Raj Jain, Greg Sheffield, Pedro
Denise Ponchak,

Integrated UAS CNS
Architecture," Integrated Communications Navigation
and Surveillance (ICNS) Conference, April 2017.

[7] L. Gupta, R. Jain, and G. Vaszkun, "Survey of Important

IEEE
Communications Surveys Tutorials, Vol. 12, No. 2,
pp.1123-1152, Secondquarter 2016.

[8] SAE(Society of Automotive Engineers, Inc., "ARP(Aero
space Recommended Practice) 4761 - Guidelines And

—
[ep}
fhusie

Taboso-Ballesteros, and
"Considerations for an

Issues in UAV Communication Networks,"

Methods For Conducting The Safety Assessment Process
On Civil Airborne Systems And Equipment," Feb. 1996.
[9] Andrew R Evans, "The Hazards of Unmanned Air Vehicle
Integration Into Unsegregated Airspace," The University

of York, September 2006.
[10] North Atlantic Treaty Organization Allied Engineering
Publication, Standards Related Document AEP-84.1

Implementation Guidelines for AEP-84," NATO

Standardization Office (NSO), Edition A Version 1, April
2017.

[11] Cummings M. L, Kirschbaum A. R, Sulmistras A, Platts
J. T, "STANAG 4586 Human Supervisory Control
Implications", Air and Weapon Systems Dept, Dstl
Farnborough & the Office of Naval Research, 2006.

Authors

Young-Min Seung received the B.S. and
M.S.
Telecommunication

degrees in  Information and

Engineering from
Korea Aerospace University, Korea, in 2006
and 2008, respectively. Mr. Seung worked

as a Hardware & system engineer from

2008 to 2011 at SOLID and SINDOH. He is currently a Senior
Engineer in the Avionics R&D Center, Hanwha Systems. He
is interested in Avionics system, wireless signal processing
and military communications equipment.

Kyeong-Soo An received the B.S. degree in
Computer and Electronics from Busan
National University, Korea, in 2003 and M.S
degree in Electronics from Kyeongbuk
National University, Korea, in 2009.Mr. An
worked for Hanwah Systems since 2002.

He is currently a Center Leader of Avionics R&D Center
Hanwha Systems and superintends all Avionics R&D
Program of Hanwha Systems. He is interested in Avionics
system of Manned and Unmanned Aerial Vehicle.

Woo-Sik Kim received the B.S. and M.S.
degrees in Information and

Telecommunication  Engineering from
— Keimyung University, Korea, in 1995 and
\ 2001, respectively. Mr. Kim worked for

Hanwha Systems since 2001. He is

currently a Chief Engineer in the Avionics R&D Center,
Hanwha Systems. He is interested in Avionics system of
Manned and Unmanned Aerial Vehicle.



