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A Study on Anomaly Detection Model using Worker Access Log in
Manufacturing Terminal PC
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ABSTRACT

Prevention of corporate confidentiality leakage by insiders in enterprises is an essential task for the survival of enterprises.
In order to prevent information leakage by insiders, companies have adopted security solutions, but there is a limit to
effectively detect abnormal behavior of insiders with access privileges. In this study, we use the Unsupervised Learning
algorithm of the machine learning technique to effectively and efficiently cluster the normal and abnormal access logs of the
worker’s work screen in the manufacturing information system, which includes the company’s product manufacturing history
and quality information. We propose an optimal feature selection model for anomaly detection by studying clustering
methods.

Keywords: Machine Learning, Anomaly Detection, Feature Selection
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BEE ] 99 2am Saeho).
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Eol |53 AAe] gl ALV shie] Aoz
Fol F= el Az A=y FAE 71
22 FAIE o|F o]FfA FAE 7t IAE
+A5te] EAS Tt Hoh SRR 542
oltdl A7} gl AR A 3 TS
ol Aoz A9 A A A, A &
A7) BA 55 FFH o R EA s Aolrh(10).

THI due|EL FAS e R = duEE
I MeE sie R = daelEos g 5 gl
t}. F4 7)Ek daE|Ee B3 aF &ule
olHE oud FAS 7Fo g BxE Aoltfzle
7S Mk s wielx WUE st dwEE
2 ‘23 aFd &slE dHolHE AR A E
E8 Zolvtels 7S T B2kkH11)

. 97 HOIE ¥ A2
3.1 247 GIOIE

Q7o AHEHE HolHE AHARE AAA
Z3le K3&7]32] MTS(Material Tracking
System, Tuxﬂzﬂy_/\]/\\a})xp\zﬂq z‘jw‘— 271
dlofefeltt, MTSA~®-2 K371 F8 AR
A€ol ERP(Enterprise Resource Pla-
MES(Manufacturing Execution
System) Al2=g3} dlo]e] AAA~HE T3 o
g ‘E*Wii Fa ko] s I HEF

o] shidl FuE Azshe Alzdoldh oWl Q1o

nnging),

USERID EMP_GROUP WORK_SITELOG_TYPE WIN_ID IP_ADDRESS  C_NAME C_DATE
S*B*N  Technician  TSAHZ LOGIN SYSLOG010 1:21%10%5*  MEEX2|3  Jan-02-2017 06:42:04
S*B*N  Technician  TSA#HZT OPEN SYSBULO10 1021%10%5*  MEEX2|3 Jan-02-2017 06:42:05
S*B*N  Technician  TSA#HZT OPEN SYSBULO10 1021%10%5*  MEEX2|3 Jan-02-2017 06:42:05
S*B*N  Technician  TSAHZ START mnu 1021710°5*  MFEME[3  Jan-02-2017 06:42:06
S*B*N  Technician  TSA_EHZT OPEN MPC_PROCESSI1#2.1*10*5* M EX2|3  Jan-02-2017 06:42:27
H*OL  Technician  TSA #Z  LOGIN SYSLOG010 1:21%10%6*  MFEA2|2 Jan-02-2017 07:00:15
H*OL  Technician ~ TSA_ &% OPEN SYSBULO010 1:21%10%6*  MBFEX2|2 Jan-02-2017 07:00:17

Fig. 1. MTS Access Log Data
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2kl 43 dlolelE dHI] $sl MTSAZ=H
A}, 21 ERgle LOGIN EXIT 5 /A=
TEE A rE B4 3 3% 5 AR
TEE 2l sk 2 124709]
vl z2k] PCE 103tie]t}.

AFdA dlolH & = 192,6757 00 7)Aol
ogt s A i dxE|el s o3 2ol dl

Table 1. Source Data Classification

Column Description etc.
user_id worker account 125ea
emp_group | worker group Zea
log_type access type 4ea
work_site work place Sea
win_id access window id 124ea
ip_address access ip address 103ea
c_name computer name
c_date creation date
I
[ \\HMJHMIWM\\M“";‘lﬂﬂmﬂlJ\uh‘w i - I ..

\i‘m\‘u\ J‘iu I, M\ |

WEEK QUARTER

Mu iilii_L lilil.

Fig. 2. Source Data Classification
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Table 2. Work Group Unit Data

o2 ool ARl

e} A e chest ek
Table 5. EMP_GROUP
EMP_GROUP Value
Engineer 0
Technician 1

o

A Are HAAYg ATH, o B3A,
AR

A
ERERE o

8 =
At Ao s P

Table 6. WORK_SITE

Work Group Data Qty Work_site Variable
Engineer 43.762 A_Factory_office TSA1
Technician 148,913 A Factory site TSA2
B _Factory_office NSA1
B_Factory_site NSA2
Table 3. Weekly Data -
Head_office HO
Week Qty Week Qty
Sun. 844 Thu. 38,361 23§32 LOGIN, OPEN, START, EXIT
Mon. 37,021 Fri. 34,205 A7} 2 FRE)
Tue. 39,082 Sat. 2,840
Wed 40,322 - Table 7. LOG TYPE
LOG_TYPE Variable
Table 4. Quarterly Data LOGIN LT1
Quarter Qty Quarter Qty OPEN LT2
2017.1Q 38,886 | 2017.4Q 29,028 START LT3
2017.2Q 34,046 | 2018.1Q 37,412 EXIT LT4
2017.3Q 37,733 | 2018.2Q 15,570

3.3 G0 ®x 2|

AAsEE a7] e dolel #4je] Was
o dlole ¥4E Fa) olud oz Held 4

AelE Sadel 1S B3kE Hejs & 4 9l
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P AddressL IP ddd] we} 2527}
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M
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Table 8. IP_ADDRESS

IP GROUP Variable Work_site
XXX XXX.101.XX .
XX XXX 110 XX IP101 A_Factory_site
XXX.XXX.102.XX 1P102 A_Factory_office
XXX XXX.111.XX IP111 B_Factory
Others IP IPXX Head_office et al.
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dlole] PAUe ZFA el wel table 99 %
o} F7EFAkl 7144 (Engineer) o] Aok A17kel
32 A7 AR dlolE] 7S o]Akx] dolE]
2 ghdsty] g8 12 Agsislen ymxe A4

Y dlolH 2 Buksle] wF 002 A9 T3l
Table 9. Creation Date
Division Time table Value
Engineer Day 08:30~17:30 Oorl
Technician 1 07:00~15:00 0
Technician 2 15:00~23:00 0
Technician 3 23:00~07:00 0

= U5z A2 dlofefdl] o
== fronlgt diolelE #3]3}slr]
el delel AAHE sl 7PHP(dummy
variables)& 37}8l1 Feature Selections %
3 AddE WSE wjlgte® EM, K-Means,
Canopy, FarthestFirst & 47}A] vA| =8k o+
A5l dye]=L shEle] UFAlel] 93k o)Al

dlole] &7 A58 H7hskaict.

clustering : 5,6,7,8

Fig. 3. Anomaly Detection Clustering Model for
Unsupervised Learning
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Table 10. Selected Feature

Division | S1 | S2 | S3 | S4 | S5 | S6 | S7
User ID o|lo|lojo|]o]|o|o
EMP_GROUP O @) @) 0] X X @)
TSA1 olo|lo|lo|o|o|o
TSA2 olo|lo|lo|o|o|o
NSA1 olo|lo|lo|o|o|o
NSA2 olo|lo|lo|o|o|o
HO ol x| x|o|o|o|o
LT1 o 0 0 ¢) X X X
LT2 o 0 o) X X X X
LT3 o 0 o) X X X X
LT4 o OO0 | x| x| x| x
1P101 o o (@] (@] @) O O
1P102 o o (@] (@] @) O O
1P111 (@] (@] (@] o O O O
IPXX @) X X o]l o | oOo|oO
w_time o] o] X X o X 0

432 Z&&t st Zxt

Table 109 S19] A4 A=
duejEs e A 7 73

s} A et 2

o g

4 dlolel ] A%

H] A =3y

Table 11. Selection Feature S1 Clustering
K-Means EM Canopy FarthestFirst
Div.
Qty Per. Qty Per. Qty Per. Qty Per.
o 24065 | 1249% | 15278 | 7.93% | 120634 | 62.61% | 120827 | 62.71%

c 30537 | 15.85% | 16927 | 8.79% | 32537 | 16.89% | 6684 3.47%
2 75000 | 38.93% | 23548 | 12.22% | 28279 | 14.68% | 5363 278%
c3 15614 | 8.10% | 88560 | 45.96% | 5190 2.69% | 28478 |14.78%
c4 8521 442% | 28069 | 14.57% | 3152 1.64% 2615 1.36%
() 34508 | 17.91% | 9001 4.67% 2190 1.14% 5843 3.03%
[« 4430 2.30% | 11292 | 5.86% 693 0.36% | 22865 |11.87%
Selected Feature 1
= 6281%
é 60.00%
50.007% 45.96%
PR
30.00%
20.00%
10.00%
=—p—KMeans | 38.93%

EM 4

Canopy 62.61%
FathesFirst 62.71%

Fig. 4. Selected Feature S1 Result

Fig. 4= S19] &4 Ao &g wx =g &
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table 109] S12 &4 A< 23k K*Means <&
gl o3t A dE dlelH Al table
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Table 12. Dataset of K-Means about Selection
Feature S1

Cluster 0: 1,0,0,0,1,0,0,0,1,0,0,0,1,0,0
Cluster 1: 1,0,1,0,0,0,0,0,0,1,1,0,0,0,0
Cluster 2: 1,0,1,0,0,0,0,1,0,0,1,0,0,0,0
Cluster 3: 1,0,1,0,0,0,0,0,1,0,1,0,0,0,0
0,0,0,0,0,1,0,1,0,0,0,0,0,1,0
0,1,0,0,0,0,0,1,0,0,0,1,0,0,0
1,0,0,0,1,0,1,0,0,0,0,0,1,0,0

Cluster 4:
Cluster 5:
Cluster 6:
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70.00%

Clusterrate

60.00%

50.00%

40.00%

50.00%

20.00%

10.00%

0.00%

Seleted Feature 2

—e—KMeans 5893% | 17.22% | 1585% | 1249% 7.34%
——em se95% | 1836w | 1457% 8.79% 7.93%
—e—Canopy 6257% | 1688%  14.68% 5335 115%
FathesFirst  62.69% | 1a57%  15.68% 5715 5375
Seleted Feature 4
= 70.00%
= &2.Ea%
= 50.00%
53209
50.00%
40.00%
50.00%
20.00% 16
10.00%
0.00%
1 2
—e— KNMeans 55.81% 15.99% 15.97% B8.77% 5.02%
—e—EM 53.70% 15.96% 14.71% 8.76% 2.74%
—e— Canopy 62.71% | 16.95% | 14.58% | 2.72%  1.55%
FarthesFirst 62.69% 16.95% 14.58%  35.02%  1.61%

70.00%

Cluster rate

50.00%

50.00%

40.00%

50.00%

20.00%

10.00%

©0.00%

——— KNMeans
—e—EM

—e—Canopy

FathesFirst| 62.75%

Seleted Feature 6

16.98%

13883

5.49% 2.08%
7.08% 4.33%
089% 0.42%
196% 0.02%

2.29%  2.15%
2585 1.55%
1.15% | ©.35%
1.15% | 0.02%

358
i I
2 201650 | 155 | 5w | 1w | o | oo
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70.00%

Clusterrate

60.00%

50.00%

20.00%

20.00%

20.00%

10.00%

0.00%

—e— KMeans
—— EN
—e— Canopy

FarthesFirst

70.00%

Clusterrate

50.00%

50.00%

20.00%

30.00%

20.00%

10.00%

0.00%

—e— KMeans

—e—EM

—e— Canopy
FarthestFir:

70.00%

60.00%

Cluster rate

50.00%

40.00%

30.00%

20.00%

10.00%

0.00%

—e—KMeans

—a—EM

—s—Canopy
FathesFirst

Seleted Feature 3

1 2 E 2
58.93% 17.22% 15.85% 12.49%
4p.7a% 18.36% 1a57% 8.79%
62.57% 16885 1468% 35.33%
52.68%  17.70%  14.57% 5.36%

Seleted Feature5

1 2 E} -
62.46% | 16.98% |12.78% 5.05%
62.46% 16015 1454% 2.71%
62.77% 16.89% 14.55% 2.71%

=t| 62.77% | 16.88% |14.55% 5.06%

Selected Feature 7

1 2 3 a4
62.51% | 16.90% | 14.77% 3.05%
62.46% | 16.91% | 1471% 2.71%
62.74%  16.90% 1454% 2.71%
62.74% | 16.88% | 14.54% 3.08%

Feature S2~S7 Result

1.55%
1.55%

1.13%

1.20%
1.13%
1.14%

0%
0.43%
0.

7
0.09%
0.37%
0.43%
0.06%
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clustern cluster2 clusterd clusters
clusterl clusterd clusters

Fig. 6. K-Means Visual of Selected Feature S7
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Fig. 7. Cluster Rate Trend of Anomaly Detection
by Feature Selection
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