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ABSTRACT

Fileless malware uses memory injection attacks to hide traces of payloads to perform malicious works. During the
memory injection attack, an attack named “process hollowing” is a method of creating paused benign process like system
processes. And then injecting a malicious payload into the benign process allows malicious behavior by pretending to be a
normal process.

In this paper, we propose a method to detect the memory injection regardless of whether or not the malicious action is
actually performed when a process hollowing attack occurs. The replication process having same execution condition as the
process of suspending the memory injection is executed, the data set belonging to each process virtual memory area is
compared using the fuzzy hash, and the similarity is calculated.
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