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A Design of Secure Communication Framework for Device Management and User
Authentication in Wireless Network Environment

Park JungOh

{Abstract)

The recent technological developments of smart devices, multiple services are provided to
enhance the users’ quality of life including smart city, smart energy, smart car, smart
healthcare, smart home, and so on. Academia and industries try to provide the users with
convenient services upon seamless technological research and developments. Also, whenever
and wherever a variety of services can be used without any limitation on the place and time
upon connecting with different types of devices. However, security weaknesses due to
integrations of multiple technological elements have been detected resulting in the leakage of
user information, account hacking, and privacy leakage, threats to people’s lives by device
operation have been raised. In this paper, safer communication framework is suggested by
device control and wuser authentication in the mobile network environment. After
implementations of registration and authentication processes by users and devices, safe
communication protocol is designed based on this. Also, renewal process is designed
according to the safe control of the device. In the performance evaluation, safety was
analyzed on the attack of protocol change weakness occurred in the existing system, service
halt, data leakage, illegal operation control of message, and so on, which confirmed the
enhanced speed approximately by 8% and 23% in the communication and verification parts,
respectively, compared to the existing system.
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