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Abstract The purpose of this study is to find out quantitative vulnerability assessment about COTS(Commer-
cial Off The Shelf) O/S based I&C System. This paper analyzed vulnerability's lifecycle and it's impact. this
paper is to develop a quantitative assessment of overall cyber security risks and vulnerabilities I&C System
by studying the vulnerability analysis and prediction method. The probabilistic vulnerability assessment
method proposed in this study suggests a modeling method that enables setting priority of patches,
threshold setting of vulnerable size, and attack path in a commercial OS-based measurement control
system that is difficult to patch an immediate vulnerability.

Key Words : Critical Infrastructure, Risk Modeling, Vulnerability Life Cycle, Vulnerability Detection Model,
Attack Graph, Markov Model
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Fig. 1. Vulnerability Patch Process by DHS
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Fig. 2. Structure of Digital I&C System
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