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Abstract

VoIP technology is a technology for exchanging voice or video data through IP network. Various protocols 

are used for this technique, in particular, RTP(Real-time Transport Protocol)[1] protocol is used to 

exchange voice data. In recent years, with the development of communication technology, there has been an 

increasing tendency of services such as “Kakao Voice Talk” to exchange voice and video data through IP 

network[2]. Most of these services provide a service with security guarantee by a user authentication 

process and an encryption process. However, RTP protocol does not require encryption when transmitting 

data. Therefore, there is an exposition risk in the voice data using RTP protocol. We will present the risk of 

the situation where packets are sniffed in VoIP(Voice over IP)[3] communication using RTP protocol. To 

this end, we configured a VoIP telephone network, applied our own sniffing tool, and analyzed the sniffed 

packets to show the risk that users' data could be exposed unprotected.
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1. Introduction

VoIP technology has been widely used for exchanging voice or image data through IP network. VoIP 

telephony, often called Internet telephony, sends and receives voice data over the RTP protocol during users’

conversation. In addition, with the recent development of communication technology, the service using VoIP 

such as “Kakao Voice Talk” is increasing. VoIP is a technology for transmitting audio data of users through 

the Internet. 

Most of the users' audio data comes from voice calls (Internet telephony), and audio data usually contain 

sensitive information of users. While many VoIP services provide service with security guarantee by a user 

authentication process and an encryption process, there are still many VoIP services that are using RTP protocol 

and the RTP protocol does not have a specification for encryption of the original data, therefore, an attacker simply 

snatches a packet using several sniffing tools and consequently, the VoIP phone user's call content may be 

exposed to the attacker. In fact, experts have developed SRTP(Secure Real-time Transport Protocol)[4]

protocols that recognize this problem and apply encryption to the Payload field to solve the problem. 
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However, many developers using RTP do not apply SRTP in most cases because of the performance 

problems of VoIP phones, therefore, there is an exposition risk in the voice data using the RTP protocol, 

which can be checked when sniffing packets that are being transmitted are performed.

To show this, we will design and implement a VoIP where audio data are exchanged. We also create a 

VoIP-specific sniffing tool to show this risk of exposition in audio data transmission. That is, we implement 

a program that sniffs users' VoIP phones and extracts specific information from the sniffed voice data. Our 

developed tool will be applied to the audio transmission network that is also implemented. In addition, we 

will reconstruct the audio data through captured packet analysis and diagnose security vulnerabilities and 

seek possible solutions.

2. VoIP Network Configuration

We designed and implemented a VoIP network to sniff voice packets as shown in Figure 1. The key part 

of our implementation is the equipment called IP-PBX. A PBX is a device such as a telephone network 

exchanger, and is a device that acts as an exchange agent through the Internet. We chose the hardware to be 

the IP-PBX as 'Raspberry Pi'. In addition, a SIP(Session Initiation Protocol) server is required to function as 

an IP-PBX. We installed SIP server in 'Raspberry Pi' using open source Asterisk Server and used FreePBX to 

provide Asterisk's web-based GUI to manage server more efficiently. The version information of the open 

source that we use is as follows.

- Raspbian Stretch LITE (Raspberry Pi OS)

- Asterisk 13.20.0 

- FreePBX 14.0.3.2

Figure 1. Network diagram to implement.

Once you have finished implementing the server, you will need to register two telephones to be used as 

clients in the server. To register a phone, you must first access the server page. If the page is successfully 

connected, log in to the admin account. Then, go to [Applications] → [Extensions] tab. When you enter the 

[Extension] tab, you will be presented with a window to register users. At this time, you can create users for 

each channel driver. The channel driver is used to convert the incoming signal to the core of the server when 

communicating with a device (SIP Telephone) outside the Asterisk server[5]. Since our research is not a 

channel driver-driven study, we have created a user using the Chan_sip driver, which is the earliest basic 

stack. Table 1 shows the information of the created user.
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Table 1. User Information registered in SIP Server.

Extension 

Number

Display 

Name

Channel Driver Port

USER 1 200 Tester1 Chan_sip 5060

USER 2 201 Tester2 Chan_sip 5060

After you have registered users on the server, you must also configure them on the Client side to connect to 

the server next. In our study, Client corresponds to SIP Telephone. We decided to install 'CSipSimple', an 

open source Android application made by Regis Montoya, on two Android smartphones to play the role of 

SIP Telephone. After installing the application, set up the client using the information registered in the 

server.

Figure 2. Registered user information and Server connection status.

3. RTP Packet Analyzation

Figure 3. Captured RTP packet.
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When a caller makes a call, the SIP message is delivered through the server and the other party's phone 

rings. When the other party receives the call, the SIP message is transmitted again to the caller, and the RTP 

session is started and the audio data is transmitted in real time. When the call is terminated, a SIP message is 

also transmitted and the caller informs the other party that the call has ended. Various protocols are used for 

such a call. 

We wrote our own program to capture RTP packets to sniff packets. The language used in the program 

was Python version 3.5.3 and written using Vim on Raspbian Stretch LITE.

Figure 3 shows some of the screens capturing RTP packets using our program since the start of RTP 

Session. The contents of the above captured packets are as follows.

- Source IP :172.30.1.60, Destination IP:172.30.1.45

When a voice or video is sampled and generated as a packet on the user's telephone, the packet is transmitted 

to the other telephone through the server. When the phone connects to the server, the asterisk CLI window 

will show the information shown in Figure 4.

Figure 4. The log of the client connecting to the server.

We can see from this that data is entered from a user with the number 200 and passed to the server.

- Payload_type=0

The value in this field is of 0 means that using the audio coding method of PCMU, defined in ITU-T 

Recommendation G.711. PCMU has a transmission speed of DS-O class (64kbps) in a way that uses μ-law 

(mu-law) among two encoding methods of G711. Also, the PCMU method has a sampling data of 20ms per 

packet and a sampling rate (clock rate) value of 8000. Therefore, this method transmits 50 packets of data 

per second and transmits 8000 sampled data (sampling data). Therefore, it can be seen that one packet 

contains 160 sampled data in the payload field, and it can be seen that the sampled data (= 1 octet) is 

generated by sampling the audio every 125 μsec. In other words, the value of this field is important 

information for conversion into Audio file[6] [7].

- Sequence_number=11929, 11930

This field has no meaning when viewed in a single packet and is meaningful when compared to the 

Sequence number field value of another RTP packet before and after. Since this value increases by 1 in the 

order of the packets, the relative temporal position of the packet can be detected. Since the previous packet 

has the value of 11929 and the subsequent packet has the value of 11930, it can be seen that the two packets 

are forward continuous packets.

- Timestamp=53812000, 53812160

The value of this field also shows the temporal relationship when compared to the preceding and following 

packets. This value is affected by the value of the Payload Type field because the amount of increase 

depends on the sampling period of each codec. In our case, since we use the PCMU method, the sampling 

period is 160, and the value of the Timestamp is also increased by 160 times.
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- Payload

As mentioned above, there are 160 sampling data in the payload of one packet. In fact, we can see that there 

are 160 data in the picture. The data present in this field are actual audio or video data. However, since these 

data are transmitted unencrypted, there is a risk that information will be exposed.

4. Conclusion

In our study, we attempted sniffing in an implemented VoIP network to capture RTP packets. We could 

get the user's voice data easily by ONLY receiving the packet and getting the payload through header 

analysis. Even if an attacker simply snatches a packet using a method such as spoofing, the VoIP phone 

user's call content may be exposed to the attacker. This problem is because there is no authentication process 

in the RTP protocol and packets are transmitted and received without applying the packet encryption 

algorithm. In fact, experts have developed SRTP protocols that recognize this problem and apply encryption 

to the Payload field to solve the problem. However, many developers using RTP do not apply SRTP in most 

cases because of the performance problems of VoIP phones. The Asterisk Server we used in our research is 

also in a situation where users' audio data can be easily exposed to an attacker by using an unencrypted RTP 

protocol. Of course, VoIP also uses other protocols such as SIP, so it is also important to enhance the 

security of SIP communication with TLS method, but it is necessary to protect the actual audio data by 

encrypting it[8] [9] [10][11].
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