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A Study on the Development of Secure Communication Channel Using PUF
Technology in M-IoT Environment

Sumin Kim*, Soo Jin Lee**

ABSTRACT

Based on the Internet of Things technology, one of the core technologies of the fourth industrial revolution, our
Ministry of Defense is also pushing to establish M-IoT in defense area to improve management efficiency, innovate
military culture and strengthen military power. However, devices connected to the Military Internet of Things can
be easily exposed to various of cyber threats as most of them are developed and with a focus on improving
sensing and communication skills that collect and transmit data. And it is not easy to uniquely identify the
numerous heterogeneous devices, and to establish a secure communication channel between devices or between
devices and management servers. In this paper, based on PUF technology, we propose a novel key management
scheme that can uniquely identify the various devices, and generate the secret keys needed for the establishment of
a secure communication channel using non-replicable information generated by the PUF. We also analyze the
efficiency of our proposed scheme through comparison with existing key management scheme and verify the logic
and security using BAN Logic.
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