753
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.29, NO.4, Aug. 2019 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2019.29.4.753

2 e S BAlsle IF Awr|ult A=k ZA)
Z2EZ A

* ¥
dE 2 d&sEF
sty MEH SR

A Design of Group Signature Based Vehicle Payment Protocol to Ensure
Vehicle Anonymity*

Myung-woo Chung,* Seung-joo Kim®
Center for Information Security Technologies(CIST), Korea University

fo

oF
ol

CV(Connected Vehicle) 71%-& ZA| kel ok 3l Afn|xe) A8} ﬁd—q/‘ W Aul=E Al oA
GG LIES S g L ] X4EC & ASHoR T AR 52 7|A| Sl ASetne Zafo|w A A7} *37&
sdek. ofell obd 3 Afu]x ‘C Zeto|rjA] BEE $lafr] Al RS Xﬂ*ﬁ‘ﬂ"]ﬁ g}, e AA Au|set 2
S e A Au|av) Ak WS AlFeA X A ok A Afulae) BEE R E =3 w5

. ool & =2elAe BU(Backward Unlinkability)-21=A3} 344 (traceability) & Algshs 25 419
W3 ECQV(Elliptic Curve Qu-Vanstone) SA1A QA5 7oz ZAA| 2z 235 AT Adsh=
AA ZREZS AA AxE T8 A4S Eelste] AU R ARE 4T 5 QA ssich =3 A}
8 A ZrEZo] wEdlokshs Bl 8 AES Aelsta Aokt ZeEF] o] WSS Kl

o b e
o

oz

K

v

ABSTRACT

CV(Connected Vehicle) technology provides safety-related services and user convenience-related services to vehicle.
Safety-related services can cause privacy problem by continuously transmitting vehicle information to nearby vehicles or base
stations. Therefore, safety-related services should provide vehicle anonymity for privacy protection. However, if
convenience-related services such as payment services fail to provide vehicle anonymity, driver information related to
safety-related services may also be leaked. In this paper, we design a payment protocol based on ECQV(Elliptic Curve
Qu-Vanstone) impicit certificate and group signature that provides BU-anonymity and traceability. The proposed payment
protocol makes it impossible to track vehicles from payment transactions history by separating roles of payment system
components. Moreover, we define the security requirements that the vehicle payment protocol must satisfy and show that the
protocol satisfies the requirements.
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Fig. 1. Kiosk-Centric Payment Model
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