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ABSTRACT

As seen in recent cases of hacking in financial services, attackers are attempting to hacking trustee with poor security
management, rather than directly hacking a financial company. As a result, the consignor is strengthening the security check
and control of the trustee, but small trustee has difficulties to invest in information security with the lack of computer
facilities and the excessive cost of security equipment. In this paper I investigate the vulnerability of personal information
processing life cycle standards in order to enhance the security of small consignee that receive personal information form the
credit card company. To solve the vulnerability the company should use litigation management system constructed on cloud
computing service and install VPN to secure confidentiality and intergrity in data transfer section. Also, to enhance the
security of users, it is suggested to protect personal credit information by installing PC firewall and output security on user
PC.

Keywords: Trustee security, Consignor security, Cloud
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Table 1. Custodian data provision status

# Purpose Offer item
Service name, mobile phone
1 .. number, date of birth,
provision
gender

mobile phone number,
2 Marketing | membership number,
name, address, nickname

name, mobile phone

3 Sale of number, address, product
goods name,
number of products, note
resident registration
. number, name, address,
4 lawsuit
contact, account number,
card number
ayin
5 paving card number

credit card
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Table 2. Summary of security threat based on personal credit information lifecycle

Security threats

Ste : — -
P Technical aspects Administrative aspect
Collection Eavesdrgppmg, Messageforgery . Lack of management for data collection
modulation, Senderrecipient modulation
Use Other than the person in charge due to Available for non-business purposes

data sharing can read

Third party

Information leakage by trustees

provision
. Information leakage by the trustee and lack of supervision and supervision of the
Delegation
trustees
Security Solution and CERT Not Insufficient internal control procedures
Management
Operated for data management
. Absence of destruction management There is nothing to destroy due to the
Destruction

system

mistake of the person in charge
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Table 3. Summary of Responding to security threats by Personal Credit Information Lifecycle

Step Security threats Countermeasures Cloud computing technology
Eavesdropping, Securing confidentiality . .
Messageforger and integrity through virtual network security

Collection setorgery . sy & appliance, Site-to-Site VPN,
modulation, Sender | virtual private network

recipient modulation (VPN)

Client VPN

Other than the
person in charge due
to data sharing can
read

Use

granting of access

virtual network security
appliance, Multi-Factor
Authentication(MFA), Identity
and Access Management(IAM)

Third party .
Information leakage

Copy protection with

Install and operate output

provision . . R
- by trustees output security security system in the cloud
Delegation
Security Solution and | Use of built-in security .
Management CERT Not Operated service Security Center
Absence of Construction of Operation of cloud destruction
Destruction destruction destruction management management system in the

management system system

cloud
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