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Abstract Korean military uses 'Tactical information communication network’ to exchange information

between units. In this study, we developed a media processing board for multi-party voice and video

telephony based on open source software. On the other hand, in order to apply open source software for

weapon systems and parts that are mounted on weapon systems, appropriate review is required according

to the weapon system software development and management manual of the Defense Acquisition Program

Administration (DAPA). In this study, the analysis of the requirement items was performed and the

appropriate countermeasures were proposed for the open software applied to the media processing board

with respect to ‘the guidelines for the application of weapon systems to open source software’, an

appendix to the DAPA’s manual.
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Fig. 1 Media Processing Board

Table 1 Main Performance of Media Processing

Board
Specification Requirement
Voice standard G.711, G.723.1, G.729A
Video standard H.263, H.264

QCIF, CIF, VGA(H.264)
Create 48 multi-party

Video resolution
Multi—-party voice

telephony voice telephony groups

VGA support create 4

Multi-party video

multi-party video
telephony

telephony groups
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LEZE O #o]lMdaE  GPLY(GNU  General
public license)©]t}. GPL Zlo]A == 20199 1€
NEoR o 0% AHES 2t WEHA F
MaZE O go]x 2ot} (Blackduck, 2019). &
NrZEgolE Ba WE, 48 4%, 429
TMEZE ol ALEHE= goldidd WA
o) FALES s oF skt 535 GPLS 2=
STMEZE Y] v Alol=, sl TIHAZE
dAE ALE3 AZE O]9 Xﬁﬂ EaFati A=t =
HafoF 3= ol o FA}slo] H-AFSIC)
£ THEZES ] FoldiaEe  oFALE
Table 29+ ZTHNIPA, 2014; NIPA, 2017).
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Table 2 OSS License Obligations

Obligations |GPL LGPL” MPLY BSD”

Copy O O O O
Distribution O O O O
Modification O O O O

Duty and scope
of providing
source code for
distribution
Attach copy of
license at O O O -
distribution

All Condition File -

23 3MEZESof 2fo[da S

AZES O] Rl F ) ol ¥
doj7t Aed A, 2o FNL=
2= goldxzte FE O OEAE
(Compatibility)e]2taL 3tth E3] A=
AA 2xzm=E FINSoF k= GPL
oFol kA EA7F HEH |tk Table 3
AFo A ALg3 FIHAZEY S glo] A GPL
20 el dukAQl ol d A YdHPAAE A
3k Z o] TH(NIPA, 2014; NIPA, 2017).
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Table 3 General OSS License Compatibility

OSS License GPL 2.0
GNU General Public License 2.0 Yes
GNU Lesser General Public License| Yes
Mozilla Public License 1.1 No
Original BSD License No
Modified BSD License Yes
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Signaling
processing CSC
SIP processing

CSU
SDP processing
CSU.

Media processing
CSC

Voice codec CSU
Video codec CSU

Media mixing CSU

Multi processing
board CSCI

Multi-party
communication CSC
Multi-party voice
communication CSU
Multi-party video
‘communication CSU

Cryptographic
communication CSC

System
management CSC

HW fault check CSU

Resource monitoring
csu

Interface CSC

Operation
management CSC

Multi-party communication
management CSU

Codec management
csu

Bandwidth setting
CcsuU

Media resizing
CSU

RTP processing
GSITINN

SRTP/AES/ARIA

Cryptographic module
ccemmunicatjon CSU

Network
management CSU

Subsystem
interface CSU

Cryptographic module

interface CSU V\Iersion upgrade CSU

Fig. 2 CSCI Structure of Media Processing Board

Table 4 OSS of Media Processing Board

0SS License Linked CSC
ptlib MPL 1.1 -
MPL 1.0, Signaling CSC
H3Zoplus | MPL 11 Media CSC
Sofia-sip LGPL 2.1 Signaling CSC
Libyuy [BOP=GEIAUSCT | pedia csC
Cryptographic
Libsrtp | BSD-3-Clause | communication
CsC
ffmpeg LGPL 2.1 Media CSC
GPL 2.0, .
X264 Commercial Media CSC
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Security Risk License Risk Operational Risk
nNumpoer of Components Numper of Components Numper of Components
Medium z Medium El Medium o
Low ¢ Low g Low o
None s None None 3
Component Source  Match Type Usage License Security Risk Operational Risk
M1 Dynamicall Meozilla Public
asnparser 2.6.7 IMarcn Files Modified LI);IkEd ¥ License 1.0, [_| B
MIT License
asnparser 1.10.1 L:;rm Files Modified Ei?zglma”y ) Nf:;‘: quoblic [_| [7
Bo2as DL edostes Dy D Mosahu
BSD 3-clause
libyuv 0 u:m Files Modified Ei:i?‘ca”y Es:sg
License
s . 2] GNU Library
Exact Directory, Files
sofia-sip 11211 < Added/Delered, E”TTG”Y f‘.enera' F;“"'C q
latches Exact Hile InKes ’ICEHSE‘V or
\ater
Fig. 3 BlackDuck Result of Source Code
™, ptlib< H323 &4 EE:L%E WS 913k ghol A3S HEste Aldezn ZdaE d5, A
Bee]Ql H323plusellAl S;E SHAS flal A o A, Axzs WEY HHow FAEN
S35, @ebd Fig. 39 BlackDuck $3 5014 £ZEsle) SANTE £EEdolE A e
asnparsers ¥39k ptlibe] HeF B & AP doj(myel e mn=)el] A & AZESOlE
DA S 2] gFerom=z whAlE Rol H 28 9 kAl & H 2} A (Software test description)ol uwh2}h
2702 AAAA Y 247 HA FEvha A iEE"’ﬂCﬂ A= A3 E(Coverage)S HAs=
@ & Ak oMz 99 379 A9, GPLel of  Algelth. aTEge] NAYAHES] Fa §of
W LGPL¥} MPL gholad oA AH 9 o]t g ¢]= Table 59} 2ot
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Table 5 Definition of Software Reliability Test

Terms Definition
. Rules for writing source code
Coding
that apply to software
rule

implementation

Check that the software source
Vulnerability |code contains the
vulnerabilities defined in the
CWE list

inspection

Source code quality indicators

for improving software quality,
Code

. such as reducing software
metrics

complexity and increasing ease
of maintenance

Detecting errors that are not

False alarm )
actual defects using the test tool

A measure of the dynamic test

level, expressed as a
Code P

coverage

percentage of the code tested
in the source code of the
entire software

Percentage of sentences tested
at least one of the dynamic
Statement |tests in the source code of the
software under test, which
corresponds to the most basic

coverage

level of code execution rate

=4 S5 ¢ Wl 73 JhEe AZEY F
A 2~" =2 DTI0M A @ 12.1.0)& o]&3}
AT %— 297} ﬂJr%!oﬂ @3 5 AW A}, w
=)E Algstal
= ;_63%3 100%S 243k 2T E Yo
A

Agle] Ane Table 79 2.

TARZES A AFUE S AsEe, @llT
TANRZES Ol Fojst= AMEA Em AEAr
AHGITUE) ] 243 Heg ddetis s

Table 6 Criteria of Code Metrics Inspection

Metrics Limit
Cyclomatic complexity 20
Number of call levels 6
Number of function parameters 8
Number of calling functions 8
Number of called functions 10
Number of executable code lines 200

Table 7 Result of Software Reliability Test for
Media Processing Board

Test Test requirement Result
Coding rule Pass
Static Vulnerability inspection Pass
Code metrics Pass
Dynamic Statement coverage Pass
L Ao, BYS HEb Fe ARUES ¥
AiZesolt A%He 54 L wo] o]
4 5
TMAEZEY S AFYUE AsTo B3 7)E
AFAEE U5 EASIG(Jung et al, 2013).
U EFoEANE A AHEAVEYHSI
(Telecommunications technology association;
TTA)S “THAEZESS = 3 H84 3

7} A (TTAK.KO-11.0133/R2)’0]  ATHTTA,
2016). ©] FF2 wEHF-&F AT PEsio,
20149 o] AR ZTYUS  F3|  PaaS
(Platform as a Service)E A3t FHAZE
ol FX5F A Aol &8&8 A7 Ao

Fl

(TTA, 2015). ©t& AFAHEHAA = THAZE
Aol AFUEE &4 §} 4 &= (Community
activity) & S8 7Z1FUE A5=E ZA45A)
o] 7] ol M = '&ﬂiié-‘?]cﬂoﬂ T AFYA o

AWM BaA, +4 HiA, wX HiA)9
NrEsE AXZ ARFYE AS5EE ddsido
(Kim and Rhew, 2009). £ o2 < FA}g oA
= AsEe] AFYE QAV|E AxA 2E
(Star) 7NFE &&ste] ARFUESY GAES
=431 A tH(SPRi, 2018).
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Table 8 Community Maturity Indicators
according to TTA Group Standards

Attribute indicators

Symbol

Release of new versions for more
than three years after the initial
release

#1

Recently released stable version
number 1.0 or above

#2

Establish operating systems such
as maintenance operators,
committer, and developers

#3

Establish a developer’s rating
system based on contribution and
participation

#4

Board of Directors—Decisions made

by committees, not by individual
judgment

#5

Table 9 Community Maturity Measurement
according to TTA Group Standards

. |H323|Sofia | Lib- | Lib- | ffm-
ptlib . X264
plus | —sip | yuv | srtp | peg
#1 O O O O O O O
#2 O O O - O O O
#3 O O O O O O O
# | - - - - - - -
#H1| - - - - O -
I 4 4 4 3 4 5 4

105-113

e v oA g B o
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