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[Abstract]

In the phono-sapiens era of the intelligence information society, most business activities are increasingly
dependent on networks and information systems. SMEs, which occupy the majority of Korean companies,
are increasingly possessing the value and technology of their information assets, and their ability to protect
core technologies that are the driving force of corporate growth will be the most important competitiveness
of enterprises. Accordingly, the Ministry of Science and ICT and the Korea Internet & Security
Agency(KISA) provides a foundation for minimizing the damage from cyber threats such as hacking and
information leakage by evaluating the current information protection level of SMEs and enhancing
information protection capability by supporting a high level of customized information protection consulting.

In this study, we analyze the effectiveness of information protection based on the results of KISA
SMEs consulting. In addition, by identifying problems and limitations derived from SMEs information
protection consulting results, SMEs should propose measures to improve information security of SMEs

that can manage information protection management system more efficiently and effectively.

» Key words: Intelligence Information Society, SMEs, Cyber Threat, Information Security Consulting,
Information Security Management System
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I . Introduction
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II. Preliminaries

1. Small and Medium Business Status
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Table 1. SMEs Status by Year
(Unit : a thousand, thousand person)
Division 2011 2012 2013 2014 2015 2016 2017
all(A) 3,235 3,354 3,419 3,545 3,605 3,676 3,737
Number of SMEs(B) 3.232 3,351 3416 3,542 3,601 3672 3733
Business
ratio(B/A) 99.9% 99.9% 99.9% 99.9% 99.9% 99.9% 99.9%
all(A) 14,534 14,891 15,345 15,963 16,775 17,051 17,294
Number of SMEs(B) 12,627 13,059 13,422 14,028 15,127 15,392 15,528
Employees
ratio(B/A) 86.9% 87.7% 87.5% 87.9% 90.2% 90.3% 89.8%
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2. Information Protection Consulting Procedures
and Effectiveness
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3. SMEs Information Protection Status
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4. Status of SMEs Information Security

Management System
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III. Information Security Consulting for
SMEs

1. Conducted Information Security Consulting

for SMEs
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Table 2. Comprehensive Status of Consulting Results

e e e S R e R EE R L
A 2L 71, 2ol WM =29 Hopde
JFEAE 5 AP 1930 Cfsto] TS 23stol
ABUS £52 kol Wk AN sck oblg 53
A 1A AL 25T oS BUT 4 9l

HeIR

2. Information Protection Consulting Security
Level of SMEs
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2.1 Security Level per Diagnostic Area
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Information . Diagnose Mock Hacking

. Personal Information . ; )
Protection Management Processing Polic a Technical Diagnosis Usuall
System g Y Vulnerability (Web Vulnerability) o 30/”
Weak Good Usually Usually e

52.4% 84.4% 61.4% 71.0%

2.2 Security Level by SMEs Size
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Table 3. Security Level by SMEs Size

(Unit : %)
Information Personal . Mock Hacking
. . Diagnose ; )
Protection Information . Diagnosis Average
By Scale ) a Technical .
Management Processing Vulnerabilit (Web Security Level
System Policy y Vulnerability)
Small Business Person 49.9 82.3 63.7 81.0 69.2
Small Business 49.4 78.0 59.6 69.4 64.1
Medium Business 59.1 88.1 64.0 67.5 69.7
Protected Medium Enterprise 99.8 84.0 75.1 450 76.0

3. Problems of SMEs Information Security
Management
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IV. Analysis and Improvement Plan of
Information Protection Consulting
Effect of SMEs

1. Analysis of Information Protection Consulting

Effect of SMEs
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Table 4. Level of Security Level by Progress
(Unit = %)
InformaFlon Person.al Diagnose Mock Hacking Average Security
Step Protection Information . . ; Level
e A a Technical (Penetration Security
Classification Management Processing . . Increase
. Vulnerability Testing) Level
System Policy Rate
Initial Diagnosis Result 52.4 84.4 61.4 71.0 67.3
Implementation Check 52.4 88.1 66.7 714 69.7 36% A
Result
Reflecting the Effect of 602 8.1 66.7 714 716 64% A
Consulting
Effect of Solution 63.3 88.1 67.9 74.6 73.5 9.2% A
Security Level 10.9%p A 37%p A 65%p A 36%p A
Improvement Effect
2. Measures to Improve Information Protection A7} ojesteitt.

for SMEs
2.1 Problem-Centered Improvement Plan in
Information Protection Consulting Process
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2.2 Improvement Plan of Information Protection
Management System
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Table 5. Security Awareness and Compliance of SMEs in terms of Security Perspective

Security
Perspective

Security Awareness and Compliance of SMEs

Administrative

- Establish security management regulations and actively manage them.
- Assign security officers and departmental security officers and assign responsibility.

Security - Implement periodic information protection training for all employees.
- Create a security pledge for all employees and raise awareness and responsibility for security.
Physical - Entire facility personnel access control and records management of company visitors thoroughly.
SeZurit - Enhanced security zones and security zones for hazardous areas where technology and information
y can be leaked.
- Thorough control of unauthorized personnel access to information security systems.
. - Homepage administrator access account encryption.
Technical - . . .
. - Building a mail server spam filter for Internet security.
Security

- Periodic maintenance and maintenance of network systems, new versions of updates for Windows
security, vaccine testing and treatment.

2.3 Improvement Plan Focusing on Characteristics
of SMEs
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