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요  약

최근 ICT 기술의 발달로 인해 정보시스템의 융합 서비스 플랫폼에 대한 변화가 고속화되고 있다. 5G 통신, IoT, 
AI, Cloud가 적용된 사이버 시스템으로 확장된 융합 서비스가 실제 사회에 반영되고 있다. 하지만 사이버 공격과 보

안 위협에 대한 대응과 보안기술 강화를 위한 사이버 보안 감리 분야는 미흡한 실정이다. 본 논문에서는 5G 통신, 
IoT, AI, Cloud 기반의 정보시스템 보안성 확장에 따른 정보보호 관리체계 국제표준 분석, 보안 감리 분석과 관련 시

스템들의 보안성을 분석한다. 그리고 정보시스템의 사이버 공격과 보안 위협에 따른 보안성 확장을 위한 사이버 보

안 감리 점검 사항과 내용을 설계하고 연구한다. 본 연구는 5G, IoT, AI, Cloud 기반 시스템들의 융합 서비스 확장에 

따른 사이버 공격과 보안 위협대응을 위한 감리 방안과 감리 내용의 기초자료로 활용될 것이다.

ABSTRACT

Recently, due to the development of ICT technology, changes to the convergence service platform of information 
systems are accelerating. Convergence services expanded to cyber systems with 5G communication, IoT, AI, and cloud 
are being reflected in the real world. However, the field of cybersecurity audit for responding to cyber attacks and 
security threats and strengthening security technology is insufficient. In this paper, we analyze the international standard 
analysis of information security management system, security audit analysis and security of related systems according to 
the expansion of 5G communication, IoT, AI, Cloud based information system security. In addition, we design and study 
cybersecurity audit checklists and contents for expanding security according to cyber attack and security threat of 
information system. This study will be used as the basic data for audit methods and audit contents for coping with cyber 
attacks and security threats by expanding convergence services of 5G, IoT, AI, and Cloud based systems.
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Ⅰ. Introduction

Since the Fourth Industrial Revolution, innovative 
services are appearing in the real society due to 
intelligent services through technology expansion 
converged with ICT(Information & Communication 
Technology). In particular, due to the intelligence 
revolution and mobile technology enhancement, the 
expansion of 5G communication and the expansion of 
IoT and cloud-based information systems are evolving 
into a convergence of high-speed and high-quality 
service platforms.

The expansion of related technologies in this 'smart 
intelligent environment' has led to the expansion of 
cybersecurity threats and social engineering attacks on 
new types of converged services due to the increased 
complexity of information systems.

According to the latest electronic newspaper '2020 
CyberSecurity Threat Technology Outlook', 2020 
cybersecurity threats are APT(advanced persistent 
threats), ransomware, etc., cloud, AI, IoT, mobile, 
malware infection, open source vulnerabilities, remote 
programs. The risk of service outages due to the 
increased likelihood of exposure to this new cybersecurity 
threat is expected to peak[1].

The rapid evolution of 5G communication, IoT, AI, 
and cloud has diversified complex services utilizing 
innovative technologies. However, the expansion of the 
security technology's capabilities such as responding to 
various security accidents, preventing service interruptions, 
minimizing service failures, and the absence of a 
preemptive response system is inevitable.

In this paper, we analyze the security of 5G 
communication, IoT, AI, and cloud-based application 
systems and propose a part that needs improvement in 
securing security by expanding service and related 
technologies. In addition, it expands the security 
(confidentiality, integrity, availability, non-repudiation, 
authentication, etc.) aspects of information systems that 
require improvement as the system expands, and the 
security aspects of convergence services of 5G 

communication, cloud-based IoT systems, and AI 
devices study the plan. 

This study will be the cornerstone for securing 
cybersecurity for converged services by expanding 
information system to which 5G communication, IoT, 
AI, Cloud, etc. will be applied in the future.

Ⅱ. Related Works

2.1. 5G Mobile Communications

As shown in Table 1, Korea's mobile telecommunications 
system started with the first generation in 1988, the third 
generation WCDMA(Wideband Code Division Multiple 
Access) in 2006, the fourth generation 4G LTE-A in 
2011, and the fifth generation mobile communication 5 
Generation in 2020. In terms of practical use, it has 
secured a leading position[2].

Division Contents Theoretical 
D/L ratio

Technology 
commercialization

1G voice 2 kbit/s 1988 Year

2G SMS
(short message) 384 kbit/s 1996 Year

3G Data + Video 
Call + USIM 56 Mbit/s 2006 Year

4G 
High Speed 

Video + 
Network Game 

1 Gbit/s 2011 Year

5G 
Realistic media 

+ intelligent 
service

10 Gbit/s After 2020

Table. 1 Commercialization of 5G Technology and 
Generational Trends[2], Re-edition 

The core service of 5G-based communication is to 
implement four technical characteristics: 1000 times 
faster transmission speed, 1000 times faster response 
time, 1000 times more devices acceptance technology, 
and 1000 times improved energy efficiency[3].

The current 5G mobile roadmap is expected to finalize 
national standardization of 5G standard definitions in 
2019 after the plan to commercialize 5G FWA(fixed 
wireless access) networks in 2017.
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2.2. Cloud & IoT System

The three major technology elements used for the 
IoT(Internet of Things) can be classified into sensing 
technology, wired/wireless communication and network 
infrastructure technology, and service interface technology.

The technological evolution of IoT systems has 
accelerated the computing power and networking of all 
things and devices to ultra high speed, thereby acting as 
a catalyst for creating a converged-oriented smart ICT 
environment[4]. In particular, as many intelligent devices 
are connected to the Internet and expand into two-way 
communication environments, security breaches and 
threats are gradually increasing.

Fig. 1 shows that the data collected by IoT sensors 
using the cloud-based IoT platform will be stored in the 
cloud, analyzed with appropriate analysis technology 
using big data, and the related businesses in the social 
field will be revitalized by implementing convergence 
services in the form of mobile services.

Fig. 1 Cloud of IoT Platform. 

2.3. AI(Artificial Intelligence) Device 

AI(Artificial Intelligence) was devised by mathematician 
Alan Mathison Turing in 1950 and defined and utilized 
by John McCarthy in 1956 after the statement of 
intelligent development possibilities[5]. Later, in 2016, 
the advent of Google DeepMind 'AlphaGo' confirmed 
the power of artificial intelligence, attracting worldwide 
attention as shown in Table 2[5, 6].

Division 1 
generation

2 
generation

3 
generation

4 
generation

Time 1980s 1990s 2000s 2010Now

Plan
Simple 
control 

program

Path 
Search / 

DB Search

Machine 
Learning 

Deep 
Learning

Features

Expert 
(person) 
writes 
control 

algorithm

Search for 
the correct 

answer 
through the 

DB
Expert 
system

Logistic, 
D-Tree,
SVM, 

artificial 
neural 

network

Add 
synthetic 

techniques 
to neural 
networks

Examples
Automatic 
washing 
machine

Deep Blue 
Chess 

Conquest
(1997)

Character / 
pattern 

recognition 
camera

AlphaGo

Table. 2 Changing the Artificial Intelligence Paradigm [5.6], 
Re-edition

Table 3 presents the threat content of AI exploits from 
duality to dissemination and vulnerability as attributes 
that affect future AI security in the “AI Exploit Report” 
published by Oxford University in February 2017[7].

Property Contents

Duality
Artificial intelligence can be used for civil, 
military, etc. and is not intended to be used for 
a specific purpose.

Efficiency & 
Scalability

Certain tasks can be performed faster and at a 
lower cost than human capabilities, while at 
the same time System can be duplicated

Excellence
It is free to human's basic environment 
(underwater, nighttime, etc.) and can outperform 
humans in some ways.

Anonymous Communicate with others, reduce areas of 
interaction

Pervasiveness
Artificial intelligence-related technologies can 
be easily applied, and they can be exploited 
differently.

Vulnerability

There are number of vulnerabilities that have 
not been resolved, such as data poisoning 
attacks, hostile cases, and flaws in autonomous 
systems

Table. 3 Attributes that AI affect security[7], Re-edition 

2.4. Information Systems Security Audit

Information system audit is today following the 
enactment of the Information Technology Architecture 
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Act on the Efficient Introduction and Operation of 
Information Systems in December 2005 and the revision 
of the "Information System Audit Standards" in 
December 2010 through mandatory audit[8].

IoT, AI, and Cloud-based information systems are 
becoming more interconnected and operable with IT 
innovations, but threats and breaches of ICT systems are 
increasing.

Therefore, the government and major private companies 
are trying to improve the quality of architecture and 
security based on the experience and knowledge of audit 
and security consulting on security requirements from 
the development to the operation stage of system 
Architecture. 

Ⅲ. Cyber attack and threat analysis on 
5G communication based IoT, AI, and 
Cloud applied information system

3.1. 5G communication based IoT, AI, Cloud application 

information system analysis

5G-based IoT, AI, and Cloud application information 
systems are using ICT technology as a more intelligent 
society with convergence characteristics that realize 
super-connectivity, ultra-low delay, and high speed.

With the convergence of 5G-based IT technologies, 
operating systems through expansion of interoperability 
and expansion are integrated into various systems such 
as transportation, digital healthcare, media & entertainment, 
public service, and smart factory is changing.

VR(Virtual Reality), AR(Augmented Reality), wearable 
and intelligent CCTV of 5G-based AI and IoT devices 
are expanding their applications through functional 
improvement. In addition, future drones, connected 
robots, and autonomous driving systems of unmanned 
vehicles are being expanded based on high-definition, 
large-capacity, and real-time, and are promoting the 
advancement of information systems to enable a variety 
of convergence and complex services.

3.2. Cyber Attacks and Threats to 5G Communications

Cyber attacks and threats based on 5G communication 
can be divided into the existing network and the devices.

Cyber threats on the 5G communication-based network 
side include threats to signaling protocol vulnerabilities, 
weakened security by maintaining caching of existing 
contexts, compromised sensitive information in virtual 
environments, increased man-in-the-middle attacks on 
mobile edge cloud servers, and acquisition of IMSI 
(International Mobile Subscriber Identity), network slice 
managers impersonation on attacks and operator networks.

Terminals based on 5G communication include LAN 
DDoS(Distributed Denial of Service) attacks, RAN 
(Radio access network) resource overload, and information 
stealing attacks that impersonate instances due to 
excessive connection requests from IoT terminals infected 
with cloud access networks. In addition, there are 
confidentiality of identifier in user authentication, mutual 
authentication and key sharing between terminal and 
network, signaling integrity and confidentiality, interface 
security according to separation of core and edge 
networks, vulnerability of platform execution environment, 
and open source vulnerability attack.

3.3. IoT, AI, and Cloud Applied Information Systems 

Cyber Attacks and Threats

IoT, AI, and Cloud-based systems are being 
intelligently integrated with technology that is integrated 
with ICT. Such cyber attacks and security threats to the 
ICT system include spear phishing, which collects and 
analyzes information of the attack target in advance, and 
spreads false facts through voice imitation and synthesis 
technology using algorithms.

In addition, social engineering attacks that automate 
messages after automatic creation of mail-links, 
sophisticated and automated swam attacks on AI devices, 
malicious user access and attacks through AI black box 
model extraction, and user consent to data collected on 
AI devices Personal information leaked without use. 

Accordingly, as shown in Fig. 2, real-time security 
response and cybersecurity standardization for cyber 
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mega attacks according to generational evolution of 
cybersecurity technology are required.

Fig. 2 Generational evolution and features of cyber 
security technology Re-edition

Ⅳ. CyberSecurity Audit for IoT, AI and 
Cloud Applied Information Systems 
Based on 5G Communication

4.1. Security audit of ISO/IEC 27001 information 

security management system of information systems 

The ISO(International Organization for Standardization) 
/IEC(International Electro technical Commission Joint 
Technical Committee) ISMS(Information Security 
Management System) is a five-step management process 
for establishing and operating an information security 
management system(information protection policy 
establishment, scope setting, risk management, 
implementation, follow-up management), documentation, 
requirements, documentationLine, and record control.

Currently, ISO(International Organization for 
Standardization)/IEC(International Electro technical 
Commission Joint Technical Committee) 27001 system 
is used through version revision, but it is similar to 
domestic K-ISMS system and due to lack of institutional 
benefits and effectiveness of results, security audit is the 
next best option based on security technology standard.

4.2. 5G communication based cybersecurity audit

Cybersecurity audit in terms of 5G communications 
must take into account 5G network infrastructure 
(RAN:Radio access network, core devices, network 
slices, platform memory), 5G application servers capable 
of Internet convergence services, and various devices 
connected to 5G.

Cybersecurity audit for software-based 5G distributed 
cores should also include ultra-reliable data security, 
which ensures low security requirements, mobile network 
and mobile endpoint security, and virtualized network 
platform integrated security design for SDN(Software 
Defined Networking)/NFV(Network Function Virtualization) 
intelligent platform security.

In addition, it examines technology by sector such as 
SDN Page-based security language, SDsec(Software 
Defined Security) controller, authentication and certification 
for enhanced reliability, open source vulnerability of 
mobile devices such as Software integrity check, 
personal user data, and use of data according to 
corporate agreement. It should be considered as an item 
and checked.

4.3. CyberSecurity Audit of IoT, AI, and Cloud Applied 

Information Systems

The cybersecurity audit checklist should be designed 
from security audit of information system, from the 
existing security equipment technology to cyber threat 
response technology through cloud-based security 
vulnerability analysis. 

Audit checklists for cybersecurity audit of IoT, AI, 
and Cloud applied information systems are as follows. 
Security aspects related to AI include AI defense using 
AI, behavior analysis detection to detect abnormal 
behavior, deception security technology, automatic 
traffic security of endpoints, dark data identification 
technology to automatically delete unnecessary data, 
cyber kill chain and Security Rating Services.

In addition, cloud and IoT security technology aspects 
should consist of audit checklists such as IoT loop 
botnet, de-identification in unstructured data platform, 
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cloud-based PAM(private access management) technology, 
message integrity and encryption function, and vulnerability 
analysis by layer.

4.4. Apply Cybersecurity Audit of IoT, AI, Cloud 

information system

Table 4 is a checklist for cybersecurity audit considering 
5G network, equipment, and security technologies, and 
shows the cybersecurity audit of common and detailed 
sectors.

First of all, in the case of 5G network part, we applied 
network equipment construction, management part and 
security management part for control system as review 
items. In addition, IoT devices and AI devices are 
applied to check the access management, account 
management, and log management between IoT devices, 
AI devices, and network devices based on cloud.

Finally, security equipment and cybersecurity technology 
aspects were designed and applied to focus on account 
management, security solution acquisition and design, 
and function management for security equipment. In 
particular, the cyber threat response technology is 
designed and applied to analyze and diagnose malware, 
vulnerability analysis, attack prevention, and access 
management.

In this paper, cybersecurity audit and inspection items 
for 5G communication based IoT, AI, and Cloud applied 
information systems were studied.

Ⅴ. Conclusions

This study proposed the check items and methods of 
cybersecurity audit for platforms, devices, networks, and 
security technologies capable of various and converged 
services of 5G communication-based IoT, AI, and Cloud 
applied information systems.

This study studied common areas and detailed 
inspection methods of security audit check items through 
intelligent, targeted attack, and existing vulnerability 
analysis on IoT, AI, and Cloud applied information 
systems in a 5G-based extended environment.

This study will be carried out through the application 

Security 
IS-Audit 

Area

Field of 
inspection

Review items 
(Common/detail summary)

5G 
Communic

ation 
network

Network 
equipment 

building and 
management

01. Appropriateness of Network /
Equipment Account Management 
(P/W Setting / Encryption Set 
permission level by user/ 
command)

02. Appropriateness of access 
management account management 
(VTY:Virtual Teletype IP setting, 
ACL: Access Control List 
Settings Check, access authority 
and control)

03. Appropriateness of Patch 
Management (Periodical) 

04. Appropriateness of log 
management 

Control 
system 
security 

management

IoT 
equipment/

AI 
Devices

Cloud-based 
Server

Table. 4 Example of cybersecurity audit check items 
and contents 

Security 
IS-Audit 

Area

Field of 
inspection

Review items 
(Common/detail summary)

Window 
Server

(data real time analysis)
05. Adequacy of functional 

management(SNMP: Simple 
Network Management Protocol 
Complexity setting Check, 
UDP:(User Datagram Protocol 
Check, Community String Check, 
DDos:Distributed DoS Attack 
Defense, TFTP:Trivial File 
Transfer Protocol service blocking, 
Spoofing prevention filtering)

Security 
equipment 

/Cyber 
security 

technology

Traditional 
security 

equipment 
technology

01. Account management suitability 
for security devices such as 
firewalls, intrusion detection, 
blocking, and response systems

02. EDR(Endpoint Detection and 
Response) Appropriateness of 
solution adoption and design 
reflection

03. Appropriateness of spam and 
malware analysis through function 
management (real time integrated 
analysis)

04. Software vulnerability analysis 
and appropriateness of patch 
management (Hardening)

Security 
advanced 

cyber threat 
response 

technology
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of cybersecurity audit of ICT-based information system 
to verify and respond to the failure of information 
system, to manage user information protection, quality 
control and improvement. In particular, this study will be 
the advancement of intelligent cyber attack and 
countermeasures against cyber threats and prevention for 
successful cybersecurity.

Further research is needed to study the international 
standardization that adds and updates the inspection 
methods to check the stability and effectiveness of the 
proposed cybersecurity audit checklist and measures in 
the expanded system environment.
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