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Characterization and Detection of Opinion Manipulation
on Common Interest Groups in Online Communities
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ABSTRACT

As more people share their opinions in online communities, such as Infernet portals and social networking services, more opinions
are manipulated for the benefit of particular individuals and groups. In particular, when manipulations occur for political purposes, they
influence election results as well as government policies and the quality of life. This type of manipulation has targeted the general
public, and their analysis and detfection has also focused on such manipulation. However, to more efficiently spread propaganda,
recent manipulations have targeted common interest groups(e.g., a group of those infterested in real estate) and propagated
information whose conftent and style are customized to those groups. This work characterizes such manipulations on common interest
groups and proposes method to detect manipulations. To this end, we collected and analyzed opinions posted on 10 common interest
groups before and affer an election. As a result, we found that manipulations on common interest groups indeed occurred and were
gradually increasing toward the election date. We also proposed a detection system that examines individual opinions, their authors,
and their collaborators. Using the collected opinions, we demonstrated that the proposed system can accurately classify more than
90% of manipulated opinions and that many of these opinions were posted by multiple collaborators. We believe that regular audits
of opinions using the proposed system can quickly isolate manipulations and decrease their impact. Moreover, the proposed features
can be used to identify manipulations in domains other than politics.

= keyword : Opinion Manipulation, Online Community, Inferest Group, Political Manipulation

1.A &

1 School of Computer Science and Engineering, Kyungpook National
University, Daegu 41566, Korea

ro

EPlol|A] AREAFEO] ME oAE FralH deAtEs]

* Corresponding author (sihyunglee @knu.ac.kr) = 37k 2 37 online community) ©] 2} P9, E& Alo]
[Received 16 July 2020, Reviewed 23 September 2020, Accepted E9} AR FA Y MBI2SNS)E BF ¥shsit) o]2fdl &z}
13 October 2020] o] 7}l Az o)A HalskA AL 7lR=stl= XA o
by o] O‘j:[L—‘E- 20_),01'& (ZH)%OE]—E‘?}%LQ’ZHE’ i}‘%od:ﬁ}_/‘éﬂ] 7(] U oA T W ﬂ O—] ] —h’]— \_E]O]'}ﬂ 13‘_“1 ]..0__0]_% I E——E
ool o8] =HHYL A B2 ARAE DA o2 ARgsh] A JRE SR

Journal of Internet Computing and Services(JICS) 2020. Dec.: 21(6): 57-69 57
http://dx.doi.org/10.7472/jksii.2020.21.6.57



220l STIoIA BT T Cha BT FEo| £ FAL} BX|
i) olell weh 22l 7l AAEE o Ho] AHAE o ARM RS S8 wAY AR B A2RS
o] 7K, g, Adeel] A} T B2 FES MIHAL 23] FHI}L G volHE AL AES A
kel F7ke] o] ARl wet o]E ohg-ahe] 0% ool AR HAY dHS ERAS B
NG ARE frEshs Al F7staL 9ltH4,5,6] Ml Atk 9, B AES o R & g oA
A AR 2l 7o) A FA v A FEIE o] AREA el ola] 2HHO R dojy
A ARl WA 574 sfelolvt ko] o] 93 A= HAT
drHog FyEE HHES Watn, 9] FF Holu
A A e7do] ot oo dojth. 53] B F B =S o o] pEn 23 B A7
AHE7F AR A mE 2h {FEHY AA A3 o o W& Awety A A-eke] Aol wlwgttt. 3
S VA ol ofol i 74 AT AR AAG ZAME QEU TN JAE S8 AFL 7]Est
LFY Lol e WL 7 A FATHT 8L # =R E o gl AE ol2jg oA F HRd dAE Y F
ojeh & A FH o] WP} HHE B o] AE 5AE Abeit) 5ol E At 5L A
£ YAk A2 AQkeith YA A EFE AL JEE S v e R
A A FA o] v AHe 2l F710] BEA oM e FF A7 FAE s dEe DerTh
OE e ® FE57] AJZstg e, ol wet olE
A BAdke ATk ol 5 s e 2. #H A
2 fEse o 248 wEATH,10). sHARE H
ol 22kl T2k AFEAE Al wel oY BE o810l Tk AR A EAe uHA oA G
TE HA AP BRe & 7 o] EAlo) 9 9 g[12], Bl=H6], olglok3], QAE[13], AH-Tlolaku] o}
Ao W83t FAE 2Hske] FEshs Al 7E B et [14]2 =38 A AADCs waely glom, A7 6 A
AHLL). & 5ol 54 ARviet =2 748 el =7 SRoA $2)8 29712 2AFAY v R A9
A olEx AFE HAo de gde fFaEstHA o] o] T2 Hrslets AL BHo 2 STt oSS
o] Az she ARRlolv Al B-E ARE-stE AR, o] Z2 EYH, do| Ak, oAETIY So| Lol TS
& el B 2 eAnlS Bs) Wil B3} BEA o)A JRE Asksgk HelE ool
B ERAME oY 54 A YES KA RE no)y ALLAEC) Follik MES FYT AE
& v oA EAS B8l ol BA g A BAE] o]Zo] BAAE AEO T BAG T A 3
SRS ALAT. C1F SlE) M2 GE A FobE 71 9o BHE A7/ AAEH[S), o)A AHE /)0
1070 ¢] QNEAY Zhflol] AR o AS FR5ke] #4315 0% 7} $A Ak Yot 228 RS Aneo 2N
ok 53] 20201 49 3] HAA A5 AlAE oA WY Mo =% A 9skS Fohll
S B E, AA AFZ AXHQA FH9 v olg) et M)A} Ao EXS HAM5T BRsls A
B AR R LA 2] AENHAS] VAR 2 2z gl 2o o (el 4B B3t H19) AHE
w49 2 A3 5 ouE sty ot 2 S7))ol thal SHET B3] 5709 WAL ARes A
F 5 71(5-star rating system)°ll W3l (1) ZF AFE-A}2] ©H
« 3T WA Fus R @ A 549 ) o] G2 AMEAES Wi WA o] AL zpo]7} L=
8 BRI A SA s dzAdde] Bkl o N6 @) F AHEATE 2E AEl e ele W A%
L 7E SIS B R CISE A AT g me waAgeH) Read) BAS SREANT 52
ol 530 3 i &o] £AHAUGE B g 1Y 9AS BRI FAH Fe) 6y
o YA AARE FHE BHGOEHN v A A} AL WAL ALLEA konE o|ye ERS ul
A ARE TR 5 e 103719 54 At 2 ALsr)= oyt
Atk o5 JEU Fhe] A3t 542 ares) QB WA o] Ao] Bat ATr} XAl B oA
AB=ACH, FAHR H oleiel MBS R S BAslglEd, oF A7E 54 B A9 s
Faellw &89 5 A JAuThs ESESh TY AN BEY Tl
58 2020. 12



Ee )
rr

oo &

& BABATHO10). F8 259 AHEATE
W W AL %
RN e

Aol e Zg3 9l

o o > R
lo o

2 (o op lo

Do om oo
2 T
o Hd
~ o T
X
rir
-
=2
1
al o
o >
% F-\';? o
o 1= ot
ol
rlr

=

O

oz >

tlo ofo >
:IOL_“
of
o
=
4
o>
N
i
1o,

E I

N

B 29 G239 2 9171 el Aol ¢
S oulASt EGHS AFEA A TBsehE
FQ ALl Mol HARH BY F
o WEE AA HolEle] A 8oz B4 3
o7 YAl golgS Halth

b rlo
2o

ol
B I
&2

(oo bbbt @ rlf e do QL fo o o

3. Heolel #3712 54 ¥4
3.1 EA{A HIolE &

I} FREE v AR EAS BAE] S9
Me Aaa mgde g ERE golezt desth o)y
& dlolHe T3 ¥ A2 JILE AZ5] $9)
A& Fgslth ol $l3 wlolw 71E[18]9 th 7H[19]
= 7F4A 71 505 ool 1071 FhElel AlAE
547867019 9 7A-& A3 °)E e & 13 Pl

5 A 7 Fdoltt o] g 35 FAAb] tigt
Zare] AZhS F2 AT 2N TE 7RSS T
th Aubdg o2 Jlu o] ALY AHE Fo] thgrolA|
AA7F t7ted g9 A-E F<] AR SHEh
5] G7lo] AA| FH & AASA &
ARl = Bt olefdt Fo] A&3A AAETH
[20]. o1 ® Tt 9] FAIALoA Blojum g Wiste]
AR Gxet AEH FS WG JEZ FRSIATE

19 FHo] AAE 2ol g 32 A2l =3
o) A17(2020.04.15.) ¥ <F 67HL 7Y, 2019.11.04.¢114
2020.05.14.74A4] X8 = Atk Bt JeFeo] &
a17] S8l M AE AXZE s, olE2 F 1
FA Y AAR 2 5 2359 HF 7 M
Aol F& gujdth MAE AXNZL AN Aol 4
dxnz o g2 AR YA "k

= =

21 O
BEE AYS

=S B
2= T':j1

)

T 25 FAT 9749 dE BoE, 7 AL 3=
1~1070A] 107012 ARZ FAFEL o] & & 12 94
o] AAE AEUl FH| 9 o] Foltth &qE 2& oA Al

AK|

RSt Qe Fhd| (OO F22 AU #z2)

(Table 1) Internet communities (cafes) where
opinions were collected
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(Table 3) Overview of opinion collection and
classification
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(Figure 1) Number of manipulated opinions over time
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