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[Abstract]

Modemn GPU can execute general purpose computation on the graphic processing unit, and provide high
performance by exploiting many core on GPU. To run AES algorithm efficiently, parallel computational
resources are required. However, computational resource of CPU architecture are not enough to
cryptographic algorithm such as AES whereas GPU architecture has mass parallel computation resources.
Therefore, this paper reduce the time to execute AES by employing parallel computational resource on
GPGPU. Unfortunately, AES cannot utilize computational resource on GPGPU since it isn’t suitable to
GPGPU architecture. In this paper, IPC based dynamic SM management technique are proposed to
efficiently execute AES on GPGPU. IPC based dynamic SM management can increase and decrease the
number of active SMs by using IPC in run-time. According to simulation results, proposed technique
improve the performance by increasing resource utilization compared to baseline GPGPU architecture. The

results show that AES improve the performance by 41.2% on average.

» Key words: AES(Advanced Encryption Standard), GPU(Graphics processing unit), SM(Streaming
Multiprocessors), GPGPU(General-Purpose computation on the GPU)

(2 <]

4l GPUE GPGPUZ &8 0}04 -8 dite] 7hssith Rk ofue), GPUT W o] FoE
ﬁﬁé}ﬂ A8 st A AE)gS AlEdt AES ¢S v MY ks 88T CPU R

T 2&4 HdAst M AR etk mEbA, 2 =l Ae e Y i A S S8
GPGPU 139l A AEs dnEFE FATOEN AES YuEF AYATHE FoHokr)h AL
GPGPU T-%+ AES &gl 22 otsdug)Eol] H435ts o] oA ¢ ‘jr Te|BE AES ¢are]Fel
HAskd & Q== AT 75 GPGPU T35 Aljketaral gtk Aljke 712 M2 78 T4C
2 sl IPC 718 SM 4 ] 7o)tk IPC 7|9 SM 4 ¥ 7] 2 GPGPU %91 A Ea L}
 AES9] IPCE AA|ZEo & ukadsle] # 2 o] sMe| /45 4oz shgdit) 23 Ayl
Aotd 54 SM T 7L 71¥2] GPGPU 29t Hluste] st=glo] AYS gapHow %%6}04
58 AA PR AL dubA el GPGP 29} vk, AlQkE 7)He] AESe] o5 8T sl Hit
412%°] A5 S HoFr

P A0 D3 USSEE, T X2] x|, AS2Y TE|TRA, GPU Af0] HE At

« First Author: Dong Oh Son, Corresponding Author: Cheol Hong Kim
*Dong Oh Son (dongoh.son@sk.com), SK Hynix Memory System R&D
*x*Hong Jun Choi (chj6083@nsr.re.kr), The Affiliated Institute of ETRI

*x*Cheol Hong Kim (chkim22@chonnam.ac.kr), School of Electronics and Computer Engineering, Chonnam
National University
* Received: 2019. 07. 19, Revised: 2019. 12. 01, Accepted: 2019. 12. 02.

N rEF

Copyright © 2020 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



12 Journal of The Korea Society of Computer and Information

I. Introduction
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II. Background

1. AES(Advanced Encryption Standard) algorithm
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2. GPU architecture
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ITI. Exploiting GPGPU for performance
improvement on AES
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2. IPC-based dynamic SM management
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Algorithm 1. Proposed SM management Algorithm
1: function SM_Management(sm)
2: loop
3: r < cycle mod 1000
4: if r =20 then
5: check current IPC
6: if current_IPC > previous_IPC then
7: sm.Num < sm.Num * 2
8: else
9: sm.Num < sm.Num [ 2
10: exit loop
11: end if
12: end if

13: end loop
14: end function
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IV. Experiments
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Table 1. Hardware parameters

Parameter Value

Number of GPU Clusters 1

Number of SMs per GPU
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Table 2. Memory parameters

Parameter Value
Number of Registers/SM 32768
Shared Memory/SM 16KB

8KB, 2-way 64byte lines,

Constant Cache/SM
Read-only

12KB, 24-way 128byte lines,

Texture Cache/SM
Read-only

L1 Inst. Cache 2KB, 4-way, 128byte lines

L1 Data Cache 16KB, 4-way, 128byte lines

Number of LSDT Units/SM | 1

Clock (Core; Interconnection;

L2; DRAM) 700:700:700:924 (MHz)

Number of Packets in

Ejection Buffer

Number of Response
Packets in LDST Unit of | 2
Ejection Buffer

CTA Scheduling Scheme
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Status Table

Round Robin Policy

Warp Scheduling Scheme Round Robin Policy
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Cluster 128 L2 Data Cache 64KB, 8-way, 128byte lines
Maximum Number of 8 Number of Memory 8
Current CTAs/GPU Cluster Controllers
PTXPLUS Enabled Number of Memory
Subpartition/Controller 2
Number of Threads/SM 1536
M Ch | Bandwidth | 4 byt
Number of SP Units/SM 2 emory ~hanne’ Bandwi vies
DRAM h |
Number of SFU Units/SM | 1 Scheduler  Queue | 4,

Size

DRAM Request Queue Size | 116

tCL=12, tRP =12, tRC=40,

GDDR3 Memory Timing tRAS=28, tRCD=12, tRRD=6

V. Experiment result

1. Exploring optimal number of SM on AES
execution for proper hardware resources
utilization
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2. Performance analysis on AES execution by
using IPC-based dynamic SM management
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