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A Study on Detection of Malicious Android Apps
based on LSTM and Information Gain
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ABSTRACT

As the usage of mobile devices extremely increases, malicious mobile apps(applications) that target
mobile users are also increasing. It is challenging to detect these malicious apps using traditional malware
detection techniques due to intelligence of today’s attack mechanisms. Deep learning (DL) is an alternative
technique of traditional signature and rule-based anomaly detection techniques and thus have actively
been used in numerous recent studies on malware detection. In order to develop DL-based defense
mechanisms against intelligent malicious apps, feeding recent datasets into DL models is important. In
this paper, we develop a DL-based model for detecting intelligent malicious apps using KU-CISC
2018-Android, the most up-to—date dataset consisting of benign and malicious Android apps. This dataset
has hardly been addressed in other studies so far. We extract OPcode sequences from the Android apps
and preprocess the OPcode sequences using an N-gram model. We then feed the preprocessed data into
LSTM and apply the concept of Information Gain to improve performance of detecting malicious apps.
Furthermore, we evaluate our model with numerous scenarios in order to verify the model’s design and
performance.

Key words: Mobile Malicious Apps, Android Malware, Deep Learning, Long Short-term Memory,
Information Gain, Shannon Entropy
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Fig. 1. A process for detecting malicious code based on LSTM and Information Gain,
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Fig. 2. Extraction of OPcode sequence from an Android malicious application,
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Fig. 4. Top 10 OPcode sequence with high information
gain,
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Fig. 5. Experimental Evaluation with four types of experimental scenarios — (a) Feature Selection (b) Deep Learning
Models (c) N—gram based data preprocessing (d) Information Gain

3 HA A3 OPcode A A2 F& i @2
o] &2 4 A3} OPcode A ALE FE3H
CNNell A&A#HS w7} 71%, OPcode Al A AE 3
Z3tA] ¥ CNNol| H8-A1 & w7F 64% = OPcode
ANB2E FE23HS W7t &34 %S Wro
k7% U && ATE Hole AL ¥ F Ak F,
OPcode A A2E FE& W AFE7} FE314
WS WET sl FomE Atd mdo| A7
@A F, OPcode Al A2 FZF0] ARAYS THY

4 qle.

o A/rfE] 0 2 Held Bd
= B4 (Fig. 5(b))

e thE2 < =d CNN, RNN, LSTME A
U2 194 £ 4% 22 OPcode AlB= F&
HolE & &83l9 <53k A3, CNNoJ 68%, RNN
o] 709%, LSTM©] 74%=2, B =%o|A &83 LSTM
Zdlo] CNNXET} oF 6%, RNNXE T oF 4% &8 A3

£ Holz AL & F Utk

ol o2 &2 4

o A/1]E]© 3 N-gram 7|4t HlolH A& {5
o W& ¥ @@f‘: 4 (Fig. 5(c))

AUl L 204 £& He& B LSTM 7]¥ =
9-& &85} OPcode /\li/\/l 3-gram 7| ¥k A
g 7 02 S5 E4% A9, AAYE
P APdAdHe] Aol o w4 U2 As U
T Atk WA E FHSA FUE W (1-gram)<]
=7} oF 74%, 3-gram 7|HFo. 2 AT S 59
Pe wo) HE=Tt F T7%E 3% & HEEE B

ol AL Kol Agke mde] 3-gram 7|W HA ] ©
A7t 2ol A% o] a2 YL AET F AUt

e AjLfE] 2 4 FHO|E FHE Fh-o w
A= 4 (Fig. 5(d)

AuE e 15E 3744 2 AsS 2
2% dkg3te] LSTM 7|Hte 2 st&53k A3 77%9)
b q BA ASEE Hols AL Aue]l L 304
U F Ak A 2 49l A& A7)l F7hEko
AR5 At AAE NFT W} WFEA F&
o] JE=E 43U Fig. 5(d)2 &) HHol

s
s
N

ro

=

B
tlo



LSTM & BE0I

In

J/8to] oM ot==0|= o X7 647

5SS AL9S v ©A AU} 82.3%7HA] g “DL-Droid: Deep Learning Based Android

Ao g Hol Aotd mde] HRo|E AL WAV} Malware Detection Using Real Devices,”

2deo] s A8 a4HAE AT & Ak Computers and Security, Vol. 89, No. 101663,
pp. 1-11, 2020.

548 E [3] Z Yuan, Y. Lu, Z. Wang, and Y. Xue, “Droid-

B oo Hal obd 9l Sap= Sec: Deep Learning in Android Malware

Jo) 34 E4¢ ¥
KU-CISC2018-Android B0 EJ A< 2-8.5ke] LSTM Detection,” ACM Special Interest Group on
Data Communication Computer Communica—

9 AnelS Mde st A oty B4R

weEl S AorstT 9tk AokE mae oby o B tion Review; Vol. 44, No. 4, pp. 371-372, 2014.
= 99 OPcode A2 22T, 3-gram 7]+ 1A [4] A, Saleh and C. Francis, “A Deep Learning
2] B, LSTM 7]uhe] okl e w7, gmol= Approach to Malware Detection in Android
AL B3 OPcode AA 20| 74EA] RAEA. 7 Platform,” International Journal of Innovative
23 LSTM 2 AHo|Se z3tate] obyole 2= Technology and Exploring Engineering, Vol.
Hoz GASe BAZ FHEC B oA AL 8, No. 8, pp. 1043-1048, 2019.

[5] X. Xiao, S. Zhang, and F. Mercaldo, “Android
Malware Detection Based on System Call
Sequences and LSTM,” Multimedia Tool and

weo] A7) e o ;);ig]jcatfons, Vol. 78, No. 4, pp. 3979-3999,

A BEd % 542 4 [6] L. Shiqgi, L. Zhiyuan, N. Bo, W. Huanhuan, S.

Hua, and Y. Yong, “Android Malware Anal-

ysis and Detection Based on Attention—-CNN-

LSTM,” Journal of Computers, Vol. 14, No.

=
FaolHAe 283 FUY 712 AT EAA
fol Aljbe mdlo] 4%& 2 ATt HuE

g4 AN AL olhA
%

e

&O

2

f
(i
il
o
X
fr
2
o
i

3-gram 7|%F AH 9] A, s gy =g
Z LSTM 29 A L9 gdA 1831 AROE /) 1, pp. 31-43, 2019.

& == 9 %0, ) A = [7] S Vanjire and M. Lakshml, “FNN and Auto
9 A g BRAE AR AR vnE T

Encoder Deep Learning—based Algorithm for
Android Cyber Security,” International Jour—

2 = 5

j_alzéo ;]Eki_%;f ;dpije—o:\]iﬂﬂif}i tjam jj nal of Recent Technology and Engineering,

E}OQ;L—E@" ;; :J el 71m; ;ﬁ_g}gq o, Vol. 8, No. 5, pp. 3292-3296, 2020.
7H’:’;]—; oq_:;; —’7;6}51:5} q]@o‘]j; 23 A O;E;_ [8] A. Naway and Y. Li, “Using Deep Neural
%1; ﬁ:‘l LO‘_I-EEOIE . EV)J]O]].Z _g.;x;' 2%%% Network- for Android Malware DetecFion,-”
International Journal of Advanced Studies in
FeH mdle] Aes A Aol Computer Science and Engineering, Vol. 7,

No. 12, pp. 9-18, 2018.

REFERENCE [9] K. Xu, Y. Li, RH. Deng, and K. Chen, “Deep
[1] Jin-Gul Joo, In-Seon Jeong, and Seung—-Ho Refiner: Multi-layer Android Malware Detec—
Kang, “An Optimal Feature Selection Method tion System Applying Deep Neural Networks,”
to Detect Malwares in Real Time Using Proceeding of IEEE European Symposium
Machine Learning,” Journal of Korea Multi- on Security and Privacy, pp. 473-487, 2018.
media Society, Vol. 22, No. 2, pp. 203-209, [10] N. McLaughlin, J.M.d. Rincon, B.J. Kang, S.
2019. Yerima, P. Miller, and S. Sezer, “Deep Android

[2] M.K. Alzaylaee, S.Y. Yerima, and S. Sezer, Malware Detection,” Proceedings of the



648

[11]

[12]

[13]

[14]

[15]

[16]

ZEIOICINES ==X M23H X5%(2020. 5)

Seventh ACM on Conféerence on Data and
Application Security and Privacy, pp. 301-
308, 2017.

R. Lu, Malware Detection with LSTM Using
Opcode Language, University of Chinese Ac—
ademy of Sciences, Beijing, 2019.

J. Yan, Y. Qi, and Q. Rao, “Detecting Malware
with an Ensemble Method Based on Deep
Neural Network,” Security and Communica-
tion Networks, Vol. 2018, No. 7247095, pp.
1-16, 2018.

B. Kang, S.Y. Yerima, S. Sezer, and K.
McLaughlin, “N-gram Opcode Analysis for
Android Malware Detection,” Infernational
Journal on Cyber Situational Awareness, Vol.
1, No. 1, pp. 231-255, 2016.

Al Elkhawas and N. Abdelbaki, “Malware
Detection Using Opcode Trigram Sequence
with SVM,” Proceeding of International
Conference on Sofiware, 1elecommunications
and Computer Networks, pp 1-6, 2018.

R. Vinayakumar and KP. Soman, “Detecting
Android Malware Using Long Short-term
Memory (LSTM),” Journal of Intelligent and
Fuzzy Systems, Vol. 34, No. 3, pp. 1277-1288,
2018.

H. Alimardani and M. Nazeh, “Permission-
based Analysis of Android Applications Using
Categorization and Deep Learning Scheme,”
Proceeding of MATEC Web of Conféerences
2018, pp. 1-7, 2019.

[17] R. Vinayakumar and K. P. Soman, “Deep Android

Malware Detection and Classification,” Pro-

[18]

[19]

[20]

[21]

ceeding of 2017 International Conférence on
Advances in Computing, Communications
and Informatics, pp. 1677-1683, 2017.

J. Yan, Y. Oi, and Q. Rao, “LSTM-based
Hierarchical Denoising Network for Android
Malware Detection,” Security and Commun-
ication Networks, Vol. 2018, No. 5249190, pp.
1-18, 2018.

A. Hota and P. Irolla, “Deep Neural Networks
for Android Malware Detection,” Proceedings
of the 5th International Contérence on Infor-
mation Systems Security and Privacy -
Volume 1 ForSE, pp. 657-663, 2019.

G. Canfora, F. Mercaldo, and C.A. Visaggio,
“An HMM and Structural Entropy Based
Detector for Android Malware: An Empirical
Study,” Computers and Security, Vol. 61, pp.
1-18, 2016.

M.B. Erdene, H. Park, H. Li, H. Lee, and M.
S. Cho,
Unknown Packing Algorithms for Malware

“Entropy Analysis to Classify

Detection,” International Journal of Informat-
1on Security, Vol. 16, No. 3, pp. 227-248, 2017.

[22] A. Bhattacharya and R.T. Goswami, “DMDAM:

[23]

Data Mining Based Detection of Android
Malware,” Proceedings of the First Interna-
tional Conféerence on Intelligent Computing
and Communication, pp. 187-194, 2016.

L. Singh and M. Hofmann, “Dynamic Behav—
ior Analysis of Android Applications for
Malware Detection,” Proceeding of Interna—
tional Conference on Intelligent Communication

and Computational Techniques, pp. 1-7, 2017.



LSTM & HEZ0IS D|EIQ oty ol=E=20|= o BAHF 649

Z X oA
2018 39~ A ALY
T ARRZE
FAlBok: ARES AFA5

20079 29 ALl ATh St Hu
BEFEIHFEA)
201349 8Y ALl ATISta AF

vl H o] § Bl 8t (o] gHHkAL)
20143 3¥€~20173 8¢ Carnegie
Mellon University BFAF
TATd
20199 3¥€~FA AEAAUTE 2ZE oI F Al
s 2 of AE Agas
AR MESY T Bl JAFA S, F295 Kok A
2018 3€~FA Mg ZolE Y H ok
o AR K SsHT}
HJAEF: HHES AFAF,
H H| o] ¥ x5 2 A

19979 29 ALl xrist 23
B33} (o] 81A})
20008 28 AgAA st et
9 AFE S|4 A
20054 89 Aol xhsta ost
S 7 sah(ol shuta)

20064 39~ A AeiAristn JRREsY 25
A Fok: HHol B R4, AFAs, P IE



