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PGP Certification System in Blockchain Environments

Daehan Kim*, Kyungryong Seo’"

ABSTRACT

PGP is an encryption software designed to provide information protection, security and authentication
services for online communication systems. The characteristic of behavior done on the Internet is that

you don’t know the other person. It is very important to protect information from someone you cannot

trust. So identification of the other person is an important task. PGP uses an digital signature algorithm
to verify the identity of the other party. However, it is not accurate to check the other party’s credibility.
PGP increases trust as other users sign more on public keys of user. In other words, credibility is not
perfect. In this paper, PGP certification system that key management in Ethereum blockchain, one of
the blockchain platforms, is proposed. Key management in blockchain ensures data integrity, transparency

and reliability.
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Table 1. Private Key Ring Component

Component Explanation
Timestamp Date the key was created
Key id Value to identify the key
Public key Public key Contents
Private key Private key Contents
User id Value to identify the user

Table 2, Public Key Ring Component

Component Explanation
Timestamp Date the key was created
Key id Value to identify the key
Public key Public key Contents
Owner trust Reliability in the owner
User id Value to identify the user
Signature Electronic signature
Signature trust Reliability in the signature
Key legitimacy It is set ba;ed on Owner
trust and Signature turst
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Fig. 1. Suggested key management structure,
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_id: DbjectId("Se562880aef762291688bbT82")
name: "Kim Daehan”
email: "kjs5e458281@Fgmail.com”
hash: "8x12a7@778e246F1fCA22FFb1AS95276f82E1DCSER"
reg_date: 2828-92-26T87:36:32.550+80: 00
_v:8
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(b)

Fig. 4. Information stored in database (a)User info, (b)Private key ring info,
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Fig. 6. Message information stored in the database.
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