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JMP+RAND: Mitigating Memory Sharing-Based Side-Channel
Attack by Embedding Random Values in Binaries

Taehun Kim' - Youngjoo Shin'

ABSTRACT

Since computer became available, much effort has been made to achieve information security. Even though memory protection defense
mechanisms were studied the most among of them, the problems of existing memory protection defense mechanisms were found due to improved
performance of computer and new defense mechanisms were needed due to the advent of the side-channel attacks. In this paper, we propose
JMP+RAND that embedding random values of 5 to 8 bytes per page to defend against memory sharing based side-channel attacks and bridging
the gap of existing memory protection defense mechanism. Unlike the defense mechanism of the existing side-channel attacks, JMP+RAND
uses static binary rewriting and continuous jmp instruction and random values to defend against the side-channel attacks in advance. We
numerically calculated the time it takes for a memory sharing-based side-channel attack to binary adopted JMP+RAND technique and verified
that the attacks are impossible in a realistic time. Modern architectures have very low overhead for JMP+RAND because of the very fast and
accurate branching of jmp instruction using branch prediction. Since random value can be embedded only in specific programs using JMP+RAND,
it is expected to be highly efficient when used with memory deduplication technique, especially in a cloud computing environment.
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Fig. 1. Flush+Reload Attack Model
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0x100: 0x100::

call funcl() call funcl()

0x105: 0x105::

mov %eax, %ebx
0x107: 0x107:

mov %eax, %ebx

mov %ecx, %edx
0x109: 0x10c:

jmp 0x111

add $0x3, %ebx 0x11 0x22 0x33 0x44 0x55

call funcl() 0xN_300:
0x105 o o
mov %eax, Yoebx 03¢ 502: mav %eocr, Y%edx
0x107 - add $0x3, %ebx
Jjmp 0xN_300 0xN_305:
Ox10c: ) dd $0x3, %ed:
0x11 0x22 0x33 0x44 0x55 0xN_308: 2dd 03, Yhedx
ox111 h %eb:
call func2() 0xN_308: PO e
push %edx
0xRN309:
jmp 0x111

.new_text section

0x10c: oxl11:
add $0x3, %edx mov %ecx, %edx
0x10f: 0x113
push %ebx add $0x3, %ebx
ox1 ox11
push %edx add $0x3, %edx
Ox111: 0x119:
call func2() push %ebx
Oxlla
push %edx
ox11b:
call func2()

.text section .text section

Fig. 2A. Origin Code
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A1E 329 37171 ShyteZ A= ek AJufA],
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7} BLs7] gi&oll x| 7]9re] W 4] WOl A= T4
2 golut =ty Aujx] JHE 5T a7t gt of
Ak £ 719ke] s 4FQ] Wy} 2] 21 9] jmp ol
7} Z7}e]o] Ho|A|ujt} 15-18byte?] =717} Z715tc)

—

oF. ol

4. N5 wylet 7|0y &3}

2 o A= JMP+RAND 7]¥o] Wlmg] &5 7|5k 24
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Fig. 2B. Inject-based JMP+RAND

.text section

Fig. 2C. Patch-based JMP+RAND
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7|9k} e A2 HolAut Sotshe 717 e E
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9] PoC Z =8 Kim et al.[8]& B2 &2 Intel® CoreTM
i5-7400 3.00GHz Z2A|A 2} 16GB HE & AFEol= &
oA A D F4(.e., Flush+Reload)& $=3st=H|
ok 0.03%, 29 AFE A Hry & 4 5
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ASE B Z JMP+RANDZ} 285 Hio|H & 4517
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Fig. 3. Memory Sharing-based Side—channel Attack Time
Complexity as to JMP+RAND

= AFY dFE TAskE Ha F 100204 FHd
10¥ o] "gsty HiolvE|e HAE MM F7|& 0.325%
Z7MN 71K (c.f., Fig. 3, Equation (1), (2)).

278 50.03(m)
T, = .
A R 1)
HX8+ N
SIp+ RAND = (1+ 4000 <8 X 100) < Son_«m )

4.2 HO|X| Q=0 H|goh= AN SEE

7129] Wol7|¥y} &2 JMP+RANDE Ho]x|ujc} 114
A A2 2719 dE AYFC RN Ho|A 5 2GS
Fojgitt. 4KE KA Holxo A" d==9 A7|gx
o1 o, Ho|XE9] &S Fig. 44F YR 5= Qltt.
JMP+RANDZ} A& Hiol o] tfsf w=e] 37 7|5t 7
A FAS Al=sty] sl 342 K¥A HolAE A9
o gttt AR = s Hie|uv 9] M AHE & & ¢
ong K¥A dHolXE 24 4T & §lal, Ho|A|nith
5-8byte?] W7t AAYE AT AEE HIRCE 1H1A H|
OJAFH 41& Folle FAE U 34 FAslof T
o weEbA KHA #HolXE S45H] 9l 41-4K-1& &
o= FZo] K-1¥1 Ad=|ofof girt. 9-2= Equation (1)
I 4,142 7R & H|o|R] Q&4E = ol E 34
st ol 288 st Bt 34 A 7 5 Sl HolA|
utth 5-8byte®] W7t AQIEUZ W JHA FAE AT
Wi & FAo ZFsk= o 283t A7E GEHSFE
272t Xgouo Xypa Bt 8P Table 13 710G (mgey, myp)S
D 4= Ak wHolXuith FAo AF3H7] A mges, mypa

Table 1. Probability Distribution Table

Ko |2°7%%0.03(m ) |2 % 0.03(m ) |27 % 0.03(m) |25 % 0.03(m)

Xomd 27%x3(m) | 29%x3(m) | 27°%%x3(m) | 2%*x3(m)

1 1 1 1
P Y T T T

< Mgy = 2°° < 0.03(m)

~ mypa = 270 X< 3(m)

Page 1 AKASLR Page 1 a1
Page 2 AKASLR Page 2 A2, A1
Page 3 AKASLR Page 3 A3, A2, A1
Page 4 AKASLR Page 4 A4, A3, A2, A1
Page K-1 AKASLR Page K-1 AN-1 - A2, A1
Page K AKASLR Page K AN - A3, A2, A1
Page K+1 AKASLR Page K+1 AN+1 - A4, A3, A2, A1
.text section .text section
Kernel Text JMP+RAND: Kernel Text

Fig. 4. The Dependency of Each Page

o &4 Alzte] Bastal K¥A Holx|o Hisf) 34& 4%

K Xmgey, meMDA‘O’] Alzto] B a5ttt K7t
2 32 A7 BREsl 2R A oA Kot
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