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Adaptive Hangul Steganography Based on
Chaotic Encryption Technique

Seon-Su Ji*
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Abstract Steganography uses digital images as a medium for sending secret messages over
insecure networks. There is also a least significant bit(LSB) that is a popular method of
embedding secret messages in digital images. The goal of steganography is to securely and
flawlessly transmit secret messages using stego media over a communication channel. There is
a need for a method to improve resistance to reduce the risk of exposure to third parties. To
safely hide secret messages, I propose new algorithms that go through crossing, encryption,
chaos and concealment steps. After separating Hangul syllables into choseong, jungseong and
jongseong, the bitwised message information is encrypted. After applying the logistic map,
bitwised information is reconstructed using the position of the chaotic sequence. The secret
message is inserted into the randomly selected RGB channel. PSNR and SSIM were used to
confirm the effectiveness of the applied results. It was confirmed as 44.392(dB) and 0.9884,
respectively
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Fig. 1. Randomness of logistic map chaotic series
a=3.8889, z, =0.2555 in eq(1).
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Fig. 2. Randomness of logistic map chaotic series
a=1.5333 z, =0.2555 in eq(2).

RGB Ad 5 stollAgt v]d HAXE &7
, T& o]2L 7Hle g F= 2xAY @#E
AHgSte] 24 Afde AR Adggith o2
Ade] LSBE =sto] A3z A Ag|AL o]d]
A ol A BE HAIAE F&ESted olEeS
AEE ofh. A" gaEso]  LSB
PRLSB Xt} PSNR¥} 49 £7F mF WA
A4S =9 & A AASHAH5-71.

x,=a-z,_(1-z,_,), 35699 < o <4,

0<z; <1, i=0,1,2, .n, n+1,... (1)



nfl(lixnfl)(2+xnfl)v
1411 < 0 < 1.599, 0<z, <1
i=0,1,2, ., n+1,... @)

T, =a- T

TE FpolA 271 @z )T 2 FH(a)o] S8
sto, 22 wWsto] &9 o] WAL wA e
fay= i Zro| 3.5699 < o < 49}
1411 < <1599  Z¥zke]  H9lo]  x
z,€[0,1] 4 of THAAHL AFAE Yot
o (DA )4 25 HEE Bl d&

o] a=3.8889%} z,=0.25552 $4(1)] 2
sto] 12k 2AAE o o BhH = 1
= 14 Ho Foh o =15333%
r,=0.25555 $2](2)0l A-Esto] 134 ZAA
g o] osf AE &&= g IH2004]

st WY WAA7 B2Y W EE

LuEIES olgstel HE 249
A FBAE HEsto] AErhel
A AFYS FYND 5 Ak A= P
°]

OIIS_l'.

o
1o
o
-
2 Im
i)
o
2
By
x
il
2
i ¢
i)
S
ol

[8]12 WSA|7l FEHoO|T}

B= 053 7|Ho| 7|gst M2E o2 ARt 179

B 1. 82 SEOM tiAlc= 2=
Table 1. Digit code replaced in Hangul syllables

choseong jungseong jongseong
0 3 B o
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2 E | 5 *
3 H - L5 ==
4 [ i H K
5 5] T o Lx
6 A | o
7] 1w | L
8 e} For null %
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Table 2. Results of the proposed method

Secret data PSNR | SSIM
Type (byte) MSE >35.0 | >0.97
16 2.823 | 43.623| 0.9787

Image A
32 2.569 | 44.032| 0.9889
16 2.211 | 44.686| 0.9775

Image B
32 2.397 | 44.334| 0.9879
16 1.962 | 45.203| 0.9884

Image C
32 2.317 | 44.480| 0.9786
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