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Abstract This paper proposes a system that can manage and verify personal career information
through a block chain to solve the problem of getting a job by forging an individual's career
when hiring employees. Blockchain network uses private network, and inside the block, the
user's academic and career information is kept. The functions of the block chain perform the
functions of block creation, block internal data retrieval, career and academic verification, which
works through chain code. As a result of the performance evaluation of the proposed system,
the processing time per transaction was measured at approximately 110 ms and the search time
was measured at 10 ms, and it was applied to the actual system to confirm that it was available.
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Table 1. Compare of Public and Private Network

Public Private
Type of .
Participation Everyone Authorized User
Read Permission Everyone Authorized User
ghaln_ C_ode Everyone Authorized User
ermission
Permission Not used Used
management
Example Ethereum Hyper-Ledger
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Table 2. Composition and Contents of Chain code

Classify Title Role
' . Peer and Process channel
Configuration ! )
configuration
Life Cycle Chain code’'s life cycle
management

System | Query Block data query

Signin transaction
Endoser gning
execution results
Validator transaction validation
User User Depends on user’'s use
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Fig. 1. Structure of the proposed system
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Previous Hash ‘ Data Hash H- Block

| Nubes I Header

Version ‘ Timestamp | Channel |d I Tdd

Transaction 7 i T -
Proposal | Chaincode path ] Chaincode Name ‘ Chaincode Version

Chaincode Type N Input(chaincode function and arguments) | Timeout

Endorser-1 Identity(certificate, public key) | Endorser-1 Signature
Endorser-2 Identity(certificate, public key) | Endorser-2 Signature | - Data

| Endorser-N Identity(certificate, public key) | Endorser-N Signature ‘

Proposal%l

Response | Write Set: List of <Key, Value> {UserlD, Academic, Career)

Read Set: <key, Version> read by Transaction ‘
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Fig. 2. Block structure of the proposed system
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Table 3. Block Structure of proposed system

Classify Title Role
Block Order of the block in the block
Number chain
. Attaches blocks to the chain
Previous .
using hash values from the
Hash Value .
previous block
Header — - .
Validate the integrity of the
Data Hash . .
Value transaction by entering the data
hash value of the transaction
Block Chain | Indicates the version of the
Version current block chain
User ID Unique ID to identify users
Academic Th§ academic backgrotind of a
Background validated ~ user  with a
Transaction verification node
Carcer The career records of users
validated with the validation
Records
node
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| Block Chain | | Government |

User I Admin |

@ Participate or "|@ Register or search
for users

Renew Block Chain >

(3 Return to register
or search results

@ Requesting user records

(® Ask that user agree to provide records

® Agree to provide records

@ Provide user's records

Generation block
Q and register chain
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Fig. 3. Process of create block
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User Enterprise | | Admin |

@ Receipt of resume

Block Chain

@ Receipt confirmation

@ Request verification

@ Ask that user agree to provide records
|

(® Agree to provide records

® Searching for user data

@ Return search result

® Forward verification
results
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Fig. 4. Process of verifying career data
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il //User approval function
2 | function getUserApprove(userData) {
5 //Create user object for
query approval request
4 User := User(userData)
5 //Request for inquiry approval
6 userApprove = User.requestApprove(data.enterprise)
7 if (userApprove == ture) {
8 //Grant permission if the user has agreed
9 return useApprove.approvelnfo()
10 }else {
11 | //Do note grant permission if use declined
12 return userApprove.rejectM W

O 5. TSR ME S92 R =0l HRIFE
Fig. 5. User approval function chain code
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1 //Generate a string to user for searching
queryString := “{\ selector\":{\"™"

+ column + “\"\"" + value + "\"}"

3 //Importing data from block chain

4 resultslterator := BlockChain.getQueryResult(queryString)
.33 //Convert data to JSON format
6

7

8

queryStrRes := resultslterator.json()
if (queryStrRes != null) {
//Returns data if result is not null

9 return queryStrRes

10 | } else {

11 | //Error occurs if result is null

12 return error.Error(*no results”)}

72 6. QueryString HAIS Al2stH HIQIFE
Fig. 6. Chain code using QueryString

//Importing data from blockchain using keys
data = BlockChain.getState(key)
if (data != null) {
//Returns data if result is not null
return data
} else {
//Error occurs if result is null
8 return error.Error(“no results”)}

8 7. txTypes AtESH Mol F=
Fig. 7. Chain code using txType
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1 //Join blockchain network or request data modification
2 Admin.requestParticipateOrRenew(userinfo)

3 //Register or search for block chain

4 | results := Admin.registerOrSearch(userinfo)

5 //Request user unformation from certification authority
6

7

8

Admin.requestUserData(Government)

//Prompt user for query approval

userApprove := Government.getUserApprove(userinfo)
9 if (userApprove == true) {

10 | //Provide data if user approves

11 userData := Government.getUserdata(userApprove)
12 | //Recording information in blockchain

13 BlockChain.register{userinfo, userData)

14 |} else {

15 | //Return error if note approved by user

16 error.Error(“user did not approve”) }

13 8 =5 dd ¥ 8 MRIEE
Fig. 8. Create and modify function chain code
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1 | //Submit resume and confirm receipt

2 | confirm := EnterPrise.receiptResume(resume)
3 | //Request verification from administrator

4 | userinfo := EnterPrise.getUserVerification(user)
5 | //Requeset user data query approval

6 | userApprove = Admin.getUserApprove(userinfo)
7 | if (userApprove == ture) {

8 | //Chech data in blockchain if user approved
9 userData := BlockChain.getData(userinfo)
10|} else {

11 | //Returns null if note authorized by user

12 userData := null }

13 | //Return results

14 | return userData

I8 9. AYE A5 AoEE
Fig. 9. Verify function chain code
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Table 4. Composition and Contents of Chain code

Category Content
Inter® Core™ i7-7500
CPU
CPU@2.7GHz
RAM 8GB
HDD SSD 120GB
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Table 5. Composition and Contents of Chain code

Category Content

oS Ubuntu(18.04 LTS)

GO Language(1.10.4)
Java Script (ES6)
Node.js (8.15.1)

Hyper-ledger Fabric
(1.9
Docker (18.09.5)
Fabric SDK (1.4)

Language

Platform
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