OX|gAAPEAR| =2 H167 H2¥-20204 6
htp://dx.doi.org/10.17662/ksdim.2020.16.2.053

oy LY S FA YYD 07

oA

Research on countermeasures against malicious file upload attacks

Kim Taekyung

{Abstract)

Malicious file upload attacks mean that the attacker to upload or transfer files of

dangerous types that can be automatically processed within the web server’s environment.
Uploaded file content can include exploits, malware and malicious scripts. An attacker can
user malicious content to manipulate the application behavior. As a method of detecting a
malicious file upload attack, it is generally used to find a file type by detecting a file
extension or a signature of the file. However, this type of file type detection has the
disadvantage that it can not detect files that are not encoded with a specific program, such
as PHP files.

Therefore, in this paper, research was conducted on how to detect and block any program
by using essential commands or variable names used in the corresponding program when
writing a specific program. The performance evaluation results show that it detected specific
files effectively using the suggested method.
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