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A Study on Smart EDR System Security Development

Seung Jae Yoo

ABSTRACT

In the corporate information system environment, detecting and controlling suspicious behaviors occurring at the
end point of the actual business application is the most important area to secure the organization's business
environment. In order to accurately detect and block threats from inside and outside, it is necessary to be able to
monitor all areas of all terminals in the organization and collect relevant information. In other words, in order to
maintain a secure business environment of a corporate organization from the constant challenge of malicious code,
everything that occurs in a business terminal such as a PC beyond detection and defense-based client security
based on known patterns, signatures, policies, and rules that have been universalized in the past. The introduction of
an EDR solution to enable identification and monitoring is now an essential element of security. In this study, we
will look at the essential functions required for EDR solutions, and also study the design and development plans of

smart EDR systems based on active and proactive detection of security threats.
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