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A Study on Priority Analysis of Evaluation Factors for Cyber Threats
using Open Source Intelligence (OSINT)

ABSTRACT

It is no exaggeration to say that we live with cyber threats every day. Nevertheless, it is difficult for us to obtain
objective information about cyber threats and attacks because it is difficult to clearly identify the attacker, the purpose of
attack, and the range of damage, and rely on information from a single source. In the preceding research of this study, we
proposed the new approach for establishing Database (DB) for cyber attacks using Open Source Intelligence(OSINT). In
this research, we present the evaluation factors for cyber threats among cyber attack DB and analyze the priority of those
factors in oder to quantify cyber threats. We select the purpose of attack, attack category, target, ease of attack, attack
persistence, frequency of OSINT DB, and factors of the lower layer for each factor as the evaluation factors for cyber
threats. After selection, the priority of each factor is analyzed using the Analytic Hierarchy Process(AHP).
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