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Abstract

This study aims to emphasize the necessity of strengthening the information subject through the introduction of
a new concept of rights called 'digital environmental rights’ and proposes an improvement in the educational
composition model of the information culture section in the information subject. Through the introduction of the
concept of digital environmental rights, we intend to provide a logical basis for making the information subject a
required subject. In addition, we intend to enhance the competencies required for living in a digital environment
by improving the structure of the information culture section in the information subject. As a study on this, the
logic of the concept of rights required in the digital environment is analyzed and the concept of digital environ—
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mental rights applied to it is established. Furthermore, by analyzing relevant curricula in major countries, including
the United States, Australia, and Japan, which provide the main basis for digital environmental rights, an im-
provement plan for the educational composition in the information and culture education sector is formulated. The
results of the study are as follows: First, digital environment rights are 'rights to enjoy a pleasant and safe digi-
tal environment’. Second, the components of digital environmental rights include rights for the environment
(cyberethics), rights of the environment (cybersafety), and rights about the environment (cybersecurity). Third, in
the major countries studied various educational structures are being implemented with regard to in-
formation-related education contents on the digital citizenship, code ethics, and new technology security.

Keywords : Digital Environmental Rights, Information Subject, Cyberethics, Cybersafety, Cybersecurity
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<Table 1> Environmental Rights and Human Rights

. Digital
Environmental . .
Rights Description Environmental
8 Rights
The right to demand a Digital
Right to Live  good environment as part Access
of the people’s right to live Rights

The absolute right of Cyber Safety

Right to Health  inviolability with the right and Cyber
to survival Security
. The right to be guaranteed .
Right to e ng. Privacy
. a situation where you are .
Privacy Rights
alone
The right not to be Intellectual
Property Right physically or logically Property
infringed on the space Rights
The right to know various
environmental
. information such as Information
Right to Kn . .
1eht Lo Bnow environmental status, Rights
environmental
management status, etc.
The right of citizens to
Right to enVilizIrT:r(l:;)li; lr:)lic Social
Participate poiicy Participation

processes or related
actions

The right not to violate the
freedom to enjoy a healthy
and pleasant environment

Right to Free Digital Ethics
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<Table 2>

Components of C3-Matrix

Components

Concepts and Topics

Cyberethics

Cyberethics is the discipline dealing with what
is good and bad, and with moral duty and
obligation as they pertain to online
environments and digital media.

Fair use, File sharing, Online etiquette protocols,
Posting  incorrect/inaccurate  information,
Plagiarism, Copyright, Hacking, Cyberbullying,
Stealing or pirating software, music, and videos,
Online gambling, Gaming, Internet addiction

Cybersafety

Cybersafety addresses the ability to act in a
safe and responsible manner on the Internet
and in online environments. These behaviors
can protect personal information and one’s
reputation, and include safe practices to
minimize danger— from behavioral-based
rather than hardware/software-based
problems.

Unwanted communications, Online predators,
Online  threats, Objectionable  content,
Cyberstalking, Harassment, Pedophiles, Hate
groups, Online gambling, Gaming, Internet
addiction

Cybersecurity

Cybersecurity is defined to cover physical
protection (both hardware and software) of
personal information and technology resources
from unauthorized access gained Vvia
technological means.

Hoaxes, Viruses and other malicious
self-replicating code, Junk email with links to
malicious sites, Chain letters, Ponzi schemes,
Get-rich—quick schemes, Scams, Criminal
hackers, Hacktivists, Spyware, Adware,
Malware, Trojans, Phishing, Pharming scams,
Theft of identity, Spoofing, Privacy

3 3 Pruitt-Mentle, D.(2000)[23]; Pruitt-Mentle, D.(2008)[24]; Pruitt-Mentle, D. and
Pusey, P. (2010)[25]
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(Fig. 2) Korean C3 Framework: Improving the Structure of
the Information Culture Section in the Information Subject

G tAGAE e T4, bAE AR
ozA Fefof & HAe Fe s wFr] AR AlolH

71 S gt g, ANt NS SoR

et

AtolHbd g o & Qb Afol¥ F7Ho o] &-& )
Aok -gasy GG o] &S AU H Rl
A E B33 Y3t AAARR IS o T T

FolME et & AlolHu et A g3, H4
o Hozxx By A2 94 s dFelr] % Vs
2 HF QF, S 9 dIFE, UESI- A AR
vt wotow FAHT,

3. 2= FYEuY Y usAYP Hu 24
& gdME A bAd"

o sle] A A Al E} e AW E Aok
FaFolA FAs Y Bd LK
b B4 AbgE W=, A, 550 B us I2

o

O X =X

% (Computing Education)& %3}

;QOC’]'L ‘*E'_:]‘%l‘_ ‘_IHX]—

v HFE S
Halsls  Alglel
(Empowered  Learner), UTX¥"  AW1AA(Digital
Citizen)S  Zt& X}, A4 A (Knowledge
Constructor), 412421 t]z}o]H (Innovative Designer),
"ol g A} A Computational Thinker), %-2]4 <l

2 2}(Creative Communicator), 223 229 @z}
(Global Collaborator) ¥A& HX =2 2016 n &34



194 JdEWNFSI =X M24H H2=

< MAstaf15] 571419 @4l 4l (Core concepts of
the framework)¥} §3 % 9 (Cross—cutting concepts of
the framework) 2. 2 A A 3ttt 9 H121[29].

<Table 3> U.S. K- 12 Computer Science Framework

Concepts Topics
Computin * Devices
S Stemg ¢ Hardware and software
v ¢ Troubleshooting
Networks and . ONret:;'l(i);l;ﬁC;)rllnmumcation and
the Internet & .
¢ Cybersecurity
¢ Collection
e Sty
Data and .orag.e .
. e Visualization and
Core Analysis .
concents transformation
D ¢ Inference and models
¢ Algorithms
. e Variabl
IAlgorithms and| . C:)i;l‘;l())les
e gl Modularity
¢ Program development
e Culture
Impacts of . .
Computin e Social interactions
puting -, Safety, Law, and Ethics
Abstraction
Cross— System Relationships
cutting Human-Computer Interaction
concepts Privacy and Security
Communication and Coordination
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<Table 4> Japan Information Subject Framework

Concepts Topics
¢ Information and media
characteristics
e Solving problems using
. information and information
Solving
technology
problems -
. ¢ Information law
in the .
. R ¢ The importance of
information . . .
societ information security
y ¢ Personal responsibility and
information ethics
e The role and impact of
information technology
e Characteristics of media and
Communication characteristics of
and communication means
information | * The role of information
design design
* Effective communication
Infor- e Structure and features of
mation computers and external
I devices
e Internal representation of
information and
Computer X
computational power
and .
rogrammin limitations
prog gl . Algorithm representation
¢ Computer and Information
Communication Network
¢ How to model social and
natural phenomena
e Structure and components of
information and
Use of communication networks
information | * Methods and technologies to
and ensure information security
communication| * Structure and characteristics
networks of information systems
and data providing services
¢ How to collect, organize and
analyze data
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Concepts Topics Concepts Topics
. ¢ Information society progress * Signs of cyberbullying
Informann o Diversification of Riszzgfi (;Eat’ e Examples of cyber violence behavior
society communication (Cyber bull . ) e Strategies to counter cyberbullying
progress and . . . yber YIE) | o Report seri berbullvi
. . *  The impact of information €port serious cyberbullying
information technology on human e How to report inappropriate YouTube
technology . .. videos
intellectual activity Safe social ¢ )
e Various forms of media behavior e Think before you hit the 'thumb’
communication and button _
Communication| characteristics * Examples of cyber reporting
and *  Content production Become a great * Cyber bullymg
information technology spectator * TyDe of viewer
content e How to properly and * Tips for being a great spectator
Infor- effectively deliver content to . FaCtO'rS that p.reyent you from making
mation society Making the righ the right decisions
aking right R
I e The usefulness of data choice online ¢ TEC (Think, Evaluate,'ChO()se)' .
Information utilization and its role in strategy to make the right decision
and society. * Responsible for online decisions
Data science | * Modeling social phenomena _ * Sending and receiving correct text
and technology] based on data Online messages
e  Data model evaluation communication | ¢ How does teasing become
e Understanding information Cyb?rbullying?
) flow and information security ¢ Online safety
Information . . . . S
d ¢ Design of information cams
SrZSter apn systems Safe online use | * Privacy
brog €1+ Production of information *  Security Trends
systems * Security terms
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<Table 5> Australia eSafety Virtual Class Framework

Concepts Topics

¢ Protecting privacy

Keeping good ¢ Controlling digital footprint
online ¢ Understanding your rights

¢ Request support and get help
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<Table 6> Comparison of Domestic and Foreign o ARTHEGT Blste] FaS(F, Q8 TF) agulgeli= wrgH ol
Information Culture Education ot I Aifolls E£FE A & FaAlolw s A E v A wIhl-ol
B 2gtEo] gA & FAY
Kor
Classification sub ﬂiﬁ)Us Jap |Aus agly £39 nuias Az guds drE)
it Ja B AEAE AL sHsen, 1 A o
Basic  [Change to digital society] O | O | O S3 2 oAo] FEAXHOZ =&Y}
Knowledge off Digital citizenship (Ol Ne)
Cyber Cyberspace and - _ o
Environment| international relations#: © o 3, OAE AEE oldlste wSe My n
Cyber ego identity* 0 0 Ao HAE AFE Aoprte TEA ddoEA T}
Comb”gcaﬁo“ n 1 ololo o Aof & 7hx| 9} B, 13 AT Tl dial Az
cyberspace - s _ o
st AdE 4 e wHo] Hest
Ethics and Internet ethics 0 sha = ~‘|‘ e b_JLI"— I dasitt _ _
N()rn’ls Intemet govemance** O M %Rﬂ, @_ZH _)J\_—l—L—E—‘?’ﬂq E—%‘O/] _Q]—?—;ﬂ—i ?_]_aﬂ é
Code ethics and o 2de e 3 3 uS 5 B vE wge] &
S e AeE L Qoy, 7E A4 2 dndZel o Azt
al normyk* O
Intellectual = At g e Feo] 238t 2 4 e 7heA Sl o
Property Copyright °1°1° @ g ol FoXA %m vk eld Alae] Fo4
Crime Coter olo 2 QA7 B st daelF e w5l @
Prevention - -
o]l&2o]z I Qg 7} 9] 7H 5 k5| 01;\‘_1:_?11
Response Cyber violence o0 O IFe1d 4 T st sket wi= ACMelA ?
Basic knowledge of cyber| olololo A5 BIHESZF FHS T K-129 #HFH st
safety W 3IHCSE: Computer Science Education) W ¢l1&A%
Safe Use hjtmetc’ldisltllfmhone olo Mdat &8 a2la &2 9 k" wS(Al concepts,
adaaiction
] - i i 1 Z=7]0] A3 11
Feverrious information end _ | o Al applications, and Al ethics/safety) F%1¢] &= 1
content online 9lom[1] STEM n& dgtoz gAse] 7]&4 7
Pﬁvjacy** _ ©) dat 84 on)E wgeEs Aol AAFE
Persongl Personal 1nf9m1at10n ololololo [20].
Information protection )
Protection e o AR AFEQJIHY. AFY 2EI} 2L AlV|Eo]
tation ement (@] _ -
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Viruses and worms#s @) o] Agasir}
System security threats o
2 oo @ AT SAL Wegstel HEAOR Ful-9)
System, etwork security threats| o ol Ale ol 1.0 = = o o _
, - 2 oo} Ho ¥
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<Table 7> Topics Requiring Supplementation in Information
Culture Literacy within the Information Subject

Classification Topics
Basic Knowledge Digital citizenship, Cyberspace
of Cyber . . .
. and international relations
Cyber- Environment
ethics Cyber ego identity, Internet
IEthics and Norms| governance, Code ethics and
algorithmic ethics, Digital norm
Cvber— Personal
Y Information  [Privacy, Reputation management
safety .
Protection
Security and |New technology security, User
Authentication authentication
Hacking and Viruses and worms
Malware
Cybe.rtf System security threats and
securtty . countermeasures, Network
System, Network .
. security threats and
and Mobile . .
Securit lcountermeasures, Mobile security
h y threats and countermeasures,
Social engineering attack
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