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[Abstract]

Malware is generally recognized as a computer program that penetrates another computer system
and causes malicious behavior intended by the developer. In cyberspace, it is also used as a cyber
weapon to attack adversary. The most important factor that a malware must have as a cyber weapon
is that it must achieve its intended purpose before being detected by the other's detection system. It
requires a lot of time and expertise to create a single malware to avoid the other's detection system.

We propose the framework that automatically generates variant malware when a binary code type
malware is input using the DCM technique. In this framework, the sample malware was automatically
converted into variant malware, and it was confirmed that this variant malware was not detected in the

signature-based malware detection system.
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I. Introduction
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II. Related Works

1. Malware Detection and Obfuscation

dutd oz Hlo] HAIE gk A W2 AN A
1 x5 BMog Bagrt A& B0 too]2 AlsiA|
717 G2 AT Yy 02n ol f2 1Y ool
gofo] ool FC2 W 5 maTao] AL}
A ] 52 mofsto] slig Belold EAE AIZYA
= FaoPl At ddnAne sia T2ake o

e

Ast= aHMOﬂKMOFJOIE} 220, Ollydbg
IDA pro 59| &2 AR&RITE ofdf wisl &4 242 57
AR EEs ‘1%01 Aol S APAIZ] & Heojrt &

Sot= S EAot= o 24 Function Call 24

E|™, Function Parameter £A1, &g 72lo] %2]5}= o
o] A mz = Alsir]o] BIRo g Rp=Alsir]=
Z2 0 HA] AF 52 FARIL]. diaAQl ze =
© 2= Process Explorer, vmmap, autoruns 59| g
JJ3lo] Qltt. Aol Eelo] EA] /S SO|HA = wh
£ gX]E 95} Machine -Learning& PéPo St &X] v
off et At FEs| o] FoX| AL THE.

Heofo] ‘H=sHobfuscation)?t B0 FA7P} 2y
e &l ol FAshs A ofdA Y] Hs e
ojujsic. 9 Helolet EU 75 SasiAlet Teol
Yo A2 wFoR WEIlE 7HSo] Atgsled,
oH7d 718t o7 7ol L oflolct. thdAd 7ol 2
£9) 7152 Y FAIEARE ZE0] Y& HHE L
M AIZYA 7[9He] Mo A= "R A %OFEE 37
o HelolE Uittt} &2 o mojzE §79] godl,
0] olF, £Q WL HY, RAF L= OiA], XA
Bl S, SWAA, 254 52 &0l 8971

7ol gFolu geskE AREstol ARl EeolY]
ofoJAlQl FEF FASH| offAl e 7He Yo,
olF Yot =E At 2. difle A Ee
1:1]71—7(414 %mx%o] EA}E H]—x]op] 1,]8}— 2™dog A}
EElon Felof AR A9 ZEE &7IAY
A2 RN 9F Bxoe AHgE o] ae
chgat o] Mapsict.

(1) €2 =7t giAo] d=esH
Yot A A7} SeHTh

(2) ¥ PE(Portable Executable) Header?} Ft=

u

SENERE

GFEAY d=gfEo] A2 AUl Packed
Sectionof] AAF= T}
(3) WS wlof= ool 7}l

O M2 PE Header
@ Packed Section
® A2 gk Section
(4) 7ol OEP(Original entry  point):=
Packed Section U0 ZxfsHq goz olS 4 9l
(5) A|2& PE mUo]A= A|2& OFPS %}Oq o]

732 et £ 992 71=171A st duiido] ®iA| of
S

PE File Packed PE File

PE Header PE Header
| sectionltext) ! Section|.text]

| OEP | leUEP 1
| Section|.data) p ‘!Seu-ontunpackr -
| Section|.rsre) | section{packed)
|' 1 |
Fig. 1. Packing Process of PE file

2. Disassembly and Assembly
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3. Malware Variant Generation Framework
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2.1 Disassembly and New Assembler Code
Generation
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Fig. 4. Disassembly Code of keylogger
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'0x40€1€0 UnhandledExceptionFilter’,
'0x40€l€4 GetCurrentProcess’,
'0x40€l€8 TerminateProcess'

'Ox40€léc GetSystemTimeAsFileTime',
'0x40€170 GetCurrentProcessId',
'0x40€174 GetCurrentThreadId',
'0x40€1l78 GetTickCount',

'0x40€l7c QueryPerformanceCounter',
'0x40€180 DecodePointer’,

'0x40€184 SetUnhandledExceptionFilter',
'0x40€188 HeapSetInformation'
'0x40€1l8c InterlockedCompareExchange’',
'0x40€1l50 Sleep’,

'0x40€194 InterlockedExchange',
'0x40€198 EncodePointer’',

'0x40€lSc IsDebuggerPresent',
'0x40€ld8 ?terminate@@YAXXZ',
'0x40€ldc _controlfp_s'

'0x40€le0 _invoke watson',

Fig. 7. Correspondance of Address and
Function
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Fig. 8. Assembler Code generated by DCM

2.2 Code Modification and New Binary Code
Generation
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Fig. 10. Binary code after Applying Obfuscation

2.3 Detection Test
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IV. Conclusions
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