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Abstract As IoT devices increase exponentially, minimizing MIMO interference and increasing
transmission capacity for sending and receiving IoT information through multiple antennas remain the
biggest issues. In this paper, secret key-level distribution mechanism using deep learning is proposed
to minimize MIMO-based [oT communication noise. The proposed mechanism minimizes resource loss
during transmission and reception process by dispersing IoT information sent and received through
multiple antennas in batches using deep learning. In addition, the proposed mechanism applied a
multidimensional key distribution processing process to maximize capacity through multiple antenna
multiple stream transmission at base stations without direct interference between the APs. In addition,
the proposed mechanism synchronizes IoT information by deep learning the frequency of use of secret
keys according to the number of IoT information by applying the method of distributing secret keys
in dimension according to the number of frequency channels of IoT information in order to make the
most of the multiple antenna technology.

Key Words : MIMO, IoT, Key-level distribution, Multi Access, [oT Big data

*Corresponding Author : Yoon-Su Jeong(bukmunro@mokwon.ac.kr)

Received September 29, 2020 Revised November 1, 2020
Accepted November 20, 2020 Published November 28, 2020



24 SNHPE=2X| H10E M11S

1. M2

A=l e (Internet of Things)= QIEIYl 3Ao]
S7FotHAl Tt AFS) Fofol] AREE L 3o, S
FE oA ¥ HolEE Aol wokollA 24
oA FHLASHA ARGE L QUTH1]. 53], o]5-54l
SAHONA ToT AAE &l &AlE= loT BE
2= F4aslel7] 91 A= 25| AP JTH2

o] 554 22 FA0NA [oT A= 24417 A%
FH2 AFEAREC] A & 7] wizol| [oT HEY
B4 S0l tiet [oT AHY] =2 39] A=/87 &
g2 HAotok gttt o] 5EAl A ToT A
2HY $AEE JEE ZF APY AHUE B A
9= oA ToT AEY %ol S7t== Aol 7t
2 EAdCE AFHT QT3] ESH 24 APY ¢
IUE &3l W2 A48 99 A5 AZsie] [oT A&
FAleks At ®opolds MIMO(Muliple-Input
Multiple-Output) 7Hd Hast 9 A 85F Zd7} 71
& M4 ofrE tiFEr QUrHAL

2 =2 olss4Al FHA MIMO 7]¥He]
[oT B4l F3= 34| fJsix deds &8st
Hg7] A8 wAYUSE AQkeict. At WAYE
Z AEIUE B9l Fukr FEE i Agsr] g
[0T A& AREste] Fuks ARE S-5AT o 24
St M-S F4stshr] QsiA deds &8sto] [oT
EO| HI7|E ASH LR TFsto] [oT AEE 4
ORHPAT 4 ULE AFO0EHN A EAHZ 45}
Skoich E3H AR MIAYES APE 7t 7A=Y v
Y o5 2EH A &2 HH=E SHAI717] 9
SiA oAk WE7] AE EEl e A8t oEA
[oT AEpo] TE Bd7] ARE WepE gedsto]
[oT AEE AR 7|33t ot

At HAYEE 2 22 545 7t AA,
At HAUSS HEdS AREste] H59 SHEUE
Sl IoT A AHE dEHoE ASH thdtA 274
< &9 [oT BRIt BHoE $441T  Y=s: T2
2H A A4S Hasikith B4, At WMAYESS
APE 7+ AHAQ 7H0] gl AS 7A=Y ts o
HUE &3 AEshe 3= HU=E S7HA17171 Ss
A okl BlEy] B A S 283t A, Al
St HAUSE ths HEIY 7] et &85 9
A ToT BEO Fup g 4eof whe} vjL7|E 2

i

T,

it

wHishs WS 8o ZA ToT JE4o] T H'E
7] AbE RIS "Heldslo] oT RS Az 573Kt

o] =9 2 thad Z 2804 MIMOS
71E @l HisiA Argdtet. 3gol-= MIMO IoT %
Hof v]gd7]E 283t [oT B4l =22 F4sf6l] |
g HAUEES Altsta, 4£golhe At HAYES] 4
SH7FE FRokL viAHe R SoA 2E2e Rt

2.

ri

AL

2.1 MIMO

MIMO= ¢HEUE ol&ste 74 B4 44 &
Al 8 27] Aol AMgsh= QHEHIY 71eE et
oH5,0]. MIMO= 7|A1=3} ofg] QHe|uE 4= o 3l
o giek 7|2j5o] Mol 1, T7 |7t N7RY folk= F
2 min(M,N) §HES] X% 8=Fo] F7slA "t 71A=
o] ARG QY 4ol wet thasbEly 71452 Fig. 1
1} Zo] SISO, SIMO, MISO, MIMO 502 ARg¥ith

SIso SIMO
% NV
—ln ks
MISO MIMO(2X2) il

g YV Yﬁ
> -Y_EI ol — [
v N\ Vﬂ
1 1 Rx1

Fig. 1. Type of multi-anthena technique
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Fig. 2. Proposed Model using MIMO loT
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Table 2. Efficiency by type of multi-anthena technique
using Proposed Method

Efficiency(%)

Method NoA=5 NoA=10 | NoA=25 NoA=50
SISO 85741 84.627 83.956 83.142
SIMO 84563 83.994 83.102 82.883
MISO 82.967 82.369 81.689 81212
MIMO 82324 81.914 81.428 80.831

NoA = Number of Antenna
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Table 3. Accuracy by type of multi-anthena technique
using Proposed Method

Accuracy(%)

Method NoA=5 NoA=10 | NoA=25 NoA=50
SISO 71457 72127 72681 76.585
SIMO 76741 77.598 79.598 81325
MISO 79.696 80.114 81.769 83.052
MIMO 81354 82.765 84.296 85.121

NoA = Number of Antenna
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Table 4. Process time by type of multi-anthena
technique using Proposed Method

Process time(ms)
Method
NoA=5 NoA=10 NoA=25 NoA=50
SISO 0.4847 0.5166 0.5896 0.6235
SIMO 0.5299 0.5757 0.6165 0.6818
MISO 0.6271 0.6467 0.7123 0.7747
MIMO 0.6588 0.6638 0.7321 0.8421

NoA = Number of Antenna
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