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Design and Implementation of Malicious URL Prediction System
based on Multiple Machine Learning Algorithms
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ABSTRACT

Cyber threats such as forced personal information collection and distribution of malicious codes using
malicious URLSs continue to occur. In order to cope with such cyber threats, a security technologies that
quickly detects malicious URLs and prevents damage are required. In a web environment, malicious URLs
have various forms and are created and deleted from time to time, so there is a limit to the response
as a method of detecting or filtering by signature matching. Recently, researches on detecting and
predicting malicious URLs using machine learning techniques have been actively conducted. Existing
studies have proposed various features and machine learning algorithms for predicting malicious URLs,
but most of them are only suggesting specialized algorithms by supplementing features and preprocessing,
so it is difficult to sufficiently reflect the strengths of various machine learning algorithms. In this paper,
a system for predicting malicious URLs using multiple machine learning algorithms was proposed, and
an experiment was performed to combine the prediction results of multiple machine learning models to
increase the accuracy of predicting malicious URLs. Through experiments, it was proved that the
combination of multiple models is useful in improving the prediction performance compared to a single
model.
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Fig. 1. Real web page (a) and phishing web page (b) of a portal site,
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Table 1. Lexical features extracted from URLs
Category Lexical features Number
Length-based Length of URL, Length of hostname, Length of TLD, Length of path, 6
features Depth of URL, Length of first directory
Counts of ‘http’, Counts of ‘https’, Counts of ‘www’, Counts of ‘@’, Counts
Count-based of ‘?, Counts of ‘&' Counts of ‘#, Counts of ‘%’, Counts of ‘., Counts 16
features of ‘=", Counts of _’, Counts of ‘-, Counts of ‘-’ in hostname Counts
of subdomaln, Counts of digits, Counts of letters
Existence-based Existence of IP as hostname, Existence of short URL 2
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Table 2. URLs dataset

Number of URLs

Type Training | Testing Total
(=80%) | (=20%) ot
Benign 349,476 87,246 | 436,722
. 594,803
Malicious | 126,366 31,715 | 158,081
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Table 3. Performance comparison of machine learning algorithms
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Performance
Algorithm Type —
Precision [%] Recall [%] Fl-score [%] Accuracy [%]
Benign 93.67 95.00 94.33
DT 91.63
Malicious 85.69 82.34 83.98
Benign 94.47 96.82 95.63
RF 9351
Malicious 90.61 84.41 87.40
Benign 90.73 96.82 93.67
GBM 90.41
Malicious 89.26 72.79 80.19
Benign 93.66 96.91 95.26
XGB — 92.92
Malicious 90.61 81.95 86.06
Benign 87.89 97.43 92.42
SVM — 88.27
Malicious 89.93 63.08 74.15
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Table 4, Performance of machine learning algorithm combination

|S6t ot URL OI= AIAE &
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Performance
Algorithm Type —
Precision [%] Recall [%] Fl-score [%] Accuracy [%]
Benign 94.64 97.18 95.89
RF+DT+GBM 93.89
Malicious 91.61 84.86 88.10
Benign 94.74 97.17 95.94
RF+DT+XGB 93.96
Malicious 91.61 85.15 88.26
Benign 94.62 97.31 95.94
RF+DT+SVM — 93.96
Malicious 91.96 84.77 88.22
) Benign 94.73 97.98 96.33
RF+XGB+SVM 94.52
Malicious 93.87 85.01 89.22
Benign 94.92 97.93 96.40
RF+XGB+GBM 94.64
Malicious 93.76 85.58 89.48
) Benign 94.75 98.39 96.54
RF+SVM+GBM 94.82
Malicious 95.04 85.01 89.75
RF+DT+XGB Benign 94.78 98.03 96.38 9460
+SVM+GBM Malicious 94.01 85.16 89.36 '

Table 5, Improvement rate of false positive and accuracy

Improvement rate(IR)

Algorithm Type —
False Positive(FP) [qty] IR of FP [%] IR of Accuracy [%]
Benign 2,775 -
RF _
Malicious 4,944 -
Benign 2,464 11.21
RF+DT+GBM 0.38
Malicious 4,803 2.85
Benign 2,472 10.92
RF+DT+XGB 0.45
Malicious 4710 473
Benign 2,351 15.28
RF+DT+SVM — 0.45
Malicious 4,829 2.33
Benign 1,760 36.58
RF+XGB+SVM 1.01
Malicious 4755 3.82
Benign 1,807 34.88
RF+XGB+GBM — — 1.13
Malicious 4572 752
Benign 1,408 49.26
RF+SVM+GBM — — 1.31
Malicious 4,753 3.86
RF+DT+XGB Benign 1,721 37.98 108
+SVM+GBM Malicious 4,708 4.77 .
Table 6. Test time of machine learning algorithms
Algorithm DT RF GBM XGB SVM
Time [sec] 452 87.63 82.26 26.10 6,052.08
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