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ABSTRACT

Purpose: Recently, ransomware damage that encrypts victim's data through hacking and demands money in
exchange for releasing it is increasing domestically and internationally. Accordingly, research and develop-
ment on various response technologies and solutions are in progress. Method: A secure storage area and a
general storage area were created in the same virtual environment, and the sample data was saved by
registering the access process. In order to check whether the stored sample data is infringed, the ransomware
sample was executed and the hash function of the sample data was checked to see if it was infringed. The
access control performance checked whether the sample data was accessed through the same name and
storage location as the registered access process. Result: As a result of the experiment, the sample data in the
secure storage area maintained data integrity from ransomware and unauthorized processes. Conclusion:
Through this study, the creation of a secure storage area and the whitelist-based access control method are
evaluated as suitable as a method to protect important data, and it is possible to provide a more secure
computing environment through future technology scalability and convergence with existing solutions.
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Introduction
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Data Storage Methods
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Fig. 1. Traditional data storage method
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Fig. 2. Configuration diagram of data protection technology
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Fig. 3. Making secure area
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Table 1. Comparison of hash of normal storage and secure storage after ransomware infection

Contents

Hash(MD5)

Sample file

Sample Origin

5b7dd3cb7ea25dce573a5¢tb27tb86¢7

Normal areal

PKstt=1c? Q #
Sample Origin.txts? & AEF V?-rjW_H?pVI?K Dkl
99 Ha *PKys 1c? Q #
3 Sample Origin.txts? 5 AEF PK=% 77J ]

61b6206a609{3b2b12645cbcf268dec]

Secure areal

Sample Origin

5b7dd3cb7ea25dce573a5¢tb27th86e7

Normal area2

PKsts1c? Q '
Sample Origin.txt5? & AEw oB p&Fe?3?572 e lifi*uzt
-754_./] m]

CXPK3% %1c? Q

150ee612606fcd2b25b33e86f00d4d5e

T Sample Origin.txtt? s AEEPK®t 77J a

Secure area2  Sample Origin Sb7dd3cb7ea25dce573a5ctb27tb86e7
PKs1s1c? Q +
Sample Origin.txts? 5 AEOR? il fR-29:4V(S@

Normal rea3 209/ 73129PKE e ? Q + f7af52e4a989c41181f07{7b2168a23d

T Sample Origin.txts? 6 AEMPK= 775J e
Secure area3  Sample Origin 5b7dd3cb7ea25dce573a5¢fb27tb86e7

Conclusion
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