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Abstract This study tried to suggest ways to improve the indicator system to strengthen the personal
information protection. For this purpose, the components of indicator system are derived through domestic and
foreign literature, and it was selected as main the diagnostic indicators through FGI/Delphi analysis for personal
information protection experts and a survey for personal information protection officers of public institutions.
As like this, this study was intended to derive an inspection standard that can be reflected as a separate index
system for personal information protection, by classifying the specific IT technologies of the 4th industrial
revolution, such as big data, cloud, Internet of Things, and artificial intelligence. As a result, from the planning
and design stage of specific technologies, the check items for applying the PbD principle, pseudonymous
information processing and de-identification measures were selected as 2 common indicators. And the
checklists were consisted 2 items related Big data, 5 items related Cloud service, 5 items related 10T, and 4 items
related Al. Accordingly, this study expects to be an institutional device to respond to new technological changes
for the continuous development of the personal information management level diagnosis system in the future.
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Table 1. Indicator system for Personal Information
Management Level Diagnosis

Field diagnostic index

1. Personal information file management

2. laying the foundation for personal information
protection

3. Privacy impact assessment(PIA)

4. Promotion of personal information protection
education

Establishment
and
operation of
management
system

5. Performing the role of the person in charge of
personal information protection

6. Privacy Policy and Protection of Rights of
Information Subjects

Establishment | 7. Compliance with procedures for collection, use,

and and provision of personal information and for
implement- use and provision of personal information for
ation of purposes other than the intended purpose

protection | 8. Protection of personal information according to
measures entrustment of personal information processing

9. Operation and management of image
information processing equipment

Establishment | 10- Measures to prevent infringement of personal

and information
implementati | 11.  Establishment  of  procedures for personal
on of information leakage and disaster/disaster response
counter— | 12. Management of access rights of personal information
measures processing system and check access records

) ggainst 13. Identification of processing status of unique
infringement identification information and implement encryption
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Table 2. SWOT Analysis Results of Personal Information Management Level Diagnosis

Div. Strength

Weakness

management with guidelines and diagnostic indicators

inside ) ; :
information protection

(plan establishment, etc.)

* Improving to check the criteria necessary for personal information
* Operating a representative inspection system for personal

* Using improvement standards for personal information protection

* Occurring the differences in each institutional environment
with unify diagnosis process of management

* Rejecting from the priority list due to overlap in personnel
input and evaluation period due to the implementation of
similar evaluation systems

* Pouring the response to low cores and rate of public agencies

Out protection laws

information management in public institutions

* Suggesting compliance with national-wide personal information

side * Utilizing standards to improve the level of personal

* Being less importance compared to other evaluation system
* Being Insufficient response due to response such as
manpower and budget

Div. Opportunity

Threats

protection

* Transferring the Affairs from Ministry of Public Administration
In and Security to Personal Information Protection Committee
side * Utilizing various level evaluation system for personal information

* Developing similar system other than persona information
management level diagnosis

* Increasing demands for alternative evaluation of personal
information management level diagnosis

protection following the introduction of new IT
side regarding personal information protection

personal information protection

* Raising awareness of the importance of personal information
Out * Expanding the understanding of users and processors

* Demanding for regulation and countermeasures for strong

* Increasing threats of personal information infringement due
to abuse of new IT

* Being insufficient of standardized system management and
response system

* Being rampant insecurity for personal information infringement
incidents
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Table 3. Personal information protection standards for specific IT technologies

Division

Title of Guidelines

Domestlc

Blg
Data

Personal Information Protection Guidelines for Opening and Sharing of Public Information by MoPAS(2013) /
Guide to self-assessment of adequacy for de-identification of personal information by Ministry of Public
Administration and Security(2014) / Big Data Privacy Guidelines by Korea Communications Commission(2014)
/ Guide to the use of technology for de-identification of personal information by MSC(2015) / Guidelines for
de-identification of personal information by Government—joint (2016) / Guidelines for the handling of
pseudonymous information by PIPC(2020) / Practical Guide to Provision of Pseudonym Information in the
Public Sector by MoPAS & PiPC(2021) / Diagnosis of the management level of personal information of
public institutions by MoPAS(2021) / Evaluation of the operation status of public -data provision by
MoPAS(2020)

Overseas

(Privacy framework)De-identified technical standard of ISO/IEC 29100(2015) / Guideline on De-identification
Methods of Medical Information by U.S.(2012) / Guideline on De-identification of Personally Identifiable
Information by NIST(2015) / Guideline on De-identification of Public Data by NIST(2016) / Guide to Personal
Information Protection in Big Data Environment by ENISA(2015. Dec) / Code of Practice for Risk
Management for Data Protection by ICO(2012. 11. 20) / Privacy Principles of Processing Big Data, Al, etc by
ICO(2017) / Anonymisation Framework by UKAN(2016)

Domestlc
Cloud

Cloud SLA(Service Level Agreement) Guide by KCC(011) / Cloud Development Act(2015) / Security
Guideline for Cloud Service Users(2012) / Guidelines for the use of private cloud by administration and
public institutions(2019) / Cloud Security Certification System by MSC / Cloud Service Terms and Conditions
/ Cloud Service Information Protection Guide / ISMS-P by MSC & PIPC

Overseas

Cloud Security Control Framework OCF / Cloud Privacy SLA Guidelines / STAR certification examination /
International standards ISO/IEC 27017 / ISO/IEC 27018 / ISO/IEC 27002

Domestic
loT

loT Common Security Principles by KISA / 7 principles of common loT security by loT Security Alliance /
Guide to using password authentication technology in loT environment / Protection measures for each of the
10 rules for personal information protection

Overseas

10 Security Principles About loT Vulnerabilities by OWASP(2014) / Privacy by Design by IPC(2011) / Report
on Cyber security and Privacy Risks for loT Devices by NIST in US(2019)

Domestic

Intelligent Information Society Ethics Guidelines by MSC(2018) / Principles for a User-Centered Intelligent
Information Society by KCC(2019. 11) / Human-centered Artificial Intelligence Ethics Standards (2020) by
Government joints / Artificial Intelligence (Al) Personal Information Protection Voluntary Checklist by
PIPC(2021)

Al

Overseas

Artificial Intelligence: Australia’s Ethics Framework, A Discussion Paper(2019) / Privacy by Design/Default of
GDPR by EU(2016) / European Artificial Intelligence Strategy (2018) of EU / Adjustment Plan for Artificial
Intelligence(2018) / Reliable Artificial Intelligence Guidelines(2019) / Artificial Intelligence White Paper(2020) /
EU Commission’s ‘Data and Data Governance
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Table 4. Composition of diagnostic index related to specific IT technology (draft)

Div. Details

PIPI* of | * Applying PbD principles from planning and design stage

Common |« Applying & managing standards for pseudonymous information process and de-identification measures

PIPI* * Preparing methods and procedures for refusal to process usage history information

related | - Destructing if personal information is included among newly created information after de-identification and checking

Big data | deidentification measures
* Notifying disclosure of use, disclosure of domestic & foreign storage, and prohibition to provide the third party(Available on privacy policy)
PIPI* * Notifying confidentiality, return, and irreversible destruction of information(Available on privacy policy)

related | * Specifying ownership of data according to cloud service processing(Available on privacy policy)

Cloud * Protecting measures when user information is transferred to another service provider upon contract cancellation, termination, etc.

* Checking data protection plan management, data tracking, monitoring, etc.

* Checking the application of loT information security principles

PIPI* * Vouching visualization & transparency of operational policy according to the purpose of use and retention period of sensitive information

related * Managing log recording for intrusion detection, monitoring, accountability, etc. response to security threats

loT * Checking destruction and prevention of further collection of personal information from the design stage to service termination
* Managing unused data and data security signs for accident detection
* Applying principle regarding ethical principles and legal compliance related to Al service
r:lzgd * Checking actively carry out voluntary protection activities
Al * Checking continuously ethical issues

* Practicing mitigation as like monitoring, testing of infringement incidents and risk occurrences, etc.

*PIPI . Personal Information Protection Indicator
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