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Abstract If a vulnerability in the software connected to the network to obtain the user's privilege, a
remote attacker could gain the privilege to use the computer. In addition, in a user environment in
which an operating system for a specific series is used a lot, if a problem occurs in the operating
system, considerable damage can occur. In particular, If an error is a security vulnerability, it can be
a very big problem. Various studies have been conducted to find and respond to vulnerabilities in such
a situation. Among various security technologies, the fuzzing technology is one of the most effective
technologies to find errors in software. In this paper, I designed and implemented a fuzzing agent that
can detect buffer overflow vulnerabilities that can occur in various applications. Through this fuzzing
agent, application developers will be able to realize a more secure computing environment in which

they can discover and fix vulnerabilities in their own applications.
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int main(int argc, char *argvl])
{
char buffer[500];
strepy(buffer, argv[1]);
return 0;

}

Fig. 1. Code with Stack Overflow Vulnerability
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The Size of the Stack Increases
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Fig. 2. Stack Frame
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Table 1. List of File Format Vulnerabilities

MS05-009 Vulnerability in PNG Processing Could Allow
Remote Code Execution
. Vulnerability in Cursor and Icon Format Handling
M805-002 Could Allow Remote Code Execution
MS04-041 Vulnere_lbility in WordPad Could Allow Code
Execution
MS04-028 Buffer Overrun in JPEG Processing (GDI+) Could
Allow Code Execution
US-CERT Multiple Vulnerability in libpng(Affecting Mozilla,
TA04-217A Netscape, Firefox browsers)
CAN-2004-1 | Format String Vulnerabilities in Adobe Acrobat
153 Reader
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Fig. 3. File Format Showing MS04-041 Vulnerability
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Fig. 4. EIP Register Value Modified to Desired Address
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Fig. 6. Detailed configuration of fuzzing engine
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Table 2. Hardware & Software

Hardware Software
i5 CPU Windows 10
2 16GB RAM Visual Studio 2015
3 VMware Workstation 15
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Table 3. Comparison with Other Tools
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